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OoOd Ul (LMS; Moodle) — O 0O [

English (en) ~ Demo Trainee01 g) N
§
¢ CyTrONE Security Training
=

Dashboard '~ CyTrONE ' Information Security Testing and Assessment ©~ Sample: L~UL 1 («—3—) Exit activity
{ Sample: LNIL1 (/1—Y—)
-
<

Information Security Testing and
Assessment

) Questiors Levl 1 ) Information Security Testing and Assessment

<

Level 1 -FRAIZ by FAVE1—90tEF1VTFsRE

FHEATLEBEL UTHOTOREOBTY, HALOLTEHEIDISHOR YN TV ERBL LS L
LT, THEEOHZT—/I—HBEREITDLSICERLUELE, YATLEBRENSY-TIL - JL17EFE
N3BESKRICRELUTEENBDET, LAREOVATLAEBED IV L1 —FORIICHBILEES
BT, BREDEEZEF->TVET,

BRIV IAVERT, ARICDEN T,
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¢ CyTrONE Security Training

2

Dashboard ~ CyTrONE ' Information Security Testing and Assessment ~ Sample: L-~8JL 1 (4—3/—) Exit activity

s

o

E u » —— -~ —

i Sample: LRNIL1 (1—Y-)

=

= Information Security Testing and <

Ass"%ﬁ:u:;ons o Click below button to connect to CyTrONE, investigate and answer the questions in textbox
of each question. Good luck !
Question 1
ARL—FT o T VATAEA—2ILU U —ABSEOYE 1 —FICEORBEONEENSESIMERZ T N TEET, T
YOA—FIILU I —RESERELTEE W, (Bl 3.4.56-789)
Click to show hint

Question 2
Bfe@ AV E 21— ERELTVWERRy 7= BRI AEHIC, FONYVIVYOFREMNLZ0ENHEDET, 1200
Fy kD= T =T TR RESNIEIPV P RLARELTLEZ WD,
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Question 1
AR —FT VAT LEA—RILI ) ABSEIYE 21— Y ICEORBEDITHEEFHLIIMEALS CENTEET, ~
YOA—FILU)—ABSERELTIEE W, (#l: 3.4.56-789)

Click to show hint

Hint 1: &4z ld<code>uname</code>I¥ > F&{F - TOSOERA
Hint 2: $ uname -r
Hint 3: BlDAEE LT, § cat /procfversion 7 77 LD S HEREREZH

Question 2
BEEOIAVE 1 —9HERLTVWESR Yy NI —2FB@RY Seic, TNV IVOFEEHLSAENENET, 1260
FY R D= A ST —RAICEREESNEIPVAF FLAFELTCEE L,

Japan Advanced Institute of Science and Technology — 2017/12/02



]

e HDODUUOLDOLDOODODO OO
e LMS (Learning Management System) O [ [

SERERERERERERERERERERERERE

-+ 00 Moodle I
+cO000000000000000 SCORM
e I LU HOODOOOOODONO O

Japan Advanced Institute of Science and Technology — 2017/12/02



]

oottt
PCOUO000000ODoooooooooon

U 0ootg...

PC OO
cUUUUObOOoUUddnbDL i
SPCO OSOOODOOOODODOOO
U UUODODLOOOO

e 1 HODNO
Joooddoooddbbod

Japan Advanced Institute of Science and Technology — 2017/12/02



lecturer

CyTrONE

7

LMS
SCORM
cnt2lms = Moodle
cyber

Japan Advanced Institute of Science and Technology — 2017/12/02

attendee



JOoo0odoul

e®e® < > m 127.0.0.1

CYTI'ONE Door saist cronp

vert hori

Sessions (Active Training)
stop refresh
Cid name
"1 Training Session #1;john_doe;Fri Oct 20 21:30:30 2017
~ 2 Training Session #2;john_doe;Mon Oct 23 13:44:31 2017

Training Database

run refresh

R name

[ tr324126 Scenario-Based Training/Information Security Testing and AssessmentlLevel 1 (Easy)

[ tr341576 Scenario-Based Training/Information Security Testing and Assessment|Level 2 (Medium)

[ tr357929 Scenario-Based Trainingl/Information Security Testing and AssessmentlLevel 3 (Hard) [N/A]
[ tr309337 Scenario-Based Training/Information Security Testing and AssessmentlDemo Level

~ 341196 Scenario-Based TraininglIncident Detection and Response [N/A]ILevel 1 (Detection) [N/A]
~ 1342216 Scenario-Based TraininglIncident Detection and Response [N/A]ILevel 2 (Forensics) [N/A]
1334208 Scenario-Based TraininglIncident Detection and Response [N/A]ILevel 3 (Response) [N/A]

LAST at Mon Oct 23 2017 15:26:46 GMT+0900 (JST)
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[]
[]
0-

gttt otddotdotddododdootd
0000 ddddddododooodi3.4.5-6.7.8.abc.x86_64
answer: 3.10.0-514.21.1.el7.x86_64
hints:
- D[][][]<Code>uname</code>[]D[][][]D[][]OS[]D[]
oot otgt
- <code>$ uname -r</code>
- 0000D0D00O0<code>/proc/version</code> 0[O
oottt
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- host_settings:
— 1d: host_1
mgmt_addr: {{ host_mgmt_addr }}
virbr_addr: {{ host_virbr_addr }}
account: {{ host_account }}

- guest_settings:
- 1d: desktop
basevm_host: host_1
basevm_config_file: /home/cyuser/images/basevm_small.xml
basevm_type: kvm

tasks:
- add_account:

— account: daniel
passwd: JamesBond

full_name: Daniel Craig
- 1install_package:
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L1 (cont.)

- package_manager: yum
name: wireshark
- emulate_attack:
- attack_type: ssh_attack
target_account: daniel

attempt_number: 54
attack_time: 20170328
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