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Motivations Introduction

Cross-
Layer?

Mobile Ad Hoc Networks (MANETS)
— Highly dynamic and Mobile
— Infrastructureless, Unpredictable
— Multi-Hop, Peer-to-Peer
MANETSs Features
— Increased mobility and flexibility

— Fast and economical deployment (reduces
fixed infrastructure costs)

— Increased spectrum reuse
— Auto-configuration

— Ability to inter-network through multi-
hopping without using fixed network
infrastructure

— Increased robustness
MANETSs Applications

— DoD (battlefields, communications)
— Commercial (disasters, explorer, festivals,...)

Technical Challenges of MANETSs

Mobility
Scalability
Bandwidth constraint Solutions mostly
RF Connectivity
for Standalone

Energy constraint
Routing fairness
Cluster cooperation
Distributed information processing

— Internetworking

MANET!
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Source: (Chris Ellis, Dec.2004)
http://usipv6.unixprogram.com/usipv6 reston 2004/wed/Ellis.pdf
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Source: (Seoung-Bum Lee, 2000)
http://comet.columbia.edu/insignia/slides/net2000.ppt
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Motivations Objective

« Bring Advantages of MANETSs to Internet (ISPs, Users)

— Fast deployment network at cheap cost

— Instant applications where infrastructureless network is
needed, e.g. exploration, battle fields, disaster,...

— Load balancing for congested networks

— Extended coverage area of infrastructure wireless networks
(1-hop) to multi-hop and/or “Empty Area”

— Provide Internet access to MANET Users

— Integration of MANETSs and Internet to create a global
network < MANET and Internet Users Transparency

* Bring Advantages of MANETSs to Sensor Networks

— Fast deployment MANET overlaying over WSAN for
processing in the event areas [REACTION to EVENTS]

* Working Standardization (Internet Drafts, RFCs)
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Motivations Scope

Mainly working at the Network Layer (L3)

Cross-Layer Relation (L3/L2) for Increasing Performance and
Reducing Overhead/Packet Drops

Performance Evaluation via Simulation in ns-2, testbed

Point to Consider in Internetworking:

— Addressing [MANET « Internet] & Routing [Both]

— Mobility Management [MANET « Internet]

— MAC Layer (L2) Cross-Layer Relation [VIANET « Internet]
— Scalability [Both]

— Energy-Efficiency [MANE T« \WSAN]

Point not to Consider in Internetworking:
— Quality of Service Support
— Security
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Internetworking MANETs with the Internet

| Arch-InterMANETSs |

the MANETS site Interworking

Function (IWF) the Internet site
Native MANETs Applications

New Internet-NGI Applications

NE I igpley Appl!cat!ons < middleware (i3) > Legacy Internet Applications
Legacy Internet Applications security Middleware
- Middleware =~ €€------=--------- > Ty
' WANETS application security
TCP A 4 TCP
?J v ATCP ‘ TCP FI_<t>w ?CS::;
securi
-8 x MANETSs security transport layer D >
= :
o
Network Layer .
> v . ) _ < > IP Routing
© AHybrid Hierarchical QoS Routing MIP/DHMIP/SIP, Mobile IP Constraint-based Routing
- | BGP-GCR+  security (MoIPS), IPv6
Y { ) IPsec
(7)) x: MANETSs security network layer +* addressing, routing
(7)) ol + security, mobility, QoS
o
| S \
(&) } MAC QoS support using
| Reservation Reservation < > MPLS/GMPLS
} SRMA/PA End-to-end Flow ATM/SONET-SDH/DWDM
¥y MANETSs security at MAC layer QoS MIP+MPLS,
security

MANETSs Cooperation the Internet
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MANETs as Transit Networ

S for the Internet

Link falure or congestion « Objectives
e — Routing in Large-Scale MANETSs
BeP — MANETSs as Backup, Load-Balancing Transit
ANETe Networks for the Internet
Lk chomen  ncwidth) Load batanging ° Problems stated
S P — MANETSs address stateless
Sail enas e RIES autoconfiguration
— Hybrid ad-hoc routing
— Scalability (clustering, hierarchy)
LoEE i — Towards standards
L omh [ % - |Pv6-based mechanism (IPv6 IETF
Intornet  mANETS iy charter)
Asy Load batancing s « MANETSs IETF charter (Internet drafts,
iBGP, iBGP rfCS)

— Internetworking: Type IV

» Internet gateways connections (Inter-
Autonomous Systems) via MANETs

* Routing THROUGH MANETS via
destination AS-number based

» Areas of Applications
— Disasters (Links failures)
— Link backup
— Load-balancing

iBGP: Interior Border Gateway Protocol BGP: Border Gateway Protocol

ISP: Internet Service Provider Internet gateway AS: Autonomous System

Internet
ISP_2

Internet

Internet
ISP_N
AS-N

)

Link backup or
Load balancing

Scenarios of MANETSs as Transit Networks for the Internet: (A) One bacbone link
between two AS systems, (B) Multiple backbone links between two AS systems,
(C) Multiple AS systems are connected together
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Routing Component of BGP-GCR+

([~ TN
{0} U

()
{0

1\34________.w____________\\

=)

Cluster Head

>,

Source Routing

Down(u, VN

Route Maintenance

Select: (2)
Diff(STid)

O Cluster Head

O Border
O Node

t=0: Unstable(v)
t=4T: UP(v)=w
Stable(w)

t=T: Unstable(w)
t=3T: UP(w)=x
Stable(w)

Inter-cluster Links
(Cid(H)<>Cid(M))

t=2T: Unstable(x)
UP(x)=y
Stable(x)

A summary of the characteristics of GCR

Items

Characteristics

Clustering

Two-level

Cluster head election degree

Local (R=1) maximum degree

Cluster maintenance

One-node fault-tolerant
Anti-fluctuations based on Gravitational clustering
and node stability

Broadcast range R
Overlapped area No
Broadcast reduced Unicast Tree
QoS support Yes

Address assignment

Assumption assigned (any methods)

Area of application

Large-scale, dense MANETs

Space complexity of cluster head

O(n*AvgDeg(n)+Ngusier"AvgDeg(n)+AvgDeg(n))

Time complexity of cluster head

O(f(n*AvgDeg(n)+Ncuster"AvgDeg(n)+AvgDeg(n)))

Space complexity of

others O(AvgDeg(n))

Time complexity of others

O(f(AvgDeg(n)))

 Features of GCR

— Hierarchy (two-level)
— Hybrid
 Intra-cluster (centralized,
leader-based, link-state)

 Inter-cluster (on-demand
AODV-based)

— Cluster construction
* Local maximum degree

» Broadcast range (Rmax), Non-
overlapped

— Cluster maintenance
* One-node fault-tolerant (auto-
repairable)

— Area of application: large-scale,
dense MANETs

 Limitations of GCR,
Extension for BGP-GCR+

— MANETSs nodes are assumed to be
%s”%igned Unique IDs and Unique
S

— MANETSs nodes data structures,
packet formats, route cache are not
fully specified

— Neighbor (cluster) selection criteria
for nodes switching on
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Implementation of BGP-GCR+ in ns-2

BGP-GCR+ consists of three components

Currently, Routing component of BGP-GCR+
is implemented in ns-2
—  Cluster Formation and Maintenance
— Intra-Cluster/Inter-Cluster Routing
— Data Structures
* Neighbor Cache
* Intra-Cluster/Inter-Cluster Caches
* Interface/BGP-GCR+ Queue and Policy

]
Protocol Agent)

Port Classifier ; >
Node Entry,

......

" ClusterHead *
>, Queue

Routing Agent
BGP-GCR+

Address Defaulttarget_ BGP-GCR+
Classifier — serenew -
. Address Resolution

Link Layer (LL) Protocol (ARP)

BGP-GCR+ consists of:

+ QoS Routing Protocol

+ Address Auto-Configuration
+ Selection Procedure at
internet gateways

Interface
Queue (IFQ)

Layer-Architecture of
Mobile Node in NS-2

Current Implementation of
BGP-GCR+:

+ QoS Routing Protocol for
large-scale ad-hoc networks

Propagation and
Antenna Models

Channel

recv() from LINK/APPLICATION LAYER

HELLO INTERVAL recvBGPGCR() from LINK LAYER
g recvHello()
— UpdateNeighbor
o | Cache Neighbor Discovery (Using NDP IPv6 Neighbor Solicitation Packetf
T | +nb_purge() | +recvHello(), sendHello()
5 +ClusterHead | * recvGrav(), sendGrav() NEIGHBOR CACHE
% elect + sendJoin(), sendLinkChange()
EV oo s L esove(
= Update IntraCache findRoute()
B + sendJoin() recvéom8
+ dLinkCh recverav
sendLnkChange() recvLinkChange()
v
INTRA-CLUSTER | Intra-Cluster Routing (maintained only by ClusterHead using DSR
ROUTING Link-Cache) ¥

sendHello()
sendJoin()
sendGrav()
sendLinkChange()

+ recvJoin(), recvLinkChange()

forward_intra_up()

CACHE . scRoute(), findRoute(), addLink), delLink(), fincLink() forvard InfTaEGHTY
(Unicast Tree- |+ forward_intra_up(), forward_intra_down()
Links)
rt_resolve()
recvRREQ()
INTER-CLUSTER = recvRREP()
INTERCACHE_INTERVAL  ROUTING CACHE "%
| (Next-hop cluster)
% Update y Border-Casting :Z:gFR{EES(())
g InterCache Inter-Cluster Routing (maintaining only by Bi?f:sin sendRERR()
T | F1LPuge) | ClusterHead using AODV RREQ) ol TreeLinks forward()
G ?| + sendRREQ(),sendRREP(), sendRRER( [, sonarREQY
£ + recvRREQ(), recvRREP(), recvRRER() + sendRERR)
|_
X
. v
TimerHandler B IMIERGE 'd‘purge()>i BCAST_ID_CACHE

LINK LAYER

BGP-GCR+ Packet Flow
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Implementation of BGP-GCR+ in ns-2

Cluster Maintenance

— Based on one-node fault-tolerant characteristics of
Cluster Formation

— Intra-Cluster Maintenance based on Link
UP/DOWN sent to Cluster Head via Link-Change
Packets from detecting nodes in its cluster

— Inter-Cluster Maintenance based on AODV Route
Maint)enance (RERR sent to source the by detecting
node

* Neighbor Cache (Extension of AODV Neighbor
Cache)

— Double-Linked List, Timeout for each Entry,
Periodically purged

— Periodically send Hello packets to inform its
existence to neighbors

* Interface Queue and Policy (Already
Implemented in ns-2)

— Queue/DropTail/PriQueue

+ BGP-GCR+ Queue and Policy (Extension of
AODV Data Queue)

— Queue/DropTail
e Packet Headers and Formats

— |IPv6 Internet Drafts and RFCs (Data types is
not exactly followed)

— ns-2 Packet Headers (Common, IP)

— AODV Packet Headers (RREQ, RREP, RERR)
— DSR Packet Headers (Source Routing Header)
— BGP-GCR+ (Hello, Join/Link-Change, Grav)

No Alternative Route, sending

RERR (AODV_Based)
Source Cluster

Error Path

Immediate Cluster |

Repair/Shorter Path

Updated Data Path

O Cluster Head
‘ Joined Node

Destination
Cluster

Immediate Cluster Il

next_ o Points to next packet in
PACKET » either free list or in a
hdrsize_ PacketQueue

accessdata() _
P packet data

bits()

v

COMMON HEADER
(size determined at compile time)

IP HEADER

! . (size determined at compile time)
Size determined at

Simulator Config Time,
stored in hdrsize__ §

BGP-GCR+ HEADER
(size determined at compile time)

Source Routing Header
(Optional, Downstream Direction)

Specific BGP-GCR+ Header
(RREQ, RREP, RERR, HELLO, JOIN/LN, GRAV)
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BGP-GCR+ over 802.11 DCF

Récv JOIN
t=T0O=R_ As—Cq: n hops : ,
| RTT=2*n*Avg_PerHopTime
Recv J0|N/@§31r ~ Max_RTT = 2*N*Avg: PerHopTim
:t=(R_Max-1):¢, . % N: Network Diameter:
: R_Max "-.,InterRouteCache LlfeTlme =p*Max_RTT
' Recv JOINTERES . R '
it=% *¢, forwa rg
Send JOINAN} Y ' TO0=al.R_ Max (0<a<l)
t 0 "‘_c: Avg- PWHQQT ime, 1:Coverage f-adlus
........ ,.;;:-""d }T1=i= 2 (0<'ﬂ/5*<1)—>T1>T0
‘‘‘‘‘ gO'LIt‘ S S :
...... Link = g "Lof 4 ;%gp :
e OO Jo//\798 B
N .-

‘e
.
.
‘e
L
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.
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BGP-GCR+ over 802.11 DCF

Determining Time Intervals: Broadcasting, Updating Caches, Lifetime
T0=a*1y ypgueriea T R_Max* Avg PerHopTime (a <1,R_Max:cluster radius) (D)

T1= al (r :node coverage radius, 0 <a <2, Average :a = 1) (2)
Max{speed }
a.r 1
T0<Tl &< 1 < : 3
R [Max{speed }] R Max* Avg PerHopTime G)

—> 1/ N-Update — [(1 - )-1 N-Update-Fixed T 251 N-Update-Fixed .Random :: uniform ()] (ﬂl = 0-90) (4)

— IH—Broadcast = [(1 o ﬂ2 )'IN—Update—Fixed + 2ﬂ2 ']N—Update—Fixed ‘RandOm 2 unlfOrm ()] (ﬂ2 = 075) (5)
> Iy syime = |1.5* ALLOWED _HELLO_LOSS* I 4, 100 s | 6)

Ly Lijeime =y " Max _RTT = p, *2* N * Avg _ PerHopTime (N :Network Diameter) (7)
]R_Update = H *MGX_RTT (/ul 2 19 1> H, > 05) (8)
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BGP-GCR+ over 802.11 DCF

Load-BaIanCing A1—A3 via A2 using A2’s NeighborCache instead of A1—-A2 —A0 —A3

via ClusterHead A
and/or
BranchPoint in 1-
hop vicinity

A10 updates shorter route when -
A8 moves in its coverage range A" . L.\

A10

A6 moves out of A7 and A0 coverage
ranges, links A7—A6 and A6 — A0 are
broken

@ @ A7—A0 via A5 or Ad

MuItipk.e routes for Load- Link A5 < A0 is congested
Balancing or Backup for

A7 A7—A0 via A4
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Foreign Agent Care-of Address

Mobile Node Foreign Agent

[ Link-layer Connectivity ]

Agent Solicitation

Agent Discovery

Agent Advertisement

F 3

Home Agent

Registration

MIPv4 Registration Request

MIPv4 Registration Request

Gratuitous

Registration

L

ARP
—

MIPv4 Registration Reply

MIPv4 Registration Reply

MN

-

Link-layer Connectivity ]

Agent Solicitation

Agent Discovery

L 4

DHCP

HA/
DHCP

Server

F 3

Registration

MIPv4 Registration Request

Gratuitous
ARP

Registration

MIPv4 Registration Reply

v

—

F Yy

4

...-..-.-.. -----.--.....-. Router/FA

Router/HA .===" " e
"

Internet
=1
(2

"ﬂ}(_lobility (6)
Domain_1 g™ :

Domain_2

(1): MN moves to a newdomain  (2): MN gets & registers its new CoA with its HA
(3): MN sends data directly toe CN  {4): CN sends data to MN indirectly via MN's HA
(5): MN’s HA tunnels data to MN's FA (6): MN’s FA delivers data to MN

Co-Located Care-of Address
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Mobil Node Correspondent
Local Router Home Agent ) P
Link-layer Handoff |
Router Discovery and Address Conﬁguration]
Router Advertizement
Router Discovery & Router Advertizement

Movement Detection |,

Neighbar Solicitation

b

Address Auto-Configuration
e.g. Duplicate Address Detection

Neighbor Solicitation

N

Registration Home Agent & Correspondent Node ]
MIPv6 Binding Update
Registration o
Ho%lne Agent MIPv6 Binding Acknowledgement
Home Test Tnit .
Redstaion Care-of Test Inif
Correspondenf Node Home Test i
Care-of Test
Resuming Sending Data Packets (Indirectly via HA) ]
MIPv6 Binding Update
Registration P !
Cortespondent Node MIPv6 Binding Acknowledzement

Expecting Coming Data Packets (Directly from CN) ]

Router/HA

', ’

“Woblity  (4),

Domain_1 (" '
Domain_2

(1): MN moves to a new domain  {2): MN gets & registers its new CoA with its HA
(3): MN registers its CoA with CN  {4): MN & CN communicates directly each other
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Binding Update (BUY
Binding Acknowiedgement (BA)

(IPv6)

New Access .
Router (nAR)_, eoe""""

Internet
> %—:ﬂ’—-
I 4/\

Router/HA

Home Network (]

Domain_1
nAR
- PrRIAdy HI -
F-BIT e Hack
[Disconnection] Ll Ll >
[ Packet Re-Routing, ]
F-INA
B Packets Sending

IP Mobility
Management

~

Reducing

signaling

overhead
[Hierarchical]

- Mobile-specific Paging
T“’;{”G'I'Sg ﬁ\fged routing CIP/HAWAII
CIP/HAWAII
Reducing handoff
= latency
| [ ]
Semi-Soft
Proactive [Soft] LowLatencylPv4
Post-Registration
[ ]
. . Forward &
tJOSInLgai_ezn::rI?ge; Using cache/ backward
P WR . ty t'v neighbor graph techniques
re-Registration FMIPVANG
~ Combination
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IP Mobility Management
— over WLAN

Proactive or Pre-Registration

— or Make-Before-Break
Reactive or Post-Registration
— or Break-Before-Make

A

A

Using cache/
neighbor graph

Using multiple
interfaces

A

=

Reducing
discovery phase

Combination

A

A

Selective/
observed
scanning

Interleaving data/
probe intervals

Refining Min-Max
ChannelTime

Y

Reducing Re-
authentication/Re-
Association phase

A

A

A

Using Frequancy
Handoff Region

Using Proactive
Neighbor Caching

Using Selective
Neighbor Caching

MN APs in Range
| | i
[ Probimg l
A: Probe Request (Broadcast) |

y B: Probe Response
ProbeDelay | C: Probe Request (Broadcast) 1

’ D: Prabe Response 5

802.11 Packet Sequence ] New AP Old AP
|
[ Authentication |
E: Authentication
Authentication o
Delay F: Authentication
Re-Association l
G: Re-Association Request
| Send Security Block
Ack Security Block

Re-Association Move Notify
Delay  Move Response

’ H: Re-Association Response )

| IAPP Packet Sequence ]
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TABLEIM. — COMPARTON BETWEEH. DIFFEERH 1 IBCHAWT M S POETYLA HET-TH TREWET- A0 CF 252 A WD TIOBILTT v Iy HA GRREH ]

. Location- IGYW- IGW-selection: IGW- .
Indew:| Mechanisme: determina o discoverys metrics fo Jines: Addressing:: Handoffsiyle::
MIF -+ . Mot-specified,- _ . Deriving from TPwh-
| K AT Metwork-prefixm: Prn:uact:;.re f iaplicitly-shortest- 1:53511&:;#1&3&; stateless auto- Both
[66][210][21 1]s reactive hop-counts [13] configurations
_ . Mot-epecified, bt
2o MIPE&?SET Flooding FRECE: | Proactives | Shottest-hop- oo Ha]i—éuﬁt]?.e];ggﬁ& Home & ddress-mustbe | Routeoptitnization-based
] B 1P obat ynicass
1 MIP+HDEER: sine T Reactives . NEt-.;pécfeiﬂ- . Boutceroting & | Home A ddress-musthe | MNotepecified, implicitly
= [238] B Banve HUPACILSHOLIES DR [14] IP-globalunigasts | route optimization-haseds
huopa- oot
_ o HNot-specified,- _ . _ _ _
. LIIPHJLER Uzing-routing Froactives: | implicitly shortest Default-ronte-& N otspecifieds: Fotrced (whetaprefix
[173]= tahles N OLISR-[18]= chatiges
op- ¢ ot
MEWLANS: | | - ngioutng Default-route & Forced(when aroute:
S TD/RD-[187]5 tal?rlgggi:;ﬁnr- Proactives: | Bhortest-hop- o ourdss DSDV-or TEE R Mot-specifieds change-or-node leave)s
: : ; Turmelinguses: Private address-&- . L
Taro-tier Uzitg-routing: . . . . HMot-specified, implicit Iy
G . Eeactiven Load-balancings extra TTOF/IE - HNAT, allocatitng-using: T
MANET [215]x tahles header-& DDV DHCFes route-optitmization-base de
. L Hybrid: Euclideaty- _ . Forced (using automatic:
T MHI;IJFE}JT#"ITE N Usmtg;?;tmg Eeactiven digtatnice & load- Deéaslgtééﬁef Hot-apecifieds tnode-detection-and-
[172] able balancingt: [1%] switching)s
B WLAN-&- Using-routing: Proactives imﬁﬁ;?;?f;tst_ Defaultronge-&- [P-i-stateless auto- FD;?;%:;%&?;;Z?D
MAWET [1707]: table hep-counts OLSR- 18] cotuflgnrati o switching)




Discovered Problems on Internet Gateway Forwarding in MANET

Traffic forwarding via IGW_1 (MN
(1) registers with its HA), but
backwarding via IGW_2 (MN (1)
bpdates its shorter route)

% [

Router/Home

SN Correspondent Node (CN)
MANET Hofme} N o IGW_2
“ W 1 ~~': Rc,)\luAt\eTr/BM lP-ZA/ Ingress
-Base
Mob|||ty ----------------- Filtering

MN (4) Routing Table
Destination Next-Hop
CN default
Default IGW_1
IGW_1 IGW_1

Router/MIP-FA/
/ NWsed %
Destination Next-H p*

CN default &‘ ot
Default ~ IGW_2, (1) %ﬁ

IGW_2 MN (3) N {3) Routing Table using extended default route)
(Update shorter route) (Using dofault route) Destination Next-Hop
CN default Destination Next-Hop
CN default
Default  IGW 1 CN default Default  IGW 2
Default MN (4) ”
IGW_1 MN(2) IGW_2  MN(4)

Inconsistent Context

Default Routing (Type I)
Default Routing (Type II)
Default Routing (Type lIlI)
MIPv4-FA Triangle Routing
MIPv4-FA Ingress Filtering

e (Cascading Effect in MANET
Node Location Determination

MIPv4-FA Traversing NAT

Quan Le-Trung, and Gabriele Kotsis (2008), “Reducing Inconsistent Context Problem on
Providing Internet Connectivity for Mobile Ad Hoc Networks,“ EuroFGI’'08, LNCS Vol. 5122,
ISBN: 978-3-540-89182-6, Barcelona, Spain, Jan.2008, pp.113-127. [abstract]
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Solutions on Internet Gateway Forwarding in MANET

Tunneling HA<->FA

i CNIP Packet
¢ Sré. IP*CN

; Dst, IP: MN (1.)3_.d.r__
¥ %LQ

\
CNIP Packet ™ Jnternet CN
(outer IP header) l“ - IGW_2 Decapsulate IP

Src. IPIMN (1) HA. S Packet
DSt IP:IGW._2 Src. IP: M (1)'s HAddr

-
.
(inner 1P header) = A§a Dst. IP: CN

Router/Home

Src. IP: CN

CN IP Packet .
(outer IP header) (1)
Src. IP: IGW_2

Dst. IP: MN(1)'s CoA
(inner IP header)

Src. IP: CN

Dst. IP: MN (1)'s HAddr

Dst IP CN

Inconsistent Context [IP-in-IP Tunneling]

- Default Routing (Type 1)

- Default Routing (Type II)

- Default Routing (Type )

- MIPv4-FA Triangle Routing

MIPv4-FA Ingress Filtering

Cascadlng Effectin MANET Node Location
Determination [Inserting IGW host route]

MIPv4-FA Traversing NAT [IP-in MIP UDP-in IP
tunneling]

MANET
Home ()
Network

(outer UDP header) %,
Src. IP: MN (1)'s HA %
Src. Port: 434

Router/Home

copooscccoocee®

N
N 4
(S

Tunneling HA<->FA

! CN IP Packet
Src.IP: CN
Dst. IP: MN (1)'s HAddr

Tmernet

IGW. 3&}
NAT'

MN (1) IP Packet arrives
Src. IP: MN (1)'s HAddr
Dst. IP: CN

MN (1) IP Packet via IGW_3
NAT

(fouter UDP header)

Src. IP: MN (1)'s IP Translated
Src. Port: MN (1)’s Port translated
Dst. IP: MN (1)'s HA

(outer UDP
Src.
Src.

(inner IP header) B::- 'Ff’- o

Sre. lPE CN ] (inpef IP header)

Dst. IP: MN (1)’'s HAddr 2 P N

Dst. IP: CN
. CN IP Packet via IGW_2 (MIP-FA) MN (1) IP Packet

CN tIP Zg‘g(zt V:; IGW_3 {NAT (outer IP header) (outer IP header)
g’“ elf:, VN 19? ‘i& Src. IP: IGW_2 Src. IP: MN (1)’'s CoA or HAddr
gl 43(4 s Dst. IP: MN (1)'s CoA or Haddr Dst. IP: IGW_2
Drct' IPO' MN 1Ys CoA or HAdd (inner UDP header) (inner UDP header)
Dst' i M,EI )13, o n"r T Src. IP: MN (1)'s HA Src. IP: MN (1)'s CoA or HAddr

il s Src. Port: 434 Src. Port: MN (1)’s port

(inner IP header)
Src. IP: MN (1)'s HAddr
Dst. IP: CN

Dst. IP: MN (1)'s CoA or HAddr
Dst. Port: MN (1)’s port

(inner IP header)

Src. IP: MN (1)'s HAddr

Dst. IP: CN

Dst. IP: MN (1)'s HA
Dst. Port: 434

(inner IP header)

Src. IP: MN (1)'s HAddr
Dst. IP: CN

Quan Le-Trung, and Gabriele Kotsis (2008),

“Reducing Inconsistent Context Problem on

Providing Internet Connectivity for Mobile Ad Hoc Networks,“ EuroFGI'08, LNCS Vol. 5122,
ISBN: 978-3-540-89182-6, Barcelona, Spain, Jan.2008, pp.113-127. [abstract]
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Quan Le-Trung, Paal E. Engelstad, Tor Skeie, and Amirhosein Taherkordi, (2008), “Load-Balance of Intra/Inter-
MANET Traffic over Multiple Internet Gateways,” ACM MoMM'08 ISBN: 978-1-60558-269-6, Nov.24-26 2008, Linz

Austria, pp.50-57. [abstract]

A New Proposed Internet Gateway Selection Metric

Min{wi, j)} e, (1)

M}(l J) al ( )+ aZ LBInternet (]) + a3 'LBMANET (l9 ]) E

(3)

o +a,+o,; =1

LBInternet (]) = nReg (]) (4)
I MANET node coverage radius

Internet

IGW_2

if ([Angeg(i, ])] mod K)= 0]

Objectives

Shortest Euclidean
distance (hop-count)

— Load-balancing
Internet traffic [in/out]

Load-balancing
Intra-MANET traffic

LB\ ner (i, J) = ! otherwise[ (5)
|4vgDeg(i, j)] mod K’ )
[lj.wj—n(leWj)+ 2] (n ) (i:local)
AvgDegli, j)= o T N jﬂ - (6)
[zj w, —% Zj Jz " (i : visited)
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Simulation Scenarios & Performance Metrics

*Packet delivery ratio

— ratio between total data packets
sent by sources and total data
packet received correctly by
destinations [%]

‘Normalized signalling overhead

— ratio between the total number of
packets carrying signalling
information (including the ad hoc
routing, the Internet gateway
discovery, and the MIP
registration), and the total number
of data packets [scalar]

Average packet trans. delay

— average time of sending data
packets from a particular ad hoc
source to its associated Internet
gateway [sec] [Not shown here]

} ]
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Simulation Results

Normalized Signaling Overhead

0,60000000
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MANETSs overlay over Wireless
Sensor Networks

Objectives

*A framework, i.e. Arch-
AdSenNets, for internetworking
MANETs with WSANSs

*A network model within above
framework for MANET nodes
and actors collaboration

*An implementation of
distributed (heuristic) algorithms
of network model into ns-2
(piggybacked over OLSR)

\;"-, ! '-Ch-:,-{ﬁ .
(a) Typical Applications: Firing Extinguishment and Strange Object Tracking ,::'LJ . “'1:-”}_1
I| J &l

A gateway to outreach the world while studying in Vietnam m
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Transport Layer

[Transport Layer]
Reliable delivering events to actors/sinks
Global/Wide-area collaborative information processing

/ In-Network Data

Deliver sensor events to MANETs nodes = o/ 0 0 > 6 5 0 o 0 = 0 — 0 — «

Ad-hoc communications for supporting decision — Deliver events from sensors

Aggregation

. . / Data Dissemination/Diffusion
SR Rinicstate based/Low latency] Distributed Data-Storage at Concentrators/Gateways

Deliver instructions/queries via gateways to sensors [SehsorNets Routing: Energy-efficient/Low delay/Scalable]

to gateways

Deliver instructions/queries from gateways to sensors
Geographic-based forwarding

[MAC+PHY] €«—»
IEEE 802.11 DCF

[MAC+PHY]

Reliable event detections via local collaboration
Energy-efficiency
IEEE 802.15.4

MANETs SensorNets

Arch-AdSenNets
I Protocol Stack in Arch-AdSenNets I
Interworking
MANETS site Function (IWF) SensorNets site

Aoplications € Application-specific
pp User Tasks and Queries

Middlewares q
Middlewares
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Network Model [Objectives & Assumptions]

* Objectives
— Maximizing resources of MANET nodes spend on processing detected events
— Minimizing resources of MANET nodes spend on moving to areas of detected events

 Assumptions
— Observation cycle T=1 N 4T

— Action types of MANET nodes
* Processing
 Movement
* Resource consumption rate is the same: [@p/sec]
— Objectives
Maximizing total processing time of MANET nodes on each observation cycle
Minimizinh total moving time of MANET nodes on each observation cycle
— Event weight is proportional to
» Importance of event type
» Scale of event [No. of source sensors detecting the event]
— Network topology (I.w) is modeled as a grid
* An actor is located centrally in each cell (DxD)

* An actor has two interfaces

— MANET (e.g. 802.11) for communicating with other actors/MANET nodes — instructing
MANETs movements to event areas

— Sensor (e.g. 802.15.4) for collecting sensor readings (detected events)
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Network Model [Formulation of Optimized Problem]

Given: VMaVAaVSaVAl;/lAaEi E.,yr,C, Ci’¢’TZWDV (1)
Find: VA, A, eV, NmeV, Ve, cE :x' . yor(i,m) (2)

(3) ]
Max{ } Max{y 7 ij (l m)} Mzn{ } Min{ y y: Ydjnz'x]n/m

Goal: A; eV, meVM/A e, <k’ A; eV, neV mepy ! M/ 4;
< D »| ) Sensor O Actor m MANETs Node

J

V~

Subject to constraints:

, B0 B  Ba B8
{0,1} (4) | ) ~4events,, - /\/’\\\ I

VAJ > An S VA 2 Vm e VM : xjn/m recog ze}iQy A1,2,5, 6 4 Qverits. 0.0
R Lm_? 60,0 [C \-/recogmzed by A3 & AT
VmeV, VA, eV, : > x' . {01} (5 @ WO 0 ‘@ ST
A€V, ﬂé sl 0 = O 9 O
eeies~3events, © O Oles~onlytevent © C
|, e ' recognized by A5, © © © recognized byAt1 © o ¢
VA, eV,,YmeV, Ve, eE :0<q.y; (z,m)_C’ (6) v

. AMANET No d

AT . T N S, ) y TTUITTR

i

Vm e VM . Q. Zy]em (lam)+ Zdjn‘r‘x;n/m] “ Clln (7) . @

e, eE} nev, @ i @ : @
o ) Actor :
)] & & ) Data concentra_tion s
\v/A V El . Z em ( . ) < em (8) IData aggregation \ 4
€V, e, ek, y\i,m)| =1, < >

i
mEVM/Aj
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Network Model [Distributed Algorithms]

Actor/Data Concentrator (A€V,) MANETs Node (mE€Vy)

Waiting time
(TADVW/M);

application-specific

Triggered if both:
+periodically at the

beginning of each
observation cycle
+Need more

Y

Bid (BID) Packet Content:
+No. of hops (in actor coverage area) to all
advertised actors that this node received

i ADVs

Waiting time
(TINVW/M),

application-specific

Y

Waiting time
(TBIDW/A),

application-specific

ove into this actor area for processing
Determining by running SELECT algorithm

Waiting time
(THXW/A),

application-specific

Confirm (FIX) Packet Content:
+Only the shortest number of hops (in average

coverage area) to the nearest actor it will
move into for processing

A

Optimized Problem

Centralized

Solved by Micro-GA [See ref |
Developing Distributed Algorithm

Setup Phase: Initial Allocation
of MANETs achiving WPMM
Fairness [Not shown here]

Negotiation Phase: Re-
Allocation upon Appearance
of New Events

Results

Pareto Optimal Set solved by
Micro-GA

Simulation from ns-2
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Results Comparison

« Theoretical (Numerical) Results
— Solved by the micro-genetic algorithm [Micro-GA software]
— Solutions are a set of possible optimal values, i.e. Pareto-Optimal Set
« {Max{u’}, Min{c'}}, i.e., {Utility, Cost}
* Increasing utility must compensate for increasing cost, and vice verse
— Each point in Pareto-Optimal Set compared with to any other point:
» Either its utility is lower and its cost is lower, or
» Its utility is higher and its cost is higher
« Simulated Results
— Taken from running negotiation phase in ns-2 in each observation cycle T
« Metric for testing is the “CONVERGENCE"
— Max{u'}/Min{c’} defines an lower/upper bound (threshold), respectively
— Convergence If simulation values
« Utility is higher, while cost is lower, than any point in Pareto Set
— Goodness of Convergence
« Compared with Max{Max{u'}}, Min{Min{c'}}, Average{Max{u'},Min{c'}}
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Results Comparison

Pareto Index f1 f2

Pareto Optimal Set of Case Study LA.1 dMxdAx2E, 300mx300m, E1=120, E2=240)

1 467720
BE 4420
14 5670
43 4600

1 202192
1

1

1

143 8160

1

1

1

1

1

39,7239
4 083
17 5040
2921689
5 5069
17 3220
B,1573
17 3602
21,162 20

—y

[ Y I QN SR AT R SN

2182410
323240
18,2970
36,7260
47 Ok40

L Rt B Ry R =SS R T SN

—_
—
(L]

a

Pareto Index

fl
1301790
131 5630
1663640
106,2570
106 0500
106 4640
133,3630
18,3490
107 0760
143 0170

f2 Pareto Inidex fl f2
153375 21 JE045 24234
16 pa26 2 12632800 12 0443
323222 23 145 00200 22 B147
2 FBdA 24 145 5510 30 9826
2 4556 20 25883 20757
2 Fe4a 26 148 2220 23 5467
17 3240 2 118,14500 52603
51049 28 12211700 103179
2 BB74 29 1084450 37492
23 4860 0 160670 49773

max fl(x1=x29x3>x4ax59xéaxwxsayl:yz:ypymyssyé:y7>J78)}
min{fz(xl,xz,x3,x4,x5,x6,x7,x8,yl,yz,y3,y4,y5,y6,y7,y8)}
U= f (.x7 S +.x8 y3) (x4.y4 +x2.y5 +x5.y7)+(xl Vs +x3.y6 +.x6.y8)
C=f, =T.(x1 + X, + X, + x5 + X, +x6)

Constraints :

Xi(1<i<s) € {Oal}
0< Yi(1<i<s) <2t

0< (x7.y1 +X,., +r.x1)£ 271

0<(
<l
=(
=<(
<(

XYy + X,V +T.%, )< 2T

X,.Ys +T.X, +X5. ) +T.x3)£ 271
X5. Y7 +T.Xs + Xg. Vg +z'.x6)s 27
Xy Yt X4 Y4+ Xy Vs +x5.y7)£ 4t
XYV, +Xg. V5 + X5V +x6.y8)£ 8.7

Processing Time (Utility) Comparisons

Simulation Scenario [Case A]
+Four actors {A1, A2, A3, A4}
+Four MANET nodes for
processing events {M1, M2, M3,
M4}

+Topology (I=w=300m, D=150m),
MANET node velocity (v=5 m/s)
+Time (1=D/v=150/5=30 sec,
observation cycle: T=2*1=60 sec)
Event E1in A1 (T1=4*1=120 sec).
Event E2 in A2 (T2=8*1=240 sec).

1 4 7 10 13 16 19 22 25 28

Pareto Size

300,00
S
T 250,00 Brsreeieetceieroerssieesieiees —
; vvvvvvvvvvvvvvvvvvvvvvvvvvvvv . Processmg T|me
D% 20000 (Simulation A1)
§ S 15000 b2 — Processing Time
sd (Pareto Front)
1 : . .
& £ 100,00 —e— Processing Time
E 5000 (Simulation A.2)
R
5

0,00 +rrrr T

1357 9111315171921 23252729
Pareto Size
Moving Time (Cost) Comparisons
45,0000

, 400000 +
S 350000 [9888000040004000400000040044¢ | s |\|OVing Time
> 2 30,0000 (Simulation A.1)
~ S . .
2 g 250000 Moving Time
2 $ 20,0000 (Pareto Front)
S c ) )
:g = 15,0000 smommeemrr. ST TE SRR [, Moving Time
g 10,0000 . (Simulation A.2)

5,0000 —

0,0000 LIS ISLIL UL L L L N O N I
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Results Comparison

MAMETs t? t' 1°
P11 A1 A2 _
Wiz A1 A2 B
13 A1 kel B
Il A2 A2 B
Total
ACTOR t
A0 120,0000
A2 55,0000
A3 0,0000
A 0,0000
Total 175 ,0000
Finish at

"

0.,0000
0,00a0
0.,0000
0,00a0
0,0000

t‘1

‘?3.3333 Initial Positions [Case A.1]
1171 A (750, 750) M1(50, 50)

0,0000

10 A2(225.0, 75.0) M2(295.0, 5.0)
oo A3(75.0, 225.0) M3(5.0, 295.0)
oo A4(225.0, 225.0) M4(295.0, 295.0)

0.,0000
155 ,0000
110,0000

1!
A
A
A0
A

MANETs
Il
12
6]
fld

Total

didtdide-

ACTOR t?
A1

A 240 0000

A3
A

Total 240 0000

Finish at

[ T I B =

t
0.,0000
0.,0000
0,004
0,004
0,0000

t‘1

ooooo Initial Positions [Case A.2]

10,6614

neoos A1(75.0, 75.0)  M1(5.0, 295.0)

13,5201

£ A2(225.0, 75.0) M2(285.0, 285.0)
oo A3(75.0, 225.0) M3(290.0, 290.0)
coon A4(225.0, 225.0) M4(295.0, 295.0)

0,.0000

120,0000
105,0000
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Results Comparison

Fareto Optimal Set of Case Study ILLB M=GAxZE., 450m=x300m, E1=240, EZ2=240 . _ - .
Pareto Index f'tl - 2 . Pareto In:le: i‘;I6 f2 Pareto Index 1 . f2 Processing Time (Utility) Comparisons
1 170.,3140 e, 4491 16 197 44380 136 8590 31 109 4260 28 4954 350.00
= 183 4500 OQF 4712 17 173 5770 O E205 32 195 1940 127 1250 !
3 135.,7140 40,5896 18 138 .3870 A9 8359 33 136.,3720 A2 BE29 s 300,00
E 205 7250 144 3520 19 57 520 24 8523 S4 1366020 45 9745 = 250.00
=1 1703110 F3.5984 20 219 2940 155 5000 5 155 1950 B0 1836 ? g‘ ! —=— Processing Time
=1 162 5770 B5 9530 21 204 9510 140 7460 35 1505550 59 4745 ﬁ S 200,00 +— | (Simulation 1I)
ri 113 B5E0 29 19365 22 140 1180 S0 ,8995 a7 123 37E0 32 BT § § 150,00 AT R TN\ A\ o, ¢ Processing Time
=] 120 4930 31,7020 23 175 3090 34 9543 35 106 0770 27 3455 é £ (Pareto Front)
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Results Comparison

eutility values of simulation are always larger than those of
max{max{f1}}

cost values of simulation are always lower than those of
max{max{f1}}

— the simulation results converge to the theoretical optimal results
(Pareto optimal set) solved by the Micro-GA.

Theoretical optimal values solved by the Micro-GA
Values max{max{ff}} case  min{min{f2}} case avg{max{f1},min{f2}} case
Utility Cost  Utility Cost Utility Cost Utility ~ Cost
Casestuay LA.1 1684420 39,7239 28853 20787 1225411 141977 175,0000 14,1000
Casestuay lA2 1684420 39,7239 28853 20787 122,541 14,1977 240,0000 36,0000
Case stuay |.B 186,7400 44,3693 59,7567 40740 142,349 18,2209 240,0000 13,8165
Case study 2192940 155,6000 67,6299 248623  156,4902 71,5115 290,0000 63,6109

Simulation
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