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(Sum(0) = 0) A
(Sum(n+1) = n + 1 + Sum(n))

[Sum(n) = n*(n+1)/2 1D EEEA

(RIEBA)

nIZB9 5IGMNEZTE AT 5,

(1) Nn=0M &=

(£33)=Sum(0)=0

() =0%(0+1)/2 = 0

(2) NMDEZHYILDERTE

N+1DEE

(£33)=Sum(n+1)
=n+1+Sum(n)
=n+1+n*(n+1)/2

NnDJEFTFTHER T
(2-1) n=2m®D ¢&E
(£383) =2m+1+2m*(2m+1)/2
=2m+1+m*(2m+1)
=(2m+1)(m+1)
(F518)=(n+1)*(n+2)/2
=(2m+1)*(2m+2)/2
=(2m+1)(m+1)
(2-2) n=2m+1D EE
(£i0)=2m+2+(2m+1)*(2m+2)/2
=2(m+1)+(2m+1)(m+1)
=(m+1)(2m+3)
(F538) =(n+1)*(n+2)/2
=(2m+2)*(2m+3)/2
=(m+1)(2m+3)

(FEEA#E)

]
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- Define ~(Sum(0) = 0) A

(Sum(n+1) =n+ 1+ Sumn)";

(* SUMDEE *)

-g 'n.Sumn=n*(n+1)/2;
(* T—ILDEKRTE *)
> Initial goal:
In.Sumn=n*(n+1)/2

- e (Induct_on "n");
(* nICEATRIFRMEDER *)
> OK..
2 subgoals:
Sum (n+1) = (n+1) * (n+1+1) / 2

Sumn=n*(n+1)/2

Sum0=0*(0+1)/2

- e (RW_TAC arith_ss [Sum]);
(* SUMDEEICKDHEZTHZ *)

> OK..

Goal proved.

|- SumO0=0*0+1)/2

Remaining subgoals:
Sum (n+1) = (n+1) * (n+1+1) /2

Sumn=n*(n+1)/2

- e (RW_TAC arith_ss [Sum]);

> OK..
1 subgoal:
n+1+n*(n+1)/2=Mn+1)*(n+2)/2
Sumn=n*(n+1)/2
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Match? Filter rule

/F\N\A SrclP={10,20,30}
Packet = SrcPort=
Src=(30,1100) {1050,1070,1100}
Dst=(250,80)  —— DstIP={250}
Prot=TCP . DstPort={80}

— Prot={TCP}
IP=200

Ports={1200,1210,1220}

Connection table NAT table
(20,1070)-(250,80) (20,1070)->(200,1200)
(10,1050)-(250,80) (10,1050)->(200,1210)

Emp Emp




i NAT (v kD —H 7KL R ZE i)

FW
Packet Packet
Src=(30,1100) Src= v(.200 ;__2__(})
Dst=(250,80) ‘Ds't (250' 80)
Prot=TCP ProtzTCP
—

Connection table NAT table

(20,1070)-(250,80) (20,1070)->(200,1200)

(10,1050)-(250,80) (10,1050)->(200,1210)
=1 (30,1100)-(250,80) = (30,1100)~>(200,1220)
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pfm

-active:bool
-contable:contable
-nattable:nattable
-frule:frule
-doscounter:doscounter

+start():bool

+stop():bool
+FilterOut(p:packet):string*packet
+filteriIn(p:packet)::string*packet

frule

list
list

-srcAddrTable:num
-dstAddrTable:num
-srcPortTable:num list
-dstPortTable:num list
-protocolTable:num list

(02

+check(p:packet):bool

doscounter

-alert:bool

+incSec():void

-count:num

—-threshould:num

+inc():void

contable

nattable

-maxSize:num
-timeLimit:num

T )Lt

—ipAddr:num

packet

-ports: (num*bool)list

-connectionList: -timeLimit:num
connection list -natruleList:natrule list
+addConnection +srcnat(sap:num*num) :num*num
(lap:num*num,gap :num*num) +dstnat(dap:num*num) :num*num
+update .-

-srcAddr:num
-dstAddr:num
-srcPort:num
-dstPort:num
-protocol :num

(lap:num*num,gap :num*num)

0..maxSize

connection

-local AP :num*num
-global AP :num*num
-timer:num

0..length(ports)
natrule

-localAP:num*num
—-globalAP:num*num
-timer:num

IS5 XX : 58
O—HF AR 27T

EJ

-pfm

addConnection(lgg’gap)

|

ct:=self.contaljle
I p=issunng !
P

ct:contable
|

oot
P/ [not b] II addComectionglgEI#lp

)
L__l b:=isFullQ

|
|
| |
| opt) [not b] | 11:=self.conrjedtionList
| c:=new connedtion(lap,gap)
| self.connectifofjList:=c:: 11
: ! setTimer(c)
T
H‘ - JewnQ___ .I

l |reportAuditE\/er!t(ADD_CCI\INECTION,“”

connectionExis

b:=c

j(1ap, gap)

|ct::self.conqable

nnectionExists(p

< Feturn)

1:=self.conng
bl:=false

ctionList |.'=4

sd/

rewmQ)|

----- | srcnat(sap) 1

| bl:=srcnatRuleExists(sap)
hlt)
[b1] | sapl:=srcnatl(sap)
[3) D
L_:pfm | Lct:contable | Lc:iconnection| -

: | b2:=isFullQ
1

| |: addNatrule(sap)
pl sapl:=srcnatl(sap)

logp <length(1)>)
c:=hd(l)
1:=t1 ()

b2:=check(lap, gad

| bl:=bl or b2

n) 4'
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Y IATLIES 2 10 66 50
27AT7 24—l 19 82 267 50
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pfm::filterOut(p:packet):packet
pre: not (isValidPacket(p))
post: result=null

FEUAZHDIES S

pfm::filterOut(p:packet):packet

post: not (result=null) implies
(result.srcAddr=pfm.getipAddr())
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|- Vpfm p s.
let (p’,s’) = pfm_filterOut pfm p s in
packet exp s =
—(pfm_isValidPacket pfm p s) = (p’=packet_null)

TEULAEHODIES T

|- Vpfm p s.
let (p’,s’)= pfm_filterOut pfm p s in
Inv pfm s A —(p’=packet_null) =
(packet_get_srclpAddr p’ s’ = pfm_getlpAddr pfm s)
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‘ (20,1070)-(250,80), 20 \ --------- > ‘ (20,1070)->(200,1200), 30 \
(10,1050)-(250,80), 30 | ===+ > | (10,1050)->(200,1210), 40

(30,1100)-(250,80), 35 | «wsereen > | (30,1100)->(200,1220), 45
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| (20,1070)-(250,80), 40 | | (20,1070)>(200,1200), 50 |
H 20 sec H
| (20,1070)-(250,80), 20 | | (20,1070)>(200,1200), 30 |
‘ 20 sec ‘
(20 1070)-(250,80), O | (20,1070)->(200,1200), 10 |
10 sec M
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pfm

-active:bool
-contable:contable
-nattable:nattable
-frule:frule
-doscounter:doscounter

frule

-srcAddrTable:num list
-dstAddrTable:num list
-srcPortTable:num list
-dstPortTable:num list
-protocolTable:num list

(02

+start():bool

+stop() :bool
+FilterOut(p:packet):string*packet
+FilterIn(p:packet):string*packet
+incSec():void

0— doscounter

+check(p:packet):bool

-alert:bool
—-count:num
-threshould:num

+inc():void

contable nattable

—timeLimit:nu

conn&ction list

—-ipAddr:num

1st: S

natrule list

packet

-srcAddr :num
-dstAddr:num

+update

+addCanection
(lap:Rum*num, gap:num*num)

(Iap:nﬁm*num,gap:num*num)
-

+srcnat(sap?hum*num):num*num
+dstnat(dap:nﬁm*num):num*num
LS

-srcPort:num
—dstPort:num

. -protocol :num

K3

< [ [ atrate %, |
contable::timeLimit <= nattable::timeLimit

: 2 .-

-
0..begth(ports)
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_Val (pfm’s) - new_pfm Store_emp, EEEEEEEEEEEEEEEEEEEEEEEN

- val (_,s) = pfm_setlpAddr pfm 200 s;

- val (_,s) = pfm_setPorts pfm [1200,1210,1220] s;
- val (_,s) = pfm_setFilterRules pfm SA [10,20,30] s;
- val (_,s) = pfm_setFilterRules pfm SP [1050,1070,1100] s;

_Val (bls) = pfm_Start pfm S; EEEEEESEEEEEEEEEEENEEEEEEEEEEEESR

- val (p,s) = new_packet 20 1070 250 80 TCP s;

- val (msg,p,s) = pfm_filterOut pfm p s;
> msg = “pass: new connection” : string

- pfm_getConnections pfm s; )
> val it = [((20,1070),(250,80),300)] : ((int*int)*(int*int)*int) list

- pfm_getNatrules pfm s;

> val it = [((20,1070),(200,1200),500)] : ((int*int)*(int*int)*int) list -

- packet_getinfo p s;
> val it = ((20,1200),(250,80),0) : (int*int)*(int*int)*int )
= Val (p,S) = neW_paCket 20 1070 250 53 TCP S; EEEEEEEEEEEEEEEEENEN

- Val (msg7p7s) = pfm_filterOUt pfm p S; SN EEEEEEEEEEEEEEEEEEDN
> msg = “drop: rule not match” : string
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