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1 Introduction

Failure detectionis a fundamentalbuilding block
for ensuringfault tolerancein distributed systems.
For this reason mary peoplehave beenadwocating
that failure detectionshould be provided as some
form of service[l, 2, 3, 4, 5], similar to IP address
lookup (DNS) or time synchronizatior(e.g.,NTP).
Unfortunatelyin spiteof importanttechnicalbreak-
throughsthis view hasmetlittle successofar. We
believe that one of the main reasonds the corven-
tional binary interaction(i.e., trustvs. suspectthat
makes it difficult to meetthe requirementsf sev-
eraldistributedapplicationgunningsimultaneously
For this reasonwe adwocatea differentabstraction
thathelpsdecouplingapplicationrequirementérom
issuegelatedto theunderlyingsystem.

It is well-known thatthereexistsaninherentrade-
off between(1) conservativefailure detection(i.e.,
reducingthe risk of wrongly suspectinga running
process),and (2) aggressivefailure detection(i.e.,
quickly detectingthe occurrenceof a real crash).
Thre exists a continuumof valid choicesbetween
thesetwo extremes,and what definesan appropri-
atechoiceis stronglyrelatedto applicationrequire-
ments.

*This is a collaboratve work with Xavier Défago, Takuya
KatayamaPeéterUrbanandRamiYared

A major obstacleto building a failure detection
serviceis thatsimultaneouslyunningdistributedap-
plicationswith differentquality-of-servicgQoS)re-
quirementsmustbe ableto tunethe serviceto meet
their own needswithout interferingwith eachother
Furthermore,some classesof distributed applica-
tions require the use of different qualities of ser
vice of failure detectionto trigger different reac-
tions(e.g.,[6, 7, 8]). Forinstanceanapplicationcan
take precautionaryneasuresvhenthe confidencen
asuspiciorreaches givenlevel, andthentake more
drasticactionsonetheconfidenceaisesabove asec-
ond (muchhigher)level.

2 Solution highlight

Failure detectorsaretraditionally basedon a binary
interactionmodelwhereinprocessesanonly eigher
trustor suspecthe processeshatthey aremonitor
ing [9]. In contrast,we proposea novel abstrac-
tion, calledaccrualfailure detector wherebya fail-
ure monitor serviceoutputsa value on a continu-
ousscaleratherthaninformationof a binary nature.
Roughlyspeakingthis value captureghe degreeof
confidencewith which a given processis believed
to have crashed.If the processactuallycrashesthe
valueis guaranteedo accrueover time andtendto-
ward infinity, hencethe name. It is thenleft to ap-



plication processedo setan appropriatesuspicion
thresholdaccordingto their own QoSrequirements.
A low thresholdis proneto generatemary wrong
suspiciondut ensures quick detectionin the event
of a real crash. Corversely a high thresholdgen-
eratesewer mistalesbut needsmoretime to detect
actualcrashes.

2.1 Concept of accrual failure detectors

The principal of failure detectorss simple. Instead
of outputtinginformationof a binary nature accrual
failure detectorsoutput suspicioninformationon a
continuousscale.Ilt meanghatthe higherthevalue,
the higherthe chancehatthe monitoredprocessas
crashed.

Also we revisited the interactionmodel between
processeshat requireto monitor someothers,and
failure detectors. In corventionalfailure detectors
decidesuspicionon monitoredprocessesand give
applicationprocesseits decisionassuspicioninfor-
mation(seeFig.1). In contrastaccrualfailuredetec-
torsleave thedecisionon suspicionup to application
processegseeFig.2). They just provide the degree
onsuspicionandeachapplicationdecideghata cer
tain processshouldbe suspectear not. Therefore,
accrualfailure detectorscan treat different (some-
time may be diverse)requirementssimultaneously
and provide informationon suspicionto mary pro-
cessesn ascalablemanner

2.2 Implementation

Accrual failure detectorscan be implementedin

mary differentways. Now we presenta practical
implementationof accrualfailure detectors,called
the ¢ failure detector It outputsthe value ¢, that
meansthe degreeof suspicionthat the correspond-
ing processp has beencrashed. It is expressed
on a scalethat is dynamically adjustedto reflect
currentnetwork conditions. Given somethreshold
®,, andassuminghatwe decideto suspecp when

2

vp > @, = 1, thenthelikelinesghatwe will make a
mistale (i.e., thedecisionwill becontradictedn the
future by the receptionof a late heartbeat)s about
10%. Thelikelinessis about1% with & = 2, 0.1%
with & = 3, andsoon.

2.3 Mechanism

The methodusedfor estimatingy, is in factrather
simple.Thisis donein threephasesFirst, heartbeats
arrive andtheir arrival timesarestoredin asampling
window. Secondthesepastsamplesareusedto de-
terminethe distribution of inter-arrival times. Third,
thedistributionis in turn usedto computethecurrent
valueof .

2.4 Experimental result

We have comparedthe results obtainedusing the
 failure detectorwith thoseof two adaptablefail-
ure detectorsproposedby Chen and Bertier [10,
11] when used over a wide-area network (be-
tweenSwitzerlandand Japan)and a local areanet-
work (LAN in JAIST). Theseadaptve failure detec-
tors have similar mechanisnfor estimatingthe next
heartbeatrrival time. However they still usetime-
out to decidesuspicion.As we said,they areimple-
mentedbasedn conventionalfailuredetectorandit
meandghatit is difficult for themto dealwith various
QoSrequirementsimultaneously

Now we just obsene the adaptabilityfor network
conditionon the ¢ failure detector The purposeof
the experimentis to confirmthatthe ¢ failure detec-
tor doesnotincur ary significantperformancesost.

When comparedwith Chens failure detectoy
both failure detectorsfollow the samegeneralten-
deng (seeFig. 3). In our experiment,the ¢ failure
detectobehaesalittle betterin theaggressierange
of failure detection,whereasChens failure detec-
tor behaesal little betterin the consenrative range.
Bertier’s failure detectordid not performvery well
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Figure2: Interactionof accrualfailure detectorand
applicationprocesses

in this experimentbecausét wasprimarily designed Refer ences

to beusedover LANSs.

In aLAN, the y failure detectorgeneratedearly
one order of magnitudeless mistalkes than Chens
failure detector In this experiment,Bertier’s failure
detectorperformedasa goodaggressie failure de-
tector which seemgonsistentvith its designgoals.
Although Bertier’s failure detectorperformedbetter
thanChens one,the former hasdisadwantagethatit
cannotbetunedassignificantlyasthelatter

3 Progressand futuredirection

We have implementedhey failure detectorasanin-
stanceof accrualfailure detectorsand analyzedits
experimentakesult[12]. In theresult,we confirmed
thatthe ¢ failure detectordoesnot have ary perfor
mancehit comparedvith otheradaptabldailure de-
tectors.Moreover, it canprovide informationon sus-
picion to mary applicationsn a scalablemanner

We arenow implementingan anothervariationof
accrualfailure detectorscalledthe « failure detec-
tor [13]. It canhandlemessagéssesWe alsotry to
improve the precisionof accurag for failure detec-
tion. While, we aredescribingthe definitionandthe
specificatiorof accrualfailure detectorgreciselyas
atheoreticalframevork [14]. Theseissuesareused
asa partof agenericfailure detectionservice.
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