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Online privacy
Online anonymity

is attracting growing

* Threats

— ISPs in EU are forced to keep logs of your web access

e Public concerns

— You don’t care?

* Research interest
— See Anonymity Bibliography
http:/ /freehaven.net/anonbib /
— No decisive definition for “privacy”, “anonymity”, etc.



Overview of this talk

A formal definition of anonymity which is
based on traces
[ESORICS ’96, Schneider & Sidiropoulos]

Proving trace inclusion by simulation
[Lynch & Vaandrager]

* Simulation-based proof method
for trace anonymity

* Theorem-proving anonymity




Contents

* A method to prove anonymity (=privacy)

* Formalization of anonymity
& anonymous simulation technique
* Theorem-proving anonymity /privacy

* Crowds protocol




* Nobody can know “who it is”.

* Key notion: Principle of confusion

Who?



This person looks like
Kawabe ... but his face

is hidden. This person
* NObOdY can know “who might not be szqbe.

* Key notion: Principle of confusion

Who?



The guys on this photo
are too small ! | cannot

recognize Kawabe!

Releasing
sea turtles

This person looks like
Kawabe ... but his face
is hidden. This person
might not be Kawabe.

C an you



“Trace” anonymity
[Schneider&Sidiropoulos, ESORICS'96]

* Anonymous donation as an example
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Alice ® $5 ® Alice ® 35 o
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“Trace” anonymity
[Schneider&Sidiropoulos, ESORICS'96]
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* Anonymous donation as an example
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Are these protocols
anonymous?



“Trace” anonymity
[Schneider&Sidiropoulos, ESORICS'96]

* Anonymous donation as an example
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“Trace” anonymity
[Schneider&Sidiropoulos, ESORICS'96]

* Anonymous donation as an example

X | Anonymous! X’ | Not anonymous!
Alice ® $5 ® Alice e $5 o
\< N <

10
Bob ® $5 ® Bob o o

| Alice.$5 i _ | Alice.$5 Observation 0. o
traces(X) = { Bob.$5 } braces(X') = { Bob.$10 } can be a’r’rribu’r;d to

anybody (confusion!)

Definition (Trace anonymity)

‘Alice (;; c t'races(X)
- Bob -0’ € traces(X),
- Chris -0/ € traces(X),...

Xis anonymous < Vo,0'. ¢
=% 0
o



How to prove anonymity?
--- Find an anonymous simulation!

* Binary relation as over states(X)
1. Initial state condition: as(s, S) for any s € start(X)
2. Step correspondence condition:
(Case 1) a is an actor action (Case 2) a is not an actor action
S, & .S ST S)
as as|
1:1 tl
S) S)
implies v as! implies ] as!
t, 3, t, 3,




Soundness of the technique

* An anonymous simulation is a simulation from
anonym(X) to X.

[Thm] 3 simulation from X to Y = traces(X) Straces(Y).
[Lynch and Vaandrager, Inform.&Comput. 1995]

X anonym(X)
$5

Alice ® ® Alice ® $5
\a a BOb
Alice

Bob Bob ®




Soundness of the technique

* An anonymous simulation is a simulation from

anonym(X) to X. “anonymized” version

[Thm] 3 simulation from X to Kl
(trivially anonymous)

[Lynch and Vaandrage

X anon X
X 5 ym(X) 5

Alice ® ® Alice ® ®
\< \‘< oo
Alice
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Bob Bob ® o




Soundness of the technique

* An anonymous simulation is a simulation from

anonym(X) to X. “anonymized” version

[Thm] 3 simulation from X to Kl
(trivially anonymous)

[Lynch and Vaandrage

anonym(X)
$5

lice ® Alice ® ®
\a a BOb
$5 Alice

Bob ®

traces(X) & traces(anonym(X)) is trivial.
= traces(X) = traces(anonym(X)) holds!
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An example: Crowds

[Reiter & Rubin, ACM Trans. 1998]

* Comm. system for anonymous web access

Next agent is chosen
randomly.

/
Initiator

Crowds

ii

El

Web site




An example: Crowds
[Reiter & Rubin, ACM Trans. 1998]

* Comm. system for anonymous web access

* Crowds

Next agent is chosen

randomly. i
observe
/'
Initiator reportmg

Forwarders
might be “corrupt”

Adversary

Anonymous = the adversary cannot know the initiator.




Theorem-proving anonymity of the
Crowds example

* Steps

— Specify the system in IOA language which is a
formal specification language based 1/O-
automaton

— Translate the specification into LP’s language ---
first-order logic formulae --- with IOA-Toolkit

— Prove anonymity with Larch Prover by proving
there is an anonymous simulation



|OA language

* Formal specification language based on | /O-
automaton
— 1/O-automaton (N. Lynch): formal system to describe
and analyze distributed algorithms
* Formalization of distributed algorithms in IOA
— Actions: precondition-effect style (i.e. if ~ then ~)

— Data: (many-sorted) equational theory

* LSL (Larch Specification Language)



Specification of Crowds

LUses crowdshatatyvpe

automaton crowds
signature
output  start i I
internal pass{i:I0, j:ID%
aut put

autput  out i I0
states
fIc PG = init,
mesIsat : ID,
mesIsFrom: ID,
COrrp: array [ID, Bool]
transitions

output start (i)

pre pc = init
eff pc = shuffle;
mesIsht = |
mezlzFrom := |

internal passdi, |2
pre pc = shuffle
A= meslsat
eff meslsFrom := i:
meslsat = |

saurcedi:I0, |:ID}

randomly.

Next agent is chosen

Crowds

1

reporting

Forwarders
might be “corrupt”

Web site

Nile
j% \\\\\\iﬁffnm
2

Adversa;y

output sourcedi, jb

pre poc = shuffle
Alo= mesIsFrom
A o]o= mesisat

A4 corrpl]
eff do nothing

4 actor action that represents who is the starter

output out (i)
pre poc = shuffle
A= mesIsht
eff pc

= ferminate




|IOA-Toolkit

e Collection of formal verification tools for

distributed systems

Prove
anonymity
~ D @ O 2
# ioaCheck ﬁ - ’ ' Larch
E 12lsl sl Isl n Prover
a [CI d
Source — Target
file sl file
e )
Libraries

Compiling .ioa into .Ip with IOA-Toolkit



Theorem-proving anonymity

* Introducing a candidate relation

assert
asis, 37
=r (3.pC = 57 .C
A o(s.ocorrp[s.mesIsat] <=» =7 corrp[s . meslsat 00

* Proving that aS is an anonymous simulation

# ——— start state condiftion . .
prgve start (s:3tates[crouds]) =» asis, s) |n|’r|q| S'l'CI'I'e Condl’rlon
e
& ——— step correspondence
prlﬁgachab leis1) S'I' d
ﬁ re?:.;?am?.;? "y ep correspondence
as{zl, 31° oy
A ehabledisl, a condition .
A (for actor actions)

Aoslocorrpli ]l
=r A P7ID ONE 57 States[crowds] ONE P77 ID ONE 527 :States[crowds]
¢ enahled{z1®, start{i’))
Aoeffect (317, startdi ™)) = 57
A oenabledis®, passdi’, 1770
Moeffect (57, pass(i™, i7" = 827
Moasisd, s2Thn



Conclusion

* A technique to theorem-prove anonymity of

security protocols

— Simulation technique for trace-based anonymity

* Example

— Crowds



Coming soon with

theorem provers



Ongoing work

* Simulation-based proof techniques for
probabilistic anonymity
— Conditional anonymity (with Ichiro Hasuo)
* With coalgebras, our method is extended.

— Probable innocence (with Hideki Sakurada and
Ichiro Hasuo)

* Verifying anonymity for protocols in the
presence of intruders
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Questions?




