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Abstract—The problem of privacy-preserving EM-based clus-
tering was solved when the dataset is horizontally partitioned into
more than two parts (i.g., more than two computation parties).
The aim of this work is to develop a method for the more difficult
problem when the dataset is horizontally partitioned into only
two parts. The key question is how to compute and reveal only the
covariance matrix at various steps of the EM iterative process
to the participating parties. We propose a method consisting
of several protocols that provide privacy preservation for the
computation of covariance matrices and final results without
revealing the private information and the means. We also extend
the proposed method for a better solution to the problem of
privacy preserving k-means clustering.

I. INTRODUCTION

Data mining has emerged as a significant technology for
gaining knowledge from vast quantities of data [12]. Data
mining allows us to analyze personal data or organizational
data, such as customer records, criminal records, medical
history, credit records, etc. However, analyzing such data
creates threats to privacy and thus, might prevent data mining
works. The challenge then is whether we can obtain results of
mining while still preserve the data secrecy. Privacy preserving
data mining (PPDM) techniques have been proposed to address
this type of problem [3], [7], [28].

In general, there are mainly two kinds of privacy preserving
data mining methods: the randomization methods and the cryp-
tographic methods. The former methods randomize original
data or add noise into original data, so the miner cannot see
the original data [1], [8], [9]. In the mining process, the miner
has to reconstruct approximate distribution of the original data
set from random values [2]. The latter methods fall under the
theoretical framework of secure multiparty computation [10].
These techniques allow two or many parties to cooperate for
computation works on their joint data sets without disclosing
each party’s private data to other parties [6], [7], [15], [27].
Cryptographic methods have also been applied to various
data mining tasks such as association rules mining [28],
classification [16], clustering [15], etc. The problem that we
describe in this paper is a special cases of the secure multiparty
computation problem.

Clustering is one of the most important techniques of data
mining. The task is to group similar objects in a given data set
into clusters with the goal of minimizing an objective function
[5], [12]. Clustering is widely used in many applications
such as customer behaviour analysis, targeted marketing, and

others. Recently, privacy preserving clustering problems have
also been studied by many authors. In [23] and [24], the
authors focused on different transformation techniques that
enable the data owner to share the data with the other party
who will cluster it. Clifton and Vaidya proposed a secure
multi-party computation of k-means algorithm on vertically
partitioned data [29]. In [13], the authors proposed a solution
for privacy preserving clustering on horizontally partitioned
data, where they primarily focused on hierarchical clustering
methods that can both discover clusters of arbitrary shapes
and deal with different data types. In [15], Kruger et al.
proposed a privacy preserving, distributed k-means protocol
on horizontally partitioned data that the key step is privacy
preserving of cluster means. At each iteration of the algorithm,
only means are revealed to parties without other things. But,
revealing means might allow the parties to learn some extra
information of each other (this problem will be analyzed in
section 6).

EM is an important cluster technique. To our knowledge,
there is so far only one secure method for the expectation max-
imization (EM) mixture model from horizontally distributed
sources [17]. The basic idea of this method is that in each
iteration, each party creates a local model from its data objects
and computes global information from the previous iteration,
then it securely merges its local model with the other’s
ones to generate the global model. This provides sufficient
information to compute the global information needed for the
next iteration. Once this process converges, each party can
determine the clusters for its objects. However, this method
requires at least three participating parties. Because the global
model is a sum of local models, in case only two parties,
which often happens in practice, each party could compute
other party’s local model by subtracting its local model from
the global model.

The objective of our work is to develop a privacy preserving
EM-based clustering method for horizontally partitioned data
on only two parties. This problem requires protecting privacy
of intermediate global information in particular the means
vector of each cluster, and thus the computation of secure
sum should be different from, and more complicated than,
that for more than two parties. To allow parties to obtain the
final results without revealing intermediate candidate cluster
centers, we propose some protocols for secure computation
works, such as the covariance matrix, means and the posterior



probability computation. We also give the extension of the
proposed method to design the algorithm of the privacy pre-
serving k-means clustering for horizontally partitioned data on
two parties. Unlike the privacy preserving k-means algorithm
developed in [15], our algorithm does not reveal intermediate
candidate cluster centers. Thus, parties cannot learn extra
information of the others.

The rest of this paper is organized as follows. Next, in
section 2, we briefly discuss related background, such as
the EM algorithm and the security model. In section 3, we
present the privacy preserving EM-based clustering protocol.
In section 4, we present the related sub-protocols. In section
5, using the standard method of evaluating the protocols in
PPDM such as in [6], [28], etc. we provide an analysis and the
estimation method of communication cost to prove (evaluate)
the validity of our proposed methods. After that, section 6
gives an extension of the proposed method to address the
problem of privacy preserving k-means clustering, and finally,
section 7 concludes our work.

II. BACKGROUND

A. EM algorithm
In this section, we review the EM algorithm over Gaussian

Mixture Model, more details on the EM algorithm and mixture
models can be found in [5] and [19].

Let D be a data set that has m objects {x1, ..., xm} de-
scribed by n attributes. Denote xj = (xj [1], xj [2], ..., xj [n])
the attribute vector of xj . Assume that there exist k classes
in the data set D, each follows some Gaussian distribution.
The parameters of the class i are ψi = {µi,Σi, πi}, in
which µi = (µi[1], ..., µi[n]) is the center of the Gaussian
distribution, Σi is the covariance matrix of the distribution
and πi is the probability of the class i. The normal density
function of class i can be represented by

f(x;ψi) =
|Σ−1

i |1/2

(2π)n/2
exp(−1

2
(x− µi)

TΣ−1
i (x− µi))

Thus, given the unknown parameters set ψ = {ψ1, .., ψk},
the normal mixture model is

f(x;ψ) =
k∑

i=1

πif(x;ψi)

The likelihood of the set data D is represented by

L(D;ψ) =
m∏
j=1

f(xj ;ψ)

The maximum likelihood principle says that the estimators that
maximize the data likelihood are consistent estimators of the
true parameters. The maximizing the likelihood of the set D
is usually transformed to an equal maximization problem on
the following variable, called log likelihood.

log(L(D;ψ)) = −1

2
log(2π)− 1

2

k∑
i=1

m∑
j=1

Zij(log|Σi|

+
1

2
(xj − µi)

TΣ−1
i (xj − µi))

where Zij is the posterior probability of xj from class i, it
can be calculated by

Zij =
f(xj ;ψi)πi∑k
l=1 f(xj ;ψl)πl

(1)

The EM algorithm is to estimate the parameters set ψ. To
estimate ψ, it starts with a randomly chosen initial parameter
configuration ψ0. Then, it keeps invoking iterations to recom-
pute ψt+1 based on ψt. Every iteration consists of two steps:

E-step: computes the expected value of Zij .
M-step: updates the parameters ψt+1 using the following

equations

µ
(t+1)
i =

∑m
j=1 Z

(t)
ij xj∑m

j=1 Z
(t)
ij

(2)

Σ
(t+1)
i =

∑m
j=1 Z

(t)
ij (xj − µ

(t+1)
i )(xj − µ

(t+1)
i )∑m

j=1 Z
(t)
ij

(3)

π
(t+1)
i =

∑m
j=1 Z

(t)
ij

m
(4)

The algorithm stops when |log(L(ψ(t+1))− log(L(ψ(t))| <
ϵ, where ϵ is a preselected threshold.

B. The security model

The privacy preservation of the proposed protocols based
on the semi-honest security model. In this model, each party
participating in the protocol have to follow the rules using its
correct input, and it cannot use what it sees during execution
of the protocol to compromise the security. This model is
reasonable to many real situations because the parties who
want to mine data for their mutual benefit will follow the
protocol to get correct results. The definition of secure two
party computation in the semi-honest model is stated in [10].
Basically, the definition states that a computation is secure if
the view of each party during the execution of the protocol
can be effectively simulated by the input and the output of the
party.

In this paper, we also use Composition theorem for the
semi-honest model that its discussion and the proof can be
found in [10].

Composition theorem. Suppose that g is privately reducible
to f and that there exists a protocol for privately computing f.
Then there exists a protocol for privately computing g.

III. PRIVACY PRESERVING EM-BASED CLUSTERING

Assume that the data set D is horizontally partitioned into
two parties Alice and Bob. Alice (party 1) has the data set D1

including m1 objects {x1, ..., xm1}, and Bob (party 2) has
the data set D2 including m2 objects {xm1+1, ..., xm}, where
m1+m2 = m. Assume that Alice and Bob want to cluster the
joint data set without revealing anythings except for the final
results. So, each party could learn the cluster to which each
of their data objects belongs, but they learn nothing else. We
are assuming that clustering on the joint data set of the two



parties is more desirable than clustering on the two data sets
individually.

As already pointed out in section 2, the goal of the cluster
algorithm is to compute Zij . To obtain Zij , each party need
to know the covariance matrix Σi, the vector of means µi and
πi in each iteration of the algorithm. We rewrite the equations
for computing these parameters as follows:

µ
(t+1)
i =

Ai1 +Ai2

Ci1 + Ci2

Σ
(t+1)
i =

Bi1 +Bi2

Ci1 + Ci2

π
(t+1)
i =

Ci1 + Ci2

m1 +m2

where

Ail =
∑

xj∈Dl

Z
(t)
ijlxj (5)

Bil =
∑

xj∈Dl

Z
(t)
ijl (xj − µ

(t+1)
i )(xj − µ

(t+1)
i ) (6)

Cil =
∑

xj∈Dl

Z
(t)
ijl (7)

and Zijl is the posterior probability of xj from class i, xj ∈ Dl

(l = 1 or 2). Denote {Zijl} be the set of all Zijl values.
Clearly, Ail, Bil,Cil values can be computed locally at each

site. Therefore, a way for preserving privacy in clustering is
that, we use a protocol to calculate and share µi, Σi and
πi values without knowing the shared numerator and shared
denominator. Thus, to solve this problem, we can use the
Division protocol in [7]. This protocol is based on a secure
scalar product protocol for 2 parties. After obtaining the global
parameters µi, Σi and πi. Zijl can be computed locally by
equation (1).

However, we should note that sharing Σk to each party
does not make privacy breaches [27], but sharing means
might allow parties to learn some information of each other
(this problem will be explained at the end of this section).
Thus, we are proposing a more secure solution, which allows
each party to obtain the final result without sharing means.
We decompose the privacy preserving EM-based clustering
problem into three following sub-problems and propose
sub-protocols for them in section 4:

Problem 1. (secure mean computation) Party 1 has a pair
(n, x), where x is a real number and n is a positive integer.
Similarly, party 2 has a pair (m, y). They want to jointly
compute x+y

n+m that party 1 obtains the random value r1
without other information, party 2 obtains r2 without other
information, where r1 + r2 = x+y

n+m . In other words, we
need to design a secure computation protocol for the following
functionality:

((n, x), (m, y)) 7−→ (r1, r2)|r1 + r2 =
x+ y

n+m

Problem 2. (secure covariance matrix computation) Party 1
(resp. Party 2) has the data set D1 (resp. D2) as described

above. Party 1 (resp. Party 2) has the µi1 vector and the
{Zij1} values set (resp. µi2 and {Zij2}), where µi1+µi2 = µi,
{Zijl} and µi are described in the EM algorithm. They want
to jointly compute Σi as equation (3), thus both parties obtain
Σi without disclosing the local values. In other words, we
need to design a secure computation protocol for the following
functionality:

((D1, µi1, {Zij1}), (D2, µi2, {Zij2})) 7−→ (Σi,Σi)

Problem 3. (secure posterior probability computation) Party 1
(resp. Party 2) has µi1 (resp. µi2) where µi1+µi2 = µi. Both
party share πi and Σi, where πi and Σi are the parameters
described in the EM algorithm. One party (assume Party 1)
having an object xj wants to compute Zij1 (the posterior
probability of xj from class i), it can cooperate with Party
2 to compute Zij1, thus Party 1 obtains Zij1, Party 2 obtains
nothing. In other words, we need to design a secure compu-
tation protocol for the following functionality:

((Σi, πi, µi1, xj), (Σi, πi, µi2)) 7−→ (Zij1, nothing)

Designing protocols for the above problems is presented
in next section. We present the privacy preserving EM-based
clustering protocol as follows

Protocol 1. Privacy preserving EM-based clustering
Input: Alice and Bob have sets D1 and D2, respectively
Output: Each party knows the cluster to which each of their
data objects belongs

1: Each party l randomly initialize zijl to 0 or 1 ( i = 1...k,
j = 1...ml).

2: t=0
3: while δ < ϵ do
4: for i = 1...k do
5: Each party l, calculate A

(t+1)
il and C

(t+1)
il using

equations (5) and (7).
6: Two parties jointly compute µ(t+1)

i using the secure
mean computation (Protocol 2). Each party l obtains
µ
(t+1)
il without other things.

7: Two parties jointly compute Σ
(t+1)
i using the secure

covariance matrix computation protocol (Protocol 3).
Both parties obtain Σ

(t+1)
i without other things.

8: Two parties jointly compute π(t+1)
i using the Division

protocol in [7] (or Protocol 2). Both parties obtain
π
(t+1)
i without other things.

9: Each party l cooperates with the other party to
compute Zijl using Protocol 4. Party l obtains Zijl,
the other party obtains nothing.

10: end for
11: t = t+ 1
12: Two parties jointly compute the log likelihood differ-

ence δ = |log(L(ψ(t+1))− log(L(ψ(t))|
13: end while

Analysis of privacy. In Protocol 1, only communication
occur at steps 6, 7, 8, 9 and 11. At each step, it uses sub-
protocols to compute and share the global information without



disclosing private information. thus, assume that the used sub-
protocols are secure, then applying Composition theorem, we
can conclude that Protocol 1 is secure. Indeed, we now check
whether the revealed values at the above steps can be used to
deduce any information on individual data items.

At step 6, each party l only obtains the random values
µil, they do not know any other information including µi,
so deductions on these values are not possible. We should
note that, the disclosing the global means can allow parties to
learn a bit extra information of each other. For example, each
party can guess the upper bound and lower bound values of an
attribute of the other party. Moreover, if the global means and
the number of objects of each party are together disclosed, the
parties can deduce the local means and the local covariance
matrices at each site, thus the probability that a data point
belongs to a specified interval can be calculated at each site.

The Σi matrix and the πi value are shared at step 7
and 8, respectively, by themself, they do not reveal private
information, because they are distilled from many data values
at sites. At step 9, each party l obtains its Zijl without sharing
for the other party. At step 11, the parties compute the log
likelihood difference value, and to obtain this value, each
party l needs to share its log likelihood to the other party.
Clearly, disclosing the local log likelihood does not make
privacy breaches, because the log likelihood is distilled from
many data items.

IV. SUB-PROTOCOLS

A. Secure mean computation protocol

In this section, we propose a protocol for the secure mean
computation problem based on the oblivious polynomial eval-
uation. The problem of the oblivious polynomial evaluation
was first considered in [20]. As with oblivious transfer, this
problem involves a sender and a receiver. The senders input
is a polynomial Q of degree k over some finite field F and
the receivers input is an element z ∈ F (the degree k of Q
is public). The protocol is such that the receiver obtains Q(z)
without learning anything else about the polynomial Q, and
the sender learns nothing. An efficient solution to this problem
was presented in [21].

Protocol 3. Secure mean computation
Input: Assume that two parties Alice and Bob have (n, x)
and (m, y), respectively.
Output: Alice obtains r1, Bob obtains r2

1: Alice uniformly chooses an element p from F and defines
the linear polynomial Q1(z) = pz + pn

2: Alice and Bob engage in a private evaluation of Q1, in
which Bob obtains b1 = Q1(m) = pm+ pn

3: Bob chooses a random element q ∈ F and defines the
linear polynomial Q2(z) = yz − (pm+ pn)q

4: Alice and Bob engage in a private evaluation of Q2, in
which Alice obtains a1 = Q2(p) = py − (pn+ pm)q

5: Alice chooses a random element r ∈ F and defines the
linear polynomial Q3(z) = −rz+ py+ px− (pn+ pm)q

6: Alice and Bob engage in a private evaluation of Q3, in
which Bob obtains b2 = Q3(pn+pm) = −r(pn+pm)+
py + px− (pn+ pm)q

7: Alice has r1 = r and Bob computes r2 = b2
b1

+ q =

−r + x+y
n+m So, the respective outputs of Alice and Bob

are r1 and r2, giving us that r1 + r2 = x+y
n+m

Analysis of privacy. We can easily prove that Protocol 4
constitutes a private protocol for computing the mean value
as stated. Indeed, we can show that each party’s view of the
protocol can be simulated based on its input and its output.

During execution of the protocol, Alice only sees the mes-
sage a1 = py− (pn+pm)q, where q uniformly selected from
F , and y, n and m are constants. Assume that p′ ∈ F ( ̸= p),
a′1=p′y − (p′n + p′m)q, we have a1 and a′1 be the uniform
distribution on a specified set, the probability that Alice see
some values during the execution is 1/|F |. Therefore, the
two ensembles a1 and a′1 are statistically indistinguishable. In
other word, the simulator for Alice will be a uniform number
generator. Similarly, Bob sees the messages pm + pn and
−r(pn+ pm) + py + px− (pn+ pm)q, these two messages
are independent because p and r are independently chosen
by Alice, moreover they have the uniform distribution on a
specified set. Therefore they can be simulated by uniform
number generators.

B. The secure covariance matrix computation protocol

We first present the detailed analysis of computing Σi and
then we give the protocol.

Recall that the Σi matrix has m rows and m columns and
each element Σi(p, q) of Σi is computed by formula:

Σi(p, q) =

∑m
j=1 Zij(xj [p]− µi[p])(xj [q]− µi[q])∑m

j=1 Zij

where xj [p] and xj [q] are pth and qth values of the data
vector xj ; µi[p] and µi[q] are pth and qth values of the means
vector µi.

Assume that with each µi[p](p = 1, ..., n), there exist
µi1[p] (belong to Alice) and µi2[p] (belong to Bob), where
µi1[p]+µi2[p] = µi[p] and existing two values α and β belong
to Alice and Bob, respectively, α + β = 1/

∑m
j=1 Zij . We



rewrite:

Σi(p, q) = (a1, b1, c1, d1, e1, f1, g1, 1)×



β

βg2

βf2

βe2

βd2

βc2

βb2

βa2



+(αa1, αb1, αc1, αd1, αe1, αf1, αg1, α)×



1

g2

f2

e2

d2

c2

b2

a2


where,

al=
∑

xj∈Dl

Zijl(xj [p]− µil[p])(xj [q]− µil[q]),

bl=−
∑

xj∈Dl

Zijl(xj [p]− µil[p]),

cl=−
∑

xj∈Dl

Zijl(xj [q]− µil[q]),

dl=Zijl,

el=µil[p]µil[q],

fl=µil[p],

gl=µil[q]

Denote:

U1 = (a1, b1, c1, d1, e1, f1, g1, 1)

V1 = ( β, βg2, βf2, βe2, βd2, βc2, βb2, βa2)
T

U2 = (αa1, αb1, αc1, αd1, αe1, αf1, αg1, α)

V2 = (1, g2, f2, e2, d2, c2, b2, a2)
T

We have Σi(p, q) = U1 • V1 + U2 • V2

It should be noted that U1 and U2 can be computed by
Alice alone; V1 and V2 can be computed by Bob alone.
Therefore, Alice and Bob can compute the dot products
U1 • V1 and U2 • V2 using the scalar product protocol in [11].
Computing Σi can be summarized in the following protocol

Protocol 3. Secure covariance matrix computation
Input: Alice has D1, µi1 and {Zij1}, Bob has D2, µi2 and
{Zij2}.
Output: Σi

1: Alice computes Ci1 and Bob computes Ci2 using equation
(7). Alice and Bob jointly compute 1/(Ci1 + Ci2) using
Protocol 2. Alice and Bob obtain α and β, respectively,
where α+ β = 1/(Ci1 + Ci2).

2: for all the pairs (p, q) do
3: Alice presents the vector U1, Bob presents the vector

V1. Two parties jointly compute the dot product of U1

and V1. Alice obtains P1 and Bob obtains Q1, where
P1 +Q1 = U1 • V1.

4: Alice presents the vector U2, Bob presents the vector
V2. Two parties jointly compute the dot product of U2

and V2. Alice obtains P2 and Bob obtains Q2, where
P2 +Q2 = U2 • V2.

5: Alice sends P1+P2 to Bob. Bob sends Q1+Q2 to Alice,
both parties obtain Σi(p, q) without revealing private
information.

6: end for

C. Secure posterior probability computation protocol

Assume the computation of Σi is implemented at the
iteration tth of the algorithm, then at the iteration (t + 1)th

if one party (assume Alice) having an object xj = (xj [1], ...,
xj [n]), it needs to determine Zij for xj .

To obtain Zij , Alice needs to obtain Tj = (xj −
µi)

TΣ−1
i (xj−µi) and then he can compute Zij using equation

(1).
We have

(xj − µi) = (xj [1]− µi[1], ..., xj [n]− µi[n])

= ((xj [1]− µi1[1])− µi2[1], ..., (xj [n]− µi1[n])− µi2[n])

Denote

α1[q] =

n∑
p=1

(xj [p]− µi1[p])Σi(p, q)

β1[q] = −
n∑

p=1

µi2[p]Σi(p, q)

α2[q] = xj [q]− µi1[q])

β2[q] = −µi2[q]

We rewrite the equation of Tj



Tj =

n∑
q=1

(α1[q]α2[q] + α1[q]β2[q] + α2[q]β1[q] + β1[q]β2[q])

= (

n∑
q=1

α1[q]α2[q], α1[1], ... α1[n])



1

β2[1]
.
.
.

β2[n]



+ (α2[1], ... α2[n], 1)



β1[1]
.
.
.

β1[n]

n∑
q=1

β1[q]β2[q]


= U1 • V1 + U2 • V2

where, U1 and U2 can be computed by Alice alone; V1
and V2 can be computed by Bob alone. Therefore Alice
and Bob can compute the dot products U1 • V1 and U2 • V2
using the scalar product protocol in [11]. Thus Alice can
obtain Tj without disclosing private information and then he
can compute Zij . Computing Zij can be summarized in the
following protocol.

Protocol 4. Secure posterior probability computation
Input: Alice has D1, xj and µi1, Bob has D2 and µi2, both
know Σi and πi.
Output: Alice obtains Zij , Bob obtains noth-
ing.

1: Alice presents the vector U1, Bob presents V1
2: Alice and Bob jointly compute the dot product U1 • V1.

Alice obtains X1, Bob obtains Y1.
3: Alice presents the vector U2, Bob presents V2
4: Alice and Bob jointly compute the dot product U2 • V2.

Alice obtains X2, Bob obtains Y2.
5: Bob sends X2 + Y2 to Alice
6: Alice obtains Tj = X1 + Y1 + X2 + Y2. Bob obtains

nothing.
7: Alice computes Zij using equation (1)

We should note that Protocol 3 and Protocol 4 use the secure
scalar product protocol and the secure mean computation
protocol (Protocol 2), where there already exist many scalar
product protocols that are correct and secure [7], [28], [11].
During the execution of this protocol, the parties participating
in the protocol are not able to learn anything other than
the final result. So, applying Composition theorem, we can
conclude that Protocol 3 and Protocol 4 are secure.

V. THE COMMUNICATION ANALYSIS

We give an analysis of the communication cost of the
privacy preserving EM-based clustering protocol at its one
iteration. The total cost is dependent on the number of
iterations required to converge, which is dependent on the
data. Assume that the communication cost of Protocol 1,
Protocol 2, Protocol 3 and Protocol 4 are P1, P2, P3 and
P4, respectively. We should note that the communication
cost of the scalar product protocol is O(n) (see in [11]),
where n is the size of input vectors and the communication
cost of the oblivious polynomial evaluation protocol is O(k)
exponentiations [20] or O(k|F |) (see in [21]), where k is the
degree of the input polynomial and |F | is the size of the field
used and depends on the range of the variables in calculating.
In one iteration of the Protocol 1, the communication occurs
at steps 6, 7, 8 , 9 and 11. Then, its the communication cost
is P1 = (n+ 1)P2 + P3 + P4.

Protocol 2 calls the oblivious polynomial evaluation proto-
col three times (with the degree 1 polynomials), so P2 = O(1).
Protocol 3 calls Protocol 2 one time and calls the scalar
product protocol 2n2 times with the size of input vectors
8, P3 = O(n2). Similarly, P4 = O(1). Finally, we have
P1 = (n + 1)O(1) + O(n2) + O(1) = O(n2). In fact, n
is small, thus this is quite reasonable.

VI. EXTEND TO THE K-MEANS ALGORITHM

In an iteration of the k-means algorithm, to determine
the cluster of an object, the Euclidian distances between the
object and the cluster centers need to be computed. Thus,
to preserve privacy for k-means clustering, the key step is
privacy preserving of the cluster means. At each iteration
of the algorithm, only means are revealed to parties without
other things [15]. However, the problem is that revealing
means might make privacy breaches, for example, each party
can guess the upper bound and lower bound values of an
attribute of other party. Moreover, at early iteration steps of
the clustering algorithm, means are computed from only one
or a few original values of parties, thus each party might guess
original values of the other party based on means. In order to
overcome this problem, we design a protocol, which allows
each participating party to compute the distances between its
objects and the clusters center without revealing the clusters
center.

Assume that at an iteration of the algorithm, Alice has CA
k

and vector x = (x[1], ..., x[n]), Bob has CB
k , where Ck =

CA
k ∪ CB

k is a cluster. Alice needs to compute the distance
(d) between x and the center of cluster k. The distance d is
computed by the formula:

d = (x[1]− µk[1])
2 + ...+ (x[n]− µk[n])

2

Assume that µk[i] = a[i] + b[i], we rewrite

d = (x[1]− a[1]− b[1])2 + ...+ (x[n]− a[n]− b[n])2

=

n∑
i=1

(x[i]− a[i])2 − 2

n∑
i=1

(x[i]− a[i])b[i] +

n∑
k=1

(b[i])2



We note that

n∑
k=1

(x[i]− a[i])b[i] =

(x[1]− a[1], ..., x[n]− a[n])×


b[1]

.

.

.
b[n]

 = RA •RB

Therefore, d can be computed by the scalar product proto-
col. The privacy preserving Euclidian distance protocol can be
summarized as follows.

1: Alice and Bob jointly compute the means vector µk using
Protocol 2. Alice obtains a = (a[1], ..., a[n]), Bob obtains
b = (b[1], ..., b[n])

2: Alice presents vector RA, Bob presents vector RB .
3: Alice and Bob jointly compute the dot product of RA and
RB using the scalar product protocol. Alice obtains XA,
Bob obtains XB .

4: Bob computes Y B = −2XB +
∑n

k=1(b[i])
2 and sends it

to Alice
5: Alice computes d =

∑n
i=1(x[i]− a[i])2 − 2XA + Y B

VII. CONCLUSION

In this paper, we have developed the privacy preserving
EM-based clustering method for horizontally partitioned data
on two parties. We have presented some protocols based on
oblivious polynomial evaluation and the secure scalar product
for addressing some problems, such as the means, covariance
matrix and posterior probability computation. We have also
given an extension of the proposed method to address the
problem of privacy preserving k-means clustering. Our method
allows two parties to cooperatively conduct clustering on their
joint data sets without disclosing each party’s private data to
the other.
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