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Abstract—The aim of this work is to propose a privacy-
preserving EM-based clustering algorithm for horizontally par-
titioned data sets between two parties. To this end, we propose
basic protocols based on oblivious polynomial evaluation and
prove the secrecy of protocols based on the semi-honest security
model and the composition theorem. We have also given an
extension of the proposed method to address the problem of
privacy preserving k-means clustering.

I. I NTRODUCTION

Data mining has emerged as a significant technology for
gaining knowledge from vast quantities of data [1]. Data
mining technology allows us to analyze personal data or or-
ganizational data, such as customer records, criminal records,
medical history, credit records, etc. However, analyzing such
data create threats to privacy and thus, might prevent data
mining works. The challenge then is whether we can obtain
results of mining while still preserve the data secrecy. Privacy
preserving data mining techniques have been proposed to
address this type of problem [6], [7], [25], [33], [34].

In general, there are mainly two kinds of privacy preserv-
ing data mining methods: the randomization methods and
the cryptographic methods. The former methods randomize
original data or add noise into original data, so the miner
cannot see the original data [18], [19], [26]. In the mining
process, the miner has to reconstruct approximate distribution
of the original data set from random values [21], [22]. The
latter methods fall under the theoretical framework of secure
multiparty computation [16], [17]. These techniques allow two
or many parties to cooperate for computation works on their
joint data sets without disclosing each party’s private data
to other parties [6], [5], [13], [15]. Cryptographic methods
have also been applied to various data mining work such
as association rules mining [7], classification [14], clustering
[15], etc. The problem that we describe in this paper are special
cases of the secure multiparty computation problem.

Clustering is one of the most important techniques of data
mining. The task is to group similar objects in a given data set
into clusters with the goal of minimizing an objective function
[1], [2]. Clustering is widely used in many applications such as
customer behaviour analysis, targeted marketing, and others.
Privacy preserving clustering problems have also been studied
by various authors. In [36] and [37], the authors focused on
different transformation techniques that enable the data owner
to share the data with another party who will cluster it. Clifton

and Vaidya proposed the secure multi-party computation of
k-means algorithm on vertically partitioned data in [35]. In
[38], the authors proposed the solution for privacy preserving
clustering on horizontally partitioned data, where they primar-
ily focused on hierarchical clustering methods that can both
discover clusters of arbitrary shapes and deal with different
data types. In [4], Kruger et al. proposed a privacy preserving,
distributed k-means protocol on horizontally partitioned data
that the key step is privacy preserving of cluster means. At
each iteration of the algorithm, only means reveal to parties
without other things. But, revealing means might allow parties
to learn some extra information of each other (this problem
will be analyzed in section4).

EM is an important cluster technique. To our knowledge,
there is so far only one secure method for the expectation
maximization (EM) mixture model from horizontally distrib-
uted sources [3]. The basic idea of this method is that in each
iteration, each party creates a local model from its data points
and global information from the previous iteration, each party
securely merge its model with others to generate the global
model. This provides sufficient information to compute the
global information needed for the next iteration. Once this
process converges, each party can determine the cluster for
its objects. The limitation of this method is that it requires at
least three participating parties. Because the global model is a
sum of local models, in case with only two parties, each party
could compute other party’s local model by subtracting its the
local model from the global model.

The objective of our work here is to develop a privacy
preserving algorithm for EM-based clustering for horizon-
tally partitioned data on two parties. Moreover, the proposed
method can be extended to design the algorithm of the pri-
vacy preserving k-means clustering for horizontally partitioned
data on two parties. Unlike the privacy preserving k-means
algorithm developed in [4], our algorithm does not reveal
intermediate candidate cluster centers. Thus, parties can not
learn extra information of the others.

The problem presented in this paper also related to the
work of Du and Han [5]. Du and Han presented privacy
preserving multivariate classification protocols based on the
matrix transformation technique, where the core is to compute
the covariance matrix with privacy preservation. However, this
work is to solve for the vertically partitioned data situation
on two party. As pointed out in this paper, we considers



privacy preserving clustering in horizontally partitioned data
sets. Moreover, Du and Han’s method is based on a heuristic
security model that it has never been proved. Our method is
based on the cryptographic techniques and the security model
with sound proofs..

The rest of this paper is organized as follows. Next, in
section 2, we briefly discuss related background, such as the
EM algorithm and the security model. Section 3, we present
the privacy preserving EM-based clustering algorithm in hor-
izontally model on two parties and related protocols. Section
4, using the standard method of evaluating the protocols in
PPDM such as in [5], [6], [27], etc. we provide an analysis
and the estimation method of communication cost to prove
(evaluate) the validity of our proposed methods. After that,
section 5 gives an extension of the proposed method to address
the problem of privacy preserving k-means clustering, and
finally, section 6 concludes our work.

II. BACKGROUND

A. EM algorithm

In this paper we consider EM-based clustering technique,
that a brief overview of this technique is presented in [2].

Let D be a data set that hasm objects {x1,
..., xm} described by n attributes. We denotexi =
(xi[1], xi[2], ..., xi[n]) the attribute vector ofxi. Assume
that there existC classes in the data setD, each follows some
Gaussian distribution. The parameters of the classk include
{µk,Σk, πk}, in which µk = (µk[1], ..., µk[n]) is the center
of the Gaussian distribution,Σk is the covariance matrix of
the distribution andπk is the probability of the classk. The
log likelihood function to be maximized is then given by:

L(µk, Σk, πk|xi) =
C∑

k=1

∑

xi∈Ck

(logπk − d

2
log2π − 1

2
log|Σk|

−1
2
(xi − µi)T Σ−1

k (xi − µi))

where Ck is the set of points belonging to the classk.
Denote

Tk = x̂i
T Σ−1

k x̂i + ln|Σk|
wherex̂i = (xi[1]− µk[1], ..., xi[n]− µk[n])T , x̂i

T is the
transpose of̂xi andΣk is the covariance matrix ofCk. Each
element ofΣk is computed by the formula:

Σk(i, j) =
1
nk

∑

xp∈Dk

(xp[i]− µk[i])(xp[j]− µk[j])

The EM algorithm use an iterative procedure where theE-
step classifies the data points according to:

xi ∈ Ck ⇐⇒ k = argminj (Tj)

and the M-step updates the parametersµk andΣk.
The EM-based clustering algorithm is summarized as

follows

The EM algorithm ([2], section2.1)

1: initialize all µk randomly
2: initialize all Σk to be unit matrices
3: set t = 1
4: while ∃n : Cn(t) 6= Cn(t− 1) do
5: for all xi do
6: computeTj (j = 1, .., C) and findk = argminj Tj

7: assignxi to the clusterCk

8: end for
9: updateµk andΣk

10: t = t + 1
11: end while

A well known and often used simplification of this tech-
nique is to assume spherically shaped clusters, which reduces
the covariance matrices to unit matrices and leads to the well
known k-means algorithm.

B. The security model

The privacy preservation of the proposed protocols based
the semi-honest security model. In this model, each party
participating in the protocol have to follow the rules using its
correct input, and it can not use what it sees during execution
of the protocol to compromise the security. This model is
reasonable to many real situation because the parties who
want to mine data for their mutual benefit will follow the
protocol to get correct results. The definition of secure two
party computation in the semi-honest model is stated in [16].
Basically, the definition states that a computation is secure if
the view of each party during the execution of the protocol
can be effectively simulated by the input and the output of
the party.

Definition 1 Let x and y be inputs of the two parties and
f1(x, y), f2(x, y) be the desired functionality, i.e., the first
party wants to computef1(x, y) and the second wants to
computef2(x, y). Let Π be a two-party protocol to compute
f . The view of the first party after having participated in
protocolΠ (denoted byV IEWΠ

1 (x, y) is (x, r, m1, ..., mt),
where r are the random bits generated by party 1 andm1,
..., mt is the sequence of messages received by party 1, while
participating in protocolΠ. The viewV IEWΠ

2 (x, y) for the
second party is defined in an analogous manner. We say thatΠ
privately computesf if there exists probabilistic polynomial-
time algorithms, denoted byS1 andS2 such that

{S1(x, f1(x, y))}x,y
c≡ {V IEWΠ

1 (x, y)}x,y

{S2(x, f2(x, y))}x,y
c≡ {V IEWΠ

2 (x, y)}x,y

In the equation given above,
c≡ denotes statistically indistin-

guishable. Detailed definitions of these concepts can be found
in [16]. In this paper, we also use the Composition Theorem
for the semi-honest model that its discussion and the proof
can be found in [16].

Theorem 1:(The Composition Theorem) Suppose that g
is privately reducible to f and that there exists a protocol
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for privately computing f. Then there exists a protocol for
privately computing g.

III. PRIVACY PRESERVINGEM-BASED CLUSTERING

Assume that the data setD is horizontally partitioned into
two parties Alice and Bob. Alice (party 1) has the data setDA

including objects{x1, ..., xm1}, and Bob (party 2) has the data
set DB including objects{xm1+1, ..., xm}. We denoteCA

k

andCB
k the set objects belonging to classk for Alice and Bob,

respectively. Assume that Alice and Bob want to cluster the
joint data set without revealing any things except for the final
cluster centers. So, each party could learn the cluster to which
each of their data objects belongs, but they learn nothing else.
We are assuming that clustering on the the joint data set of
the two parties is more desirable than clustering on the two
data sets individually.

As already pointed out in section2, for clustering the goal
of the algorithm is to computeTk. To obtainTk, each party
need to know the covariance matrixΣk and the vector of
meansµk in each iteration step of the algorithm. Therefor,
a way for preserving privacy in clustering is that, we build
privacy preserving protocols for the covariance matrix and
means computation. However, we should note that disclosing
Σk to each party does not make privacy breaches [13],
but disclosing means might allow parties to learn some
information of each other. For example, each party can guess
the upper bound and lower bound values of an attribute
of other party. Moreover, at early iteration steps of the
clustering algorithm, means are computed from only one or
a few original values of parties, thus each party might guess
original values of other parties based on means. To overcome
the limitation of this way, we need to have protocols that
allow parties to obtainTk and Σk without revealing any
other information. we assume that there has existed Protocol
2 and Protocol 3 for the secure computation ofTk and Σk,
respectively (Designing these protocols is presented in the
next section). We present the privacy preserving EM-based
clustering algorithm as follows.

Protocol 1 Privacy preserving EM-based clustering
Input: Alice and Bob have setsDA andDB , respectively
Output: Each party knows the cluster of its
objects

1: Alice randomly initializes allµk and send them to Bob
2: Both parties initialize allΣk to be unit matrices
3: for all xi ∈ DA do
4: Alice computes allTj and selectk = argminj Tj

5: Alice assignsxi to the clusterCk

6: end for
7: for all xi ∈ DB do
8: Bob computes allTj and selectk = argminj Tj

9: Bob assignsxi to the clusterCk

10: end for
11: set t = 1
12: while ∃n : Cn(t) 6= Cn(t− 1) do
13: for all xi ∈ DA do

14: Two parties jointly compute allTj using Protocol 2.
Alice obtains allTj . Bob obtains nothing.

15: Alice selectsk = argminj Tj and assignxi to Ck

16: end for
17: for all xi ∈ DB do
18: Two parties jointly compute allTj using Protocol 3.

Bob obtains allTj . Alice obtains nothing.
19: Bob selectsk = argminj Tj and assignxi to Ck

20: end for
21: Two parties jointly compute allΣk using Protocol 2.

Both parties obtain allΣk

22: t = t + 1
23: end while

A. The secure computation protocol forTk and Σk

In order, to create a privacy-preserving version ofΣk

and Tk. we first need to address two problems that can be
formally defined as follows:

Problem 1 (The mean computation) party 1 has a pair(n, x),
wherex is a real number andn is a positive integer. Similarly,
party 2 has pair(m, y). They want to jointly computex+y

n+m
that party 1 obtains the random valuer1 without other infor-
mation, party 2 obtainsr2 without other information, where
r1 + r2 = x+y

n+m . In other words, we need to design a secure
computation protocol for the following functionality:

((n, x), (m, y)) 7−→ (r1, r2)|r1 + r2 =
x + y

n + m

Problem 2 (The inverse of sum computation) party 1 has a
positive integern. Party 2 has a positive integerm. They
want to jointly compute 1

n+m that party 1 and party 2 obtain
the random valuesr1 and r2, respectively without other
information, wherer1 + r2 = 1

n+m . In other words, we need
to design a secure computation protocol for the following
functionality:

(n, m) 7−→ (r1, r2)|r1 + r2 =
1

n + m

The Protocol 4 and Protocol 5 for Problem 1 and Problem
2, respectively, were presented in the next section. Using
these protocols, we can build protocols to securely compute
Σk andTk as follows.

1) Secure computation protocol forΣk: The first, we
present the detailed analysis of computingΣk and then we
give the protocol.

We recall that, each element ofΣk is computed by formula:

Σk(i, j) =
1
nk

(
∑

xp∈CA
k

(xp[i]− µ[i])(xp[j]− µ[j])

+
∑

xp∈CB
k

(xp[i]− µ[i])(xp[j]− µ[j])) (1)

Assume that with eachµ[i](i = 1, ..., n), there exist two
valuesµA[i] (belong Alice) andµB [i] (belong Bob), where



µA[i] + µB [i] = µ[i]. And existing two valuesrA
1 and rB

1

belong to Alice and Bob, respectively,rA
1 + rB

1 = 1
nk

. We
rewrite:

Σk(i, j) = (rA
1 + rB

1 )×

(UA
1 , UA

2 ,−UA
3 , −µA[j], −µA[i], 1)×




1

µB [j]

µB [i]

UB
3

UB
2

UB
1




Where,

UA
1 =

∑

xp∈CA
k

(xp[i]− µA[i])(xp[j]− µA[j]) + µA[i]µA[j],

UA
2 =−

∑

xp∈CA
k

(xp[i]− µA[i]),

UA
3 =−

∑

xp∈CA
k

(xp[j]− µA[j]),

UB
1 =

∑

xp∈CB
k

(xp[i]− µB [i])(xp[j]− µB [j]) + µB [i]µB [j],

UB
2 =−

∑

xp∈CB
k

(xp[i]− µB [i]),

UB
3 =−

∑

xp∈CB
k

(xp[j]− µB [j])

Denote:

V A = (UA
1 , UA

2 , −UA
3 , −µ[j]A, −µ[j]A, 1)

V B = (1, µ[j]B , µ[i]B , UB
3 , UB

2 , UB
1 )T

It should be noted thatV A can be computed by Alice alone
andV B can be computed by Bob alone. Therefore Alice and
Bob can compute the dot productV A • V B using the scalar
product protocol in [9], where Alice obtainsrA

2 without other
things and Bob obtainsrB

2 without other things, whererA
2 +

rB
2 = V A • V B .
The next, we rewrite:

Σk(i, j)=(rA
1 + rB

1 )(rA
2 + rB

2 )

=(rA
1 rA

2 , rA
1 , rA

2 , 1)×




1

rB
2

rB
1

rB
1 rB

2




= RA •RB

Where RA and RB are vectors(rA
1 rA

2 , rA
1 , rA

2 , 1) and
(1, rB

2 , rB
1 , rB

1 rB
2 )T respectively. Thus, using the scalar

protocol allow Alice and Bob to obtainΣk(i, j) without
revealing private information.

Therefor, computing Σk can be summarized in the
following protocol

Protocol 2 Secure computation forΣk

Input: Alice hasCA
k , Bob hasCB

k .
Output: Σk

1: Alice computesn valuesa1, ..., an and the valuea, where
aj =

∑
xi∈CA

k
xi[j] and a = |CA

k |. Analogously, Bob
computesn values b1, ..., bn and the valueb , where
bj =

∑
xi∈CB

k
xi[j] andb = |CB

k |.
2: Alice and Bob jointly compute eachaj+bj

a+b using the
Protocol 4. Alice obtainsµA[1], ..., µA[n] and Bob obtains
µB [1], ..., µB [n], whereµA[j] + µB [j] = aj+bj

a+b .
3: The next, Alice and Bob jointly compute 1

a+b using
Protocol 5. Alice and Bob obtainrA

1 andrB
1 , respectively,

whererA
1 + rB

1 = 1
a+b .

4: for all the pair (i, j) do
5: Alice presents the vectorV A, Bob present the vector

V B

6: Alice and Bob jointly compute the dot product ofV A

andV B . Alice obtainsrA
2 and Bob obtainsrB

2 , where
rA
2 + rB

2 = V A • V B .
7: Alice presents the vectorRA, Bob presents the vector

RB

8: Alice and Bob jointly compute the dot product ofRA

andRB , both parties obtainΣk(i, j) without revealing
private information.

9: end for

2) Secure computation protocol forTk: Assume the com-
putation of Σk has implemented at the iterationtth of the
algorithm, then at the iteration(t + 1)th if one party (assume
Alice) has a objectx = (x[1], ..., x[n]), want to predict the
cluster ofx. Alice can cooperate with Bob to computeTk as
follows.

Denote,

x̂=(x[1]− µ[1], ..., x[n]− µ[n])
=((x[1]− µ[1]A)− µ[1]B , ..., (x[n]− µ[n]A)− µ[n]B)

We have

Tk = x̂Σ−1
k x̂T + ln|Σk| (k = 1, ..., c)

Because both parties knowΣk, we can writêxΣ−1
k x̂T as the

dot product of two vectorsWA andWB . Where, computing
each value inWA is only requires the value of variablesx[i]−
µA[i] and Σk(i, j), so it can be calculated by Alice alone.
And computing each value inWB is only requires the value
of variablesµB [i] and Σk(i, j), so it can be calculated by
Bob alone. Therefor, using the scalar product protocol, Alice



obtainsXA without other things and Bob obtainsXB without
other things, whereXA + XB = WA •WB .

ComputingΣk can be summarized in the following protocol

Protocol 3 Secure computation forTk

Input: Alice hasx, µA andΣk. Bob hasµB andΣk

Output: Alice obtains Tk. Bob obtains noth-
ing

1: Alice presents vectorWA, Bob presentsWB

2: Alice and Bob jointly compute the dot product ofWA

andWB . Alice obtainsXA, Bob obtainsXB .
3: Bob sendsXB to Alice
4: Alice computesTk = XA + XB + ln|Σk|

3) Analysis of Privacy::We should note that Protocol 1
and Protocol 2 use the secure scalar product protocol and the
basic protocols Protocol 3 and Protocol 4, where there already
exist many scalar product protocols that are correct and secure
[6], [7], [9]. During the execution of this protocols, parties
participating in protocols are not able to learn anything other
than the final result. So, applying the composition theorem,
Protocol 2 and Protocol 3 will be secure if the basic protocols
are secure. In next section, we introduce basic protocols, and
prove that they are secure.

B. Basic Protocols

In this section, we propose protocols for Problem 1 and
Problem 2 based on the oblivious polynomial evaluation.
The problem of the oblivious polynomial evaluation was first
considered in [10]. As with oblivious transfer, this problem
involves a sender and a receiver. The senders input is a
polynomial Q of degreek over some finite fieldF and the
receivers input is an elementz ∈ F (the degreek of Q is
public). The protocol is such that the receiver obtainsQ(z)
without learning anything else about the polynomialQ, and
the sender learns nothing. An efficient solution to this problem
was presented in [11].

Protocol 4 The mean value computation
Input: Alice and Bob have(n, x) and (m, y), respectively
Output: Alice obtainsr1, Bob obtainsr2

1: Alice uniformly chooses an elementp from F and defines
the linear polynomialQ1(z) = pz + pn.

2: Alice and Bob engage in a private evaluation ofQ1, in
which Bob obtainsb1 = Q1(m) = pm + pn.

3: Bob chooses a random elementq ∈ F and defines the
linear polynomialQ2(z) = 1

pm+pnz − q
4: Alice and Bob engage in a private evaluation ofQ2, in

which Alice obtainsa1 = Q2(px) = x
n+m − q.

5: Alice chooses a random elementr ∈ F and defines the
linear polynomialQ3(z) = pz − r.

6: Alice and Bob engage in a private evaluation ofQ3, in
which Bob obtainsb2 = Q3( y

pn+pm ) = y
n+m − r

7: Alice computesr1 = a1+r = x
n+m−q+r, Bob computes

r2 = b2 + q = y
n+m − r + q. So, the respective outputs of

Alice and Bob arer1 andr2, giving us thatr1+r2 = x+y
n+m .

Proof of privacy: We are proving that, Protocol 4 constitutes
a private protocol for computing the mean value as stated in
Problem 1. The views of the two parties are

V IEW1(n, x)=(n, x, p, r,
x

n + m
− q)

V IEW2(m, y)=(m, y, pm + pn, q,
y

n + m
− r)

Because the elementsp, r are uniformly chosen fromF
(by Alice) and the elementq is uniformly chosen fromF (by
Bob), we can rewrite the views of the two parties as follows.

V IEW1(n, x)=(n, x,
x

n + m
− q)

V IEW2(m, y)=(m, y, pm + pn,
y

n + m
− r)

Let q′ and r′ be two random elements∈ F . Let S1 and
S2 be probabilistic polynomial-time algorithms that they are
defined as follows.

S1(n, x,
x

n + m
− q) = (n, x,

x

n + m
− q + q′)

S2(m, y,
y

n + m
− r) = (m, y,

r′

y − r(n + m)
n

+
r′

y − r(n + m)
m,

y

n + m
− r + r′)

It is straightforward thatS1 (resp.S2) andV IEW1 (resp.
V IEW2) are statistically indistinguishable. This concludes
proof.

Protocol 5 Inverse of sum computation
Input: Alice and Bob haven andm, respectively
Output: Alice and Bob obtainr1 andr2, respectively

1: Alice chooses a random elementr ∈ F and defines the
linear polynomialQ1(z) = rz + rn.

2: Alice and Bob engage in a private evaluation ofQ1, in
which Bob obtainsQ1(m) = rm + rn.

3: Bob chooses a random elementr1 ∈ F and defines the
linear polynomialQ2(z) = 1

rm+rnz − r1

4: Alice and Bob engage in a private evaluation ofQ2, in
which Alice obtainsr2 = Q2(r) = 1

n+m − r1.
5: The respective outputs of Alice and Bob are defined asr1

andr2, giving us thatr1 + r2 = 1
n+m .

Proof of privacy: Similar to Protocol 4, Protocol 5 constitutes
a private protocol for computing the inverse of sum as stated
in Problem 2.

we give a sketch of proof for Protocol 5 as below:
The views of the two parties are

V IEW1(n) = (n, r,
1

n + m
− r1) = (n,

1
n + m

− r1)



V IEW2(m) = (m, rm + rn, r1) = (m, rm + rn)

Let r′1 be an element uniformly chosen fromF . An adver-
sary cannot distinguish betweenV IEW1(n) and(n, 1

n+m −
r′1) with more than negligible probability. Letr′ and n′ be
elements uniformly chosen fromF , it is straightforward that
V IEW2(m) and (m, r′m + r′n′) are statistically indistin-
guishable. Therefore, privacy of party 1 with respect to party
2 follows.

IV. THE COMMUNICATION ANALYSIS

We give a analysis of the communication cost of the privacy
preserving EM-base clustering algorithm (Protocol 1) at one
iteration of the algorithm. The total cost is dependent on the
number of iterations required to converge, which is dependent
on the data. Assume that the communication cost of Protocol
1, Protocol 2, Protocol 3, Protocol 4 and Protocol 5 areP1,
P2, P3, P4 and P5 respectively. We should note that the
communication cost of the scalar product protocol isO(n) (see
in [9]), wheren is size of input vectors and the communication
cost of the oblivious polynomial evaluation protocol isO(k)
exponentiations [10] orO(k|F |) (see in [11]), wherek is
the degree of the input polynomial. In one iteration of the
algorithm, the communication occurs at steps 14, 18 and 21.
Then, its the communication cost isP1 = m ∗ P3 + C ∗ P2.

Protocol 3 is implemented by running one time the scalar
product protocol that the size of input vectors isn, thusP3 =
O(n) . Protocol 2 implemented by runningn times of Protocol
4 and one time of Protocol5 (at step 1). At step 2, it runs
n2 times of the scalar product protocol with the input size
be 6 andn2 times with the input size be4. Therefore,P2 =
n ∗P4 + P5 + n2 ∗ (O(1) + O(1)). Protocol 4 run three times
of oblivious polynomial evaluation protocol, with the degree 1
polynomials, soP4 = 3 ∗O(|F |). Similarly, P5 = 2 ∗O(|F |).
Finally, we haveP1 = m ∗ O(n) + 3 ∗ C ∗ n ∗ O(|F |) + 2 ∗
C ∗O(|F |)+2n2 ∗C ∗O(1)). In fact,C andn are small, thus
P1 ' O(n ∗m + C ∗ n ∗ |F |)).

V. EXTEND TO THE K-MEANS ALGORITHM

In a iteration of the k-means algorithm, to determine the
cluster of a object, the Euclidian distances between the object
and the cluster centers need be computed. Thus, to preserve
privacy for k-means clustering, the key step in this algorithm
is privacy preserving of the cluster means. At each iteration
of the algorithm, only means reveal to parties without other
things, this method has presented in [4]. However, the problem
is that revealing means might make privacy breaches, which
was analyzed in section 4. In order to overcome this problem,
we design a protocol, which allows each participating party
to compute the distances between its objects and the cluster
centers without revealing the cluster centers.

The distance (d) between the objectx and the center of
clusterk computed by the formula:

d = (x[1]− µk[1])2 + ... + (x[n]− µk[n])2

Assume thatµk[i] = µA
k [i] + µB

k [i], we rewrite

d = (x[1]− µA
k [1]− µB

k [1])2 + ... + (x[n]− µA
k [n]− µB

k [1])2

=
n∑

k=1

(x[i]− µA
k [1])2 − 2

n∑

k=1

(x[i]− µA
k [1])µB

k [i] +
n∑

k=1

(µB
k [i])2

We note that

n∑

k=1

(x[i]− µA
k [1])µB

k [i] =

(x[i]− µA
k [1], ..., x[n]− µA

k [n])×




µB
k [1]

.

.

.
µB

k [n]




= RA •RB

(2)

Therefor, the privacy preserving the Euclidian distance
protocol can be summarized as following

Two parties, Alice has CA
k and the vector x =

(x[1], ..., x[n]), Alice hasCB
k . Assume thatCk = CA

k ∪CB
k

is a cluster. Alice need to compute the distance betweenx and
the center of clusterk. the algorithm is implemented based on
four steps:

1: Alice and Bob jointly compute the means vector ofCk

using Protocol 4.
2: Alice presents vectorRA, Bob present vectorRB , such

as presented in(2)
3: Alice and Bob jointly compute the dot product ofRA

andRB using the scalar product. Alice obtainsXA, Bob
obtainsXB .

4: Bob computesY B = −2XB +
∑n

k=1(µ
B
k )2 and send it

to Alice
5: Alice computesd =

∑n
k=1(x[i]− µA

k [1])2 − 2XA + Y B

VI. CONCLUSION

In this paper, we have presented algorithm to the problems
of the privacy preserving EM-based clustering. Our algorithm
allows two parties to cooperatively conduct clustering on
their joint data sets without disclosing each party’s private
data to the other party. We have formulated two protocols
for privacy preserving computation of means and inverse of
sum, the proposed protocols are designed based on oblivious
polynomial evaluation and proved secrecy based on the formal
security model. The finally, we give the extension of the
proposed method to address the problem of privacy preserving
k-means clustering.
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