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Abstract—The aim of this work is to propose a privacy- and Vaidya proposed the secure multi-party computation of
preserving EM-based clustering algorithm for horizontally par-  k-means algorithm on vertically partitioned data in [35]. In
titioned data sets between two parties. To this end, we propose 3] the authors proposed the solution for privacy preserving
basic protocols based on oblivious polynomial evaluation and - . . -
prove the secrecy of protocols based on the semi-honest security_CIUSterlng on hor_lzontall_y partltlone_d data, where they primar-
model and the composition theorem. We have also given an ily focused on hierarchical clustering methods that can both
extension of the proposed method to address the problem of discover clusters of arbitrary shapes and deal with different
privacy preserving k-means clustering. data types. In [4], Kruger et al. proposed a privacy preserving,
distributed k-means protocol on horizontally partitioned data
that the key step is privacy preserving of cluster means. At

Data mining has emerged as a significant technology feach iteration of the algorithm, only means reveal to parties
gaining knowledge from vast quantities of data [1]. Datwithout other things. But, revealing means might allow parties
mining technology allows us to analyze personal data or ao learn some extra information of each other (this problem
ganizational data, such as customer records, criminal recon#l| be analyzed in sectiod).
medical history, credit records, etc. However, analyzing suchEM is an important cluster technique. To our knowledge,
data create threats to privacy and thus, might prevent datare is so far only one secure method for the expectation
mining works. The challenge then is whether we can obtainaximization (EM) mixture model from horizontally distrib-
results of mining while still preserve the data secrecy. Privacyed sources [3]. The basic idea of this method is that in each
preserving data mining techniques have been proposeditération, each party creates a local model from its data points
address this type of problem [6], [7], [25], [33], [34]. and global information from the previous iteration, each party

In general, there are mainly two kinds of privacy presensecurely merge its model with others to generate the global
ing data mining methods: the randomization methods amibdel. This provides sufficient information to compute the
the cryptographic methods. The former methods randomigkbal information needed for the next iteration. Once this
original data or add noise into original data, so the min@rocess converges, each party can determine the cluster for
cannot see the original data [18], [19], [26]. In the miningts objects. The limitation of this method is that it requires at
process, the miner has to reconstruct approximate distributieast three participating parties. Because the global model is a
of the original data set from random values [21], [22]. Theum of local models, in case with only two parties, each party
latter methods fall under the theoretical framework of secuceuld compute other party’s local model by subtracting its the
multiparty computation [16], [17]. These techniques allow twimcal model from the global model.
or many parties to cooperate for computation works on theirThe objective of our work here is to develop a privacy
joint data sets without disclosing each party’s private dapaeserving algorithm for EM-based clustering for horizon-
to other parties [6], [5], [13], [15]. Cryptographic methodsally partitioned data on two parties. Moreover, the proposed
have also been applied to various data mining work suahethod can be extended to design the algorithm of the pri-
as association rules mining [7], classification [14], clusteringacy preserving k-means clustering for horizontally partitioned
[15], etc. The problem that we describe in this paper are spediata on two parties. Unlike the privacy preserving k-means
cases of the secure multiparty computation problem. algorithm developed in [4], our algorithm does not reveal

Clustering is one of the most important techniques of daistermediate candidate cluster centers. Thus, parties can not
mining. The task is to group similar objects in a given data sketarn extra information of the others.
into clusters with the goal of minimizing an objective function The problem presented in this paper also related to the
[1], [2]. Clustering is widely used in many applications such agork of Du and Han [5]. Du and Han presented privacy
customer behaviour analysis, targeted marketing, and othgneserving multivariate classification protocols based on the
Privacy preserving clustering problems have also been studigdtrix transformation technique, where the core is to compute
by various authors. In [36] and [37], the authors focused dhe covariance matrix with privacy preservation. However, this
different transformation techniques that enable the data ownesrk is to solve for the vertically partitioned data situation
to share the data with another party who will cluster it. Cliftomn two party. As pointed out in this paper, we considers

I. INTRODUCTION



privacy preserving clustering in horizontally partitioned datihe EM algorithm ([2], section2.1)
sets. Moreover, Du and Han’s method is based on a heuristig initialize all 1, randomly

security model that it has never been proved. Our method ig. initialize all ) to be unit matrices
based on the cryptographic techniques and the security modgl set¢ = 1

with sound proofs.. 4: while In : C,,(t) # C,(t — 1) do

The rest of this paper is organized as follows. Next, ins.  for all z; do
section 2, we briefly discuss related background, such as thg computeT; (j = 1, .., C) and findk = argmin; T;
EM algorithm and the security model. Section 3, we present. assignz; to the clusterC),

the privacy preserving EM-based clustering algorithm in horg.  end for

izontally model on two parties and related protocols. Section:  updatey;, and 3y,

4, using the standard method of evaluating the protocols ip: ¢=1¢+1

PPDM such as in [5], [6], [27], etc. we provide an analysisi: end while

and the estimation method of communication cost to prove o \vell known and often used simplification of this tech-

(evaluate) the validity of our proposed methods. After thali, e is to assume spherically shaped clusters, which reduces

section 5 gives an gxtensmn of the proposed method 'FO addrﬁ'%scovariance matrices to unit matrices and leads to the well
the problem of privacy preserving k-means clustering, ang . n k-means algorithm

finally, section 6 concludes our work.

Il. BACKGROUND B. The security model

A. EM algorithm The privacy preservqtion of the proppsed protocols based
. . . . the semi-honest security model. In this model, each party
In thls. paper we consujer EM-_base(_j clustering t_emn'qLﬁt‘fzﬁrticipc’:\ting in the protocol have to follow the rules using its
that a brief overview of this technique is presented in [2]. -, et input, and it can not use what it sees during execution
Let D be a data set _that hasn objects {x1, of the protocol to compromise the security. This model is
-, Tm} described byn attrlputes. We denoter; = oqq0nable to many real situation because the parties who
(5[l], @i[2], ..., z;[n]) the attribute vector ofc;. ASSUMe \ont 14 mine data for their mutual benefit will follow the
that there exisC classes in the data sét, each follows some protocol to get correct results. The definition of secure two
Gaussian distribution. The parameters of the classclude o computation in the semi-honest model is stated in [16].
{Hge, B, mr}, in which gy = (pk[1], ..., plnl) is the center gagicayy the definition states that a computation is secure if
of the Gaussian distributiory,; is the covariance matrix of the view of each party during the execution of the protocol

the distribution andr, is the probability of the clasg. The can be effectively simulated by the input and the output of
log likelihood function to be maximized is then given by: the party.

c
d 1
Lk, Sy milzi) = > Y (logmi — log2m — Slog|Zk|  Definition 1 Let = andy be inputs of the two parties and
k=1;€C) fi(z,y), fo(x,y) be the desired functionality, i.e., the first
1
(g 7ui)TE;1(xi — ) party wants to computef;(z,y) and the second wants to

2 computefs(x,y). Let IT be a two-party protocol to compute
where C}, is the set of points belonging to the claks f. The view of the first party after having participated in
Denote protocol Il (denoted bW TEW (., y) is (z, r, my, ..., m¢),
T, = fiTEIZl‘fi +In| S| wherer are the random bits generated by party 1 and
A oo ..., my is the sequence of messages received by party 1, while
wherez; = (@i[1] = pg[1], oy @i[n] —px[n])”, &7 IS the  paricipating in protocoll. The view VIEWL(z,y) for the
transpose off; and Xy, is the covariance matrix of’y. Each - gecond party is defined in an analogous manner. We sagithat
element of3), is computed by the formula: privately computesf if there exists probabilistic polynomial-
(i, ) = nik Z (1] — i) (2o L] — i) time algorithms, denoted by; andS; such that
Zp €D {S1(l’,f1($,y))}x,y é {VIEWP(x7y)}$~,?J
The EM algorithm use an iterative procedure where fihe c
step classifies the data points according to: {Sa(x, fo(2,y))ary = {VIEWS (2,9)}ay
_ . In the equation given above denotes statistically indistin-

7 € Oy = k= argmin; (T;) guishable. Detailed definitions of these concepts can be found
and the M-step updates the parametgrsand Xj. in [16]. In this paper, we also use the Composition Theorem
The EM-based clustering algorithm is summarized der the semi-honest model that its discussion and the proof

follows can be found in [16].

Theorem 1:(The Composition Theorem) Suppose that g
is privately reducible to f and that there exists a protocol
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for privately computing f. Then there exists a protocol fon4: Two parties jointly compute all’; using Protocol 2.
privately computing g. Alice obtains allT;. Bob obtains nothing.

15: Alice selectsk = argmin,; T,; and assign:; to C
I1l. PRIVACY PRESERVINGEM-BASED CLUSTERING 16 end for gming L g k

Assume that the data sét is horizontally partitioned into 17.  for all z; € DB do

two parties Alice and Bob. Alice (party 1) has the datalRét g Two parties jointly compute all’; using Protocol 3.
including object{zy, ..., z, }, and Bob (party 2) has the data Bob obtains allT}. Alice obtains nothing.
set DP including objects{z,, 11, ..., T,»}. We denoteC{* 1o Bob selectst = argmin; T; and assign:; to Cy,

andCP the set objects belonging to clas$or Alice and Bob, 0.  end for
respectively. Assume that Alice and Bob want to cluster thg. Two parties joint|y compute alkb,, using Protocol 2.
joint data set without revealing any things except for the final Both parties obtain alt,,
cluster centers. So, each party could learn the cluster to whighf ¢ =41
each of their data objects belongs, but they learn nothing elsg. end while
We are assuming that clustering on the the joint data set of )
the two parties is more desirable than clustering on the tflo The secure computation protocol f6; and X,
data sets individually. In order, to create a privacy-preserving version Xf

As already pointed out in sectidh for clustering the goal and T},. we first need to address two problems that can be
of the algorithm is to computé},. To obtainT}, each party formally defined as follows:
need to know the covariance matrkx, and the vector of
meansyy, in each iteration step of the algorithm. ThereforProblem 1 (The mean computation) party 1 has a fairz),
a way for preserving privacy in clustering is that, we buildvherez is a real number and is a positive integer. Similarly,
privacy preserving protocols for the covariance matrix anghrty 2 has paifm,y). They want to jointly computejfj—gl
means computation. However, we should note that disclositigat party 1 obtains the random valug without other infor-
Y, to each party does not make privacy breaches [13hation, party 2 obtaing, without other information, where
but disclosing means might allow parties to learn somg + ry = ::g} . In other words, we need to design a secure
information of each other. For example, each party can guessnputation protocol for the following functionality:
the upper bound and lower bound values of an attribute
of other party. Moreover, at early iteration steps of the ((n,z),(m,y)) — (ri,re)|r1 + 72 =
clustering algorithm, means are computed from only one or n+m
a few original values of parties, thus each party might gueBgsoblem 2 (The inverse of sum computation) party 1 has a
original values of other parties based on means. To overcopgsitive integern. Party 2 has a positive integen. They
the limitation of this way, we need to have protocols thawant to jointly compute.— that party 1 and party 2 obtain
allow parties to obtainZ}, and X, without revealing any the random values; and r;, respectively without other
other information. we assume that there has existed Prototgbrmation, wherer; 4, = ——. In other words, we need
2 and Protocol 3 for the secure computationZgf and X3;,, to design a secure computation protocol for the following
respectively (Designing these protocols is presented in thectionality:
next section). We present the privacy preserving EM-based

r+y

; . 1
clustering algorithm as follows. (n,m) — (r1,72)|r1 + 72 =
n+m
Protocol 1 Privacy preserving EM-based clustering The Protocol 4 and Protocol 5 for Problem 1 and Problem

|nput: Alice and Bob have SetE)A andDB, respective|y 2, reSpeCtiver, were presented in the next section. USing
Output: Each party knows the cluster of itsthese protocols, we can build protocols to securely compute

objects 3, and Ty, as follows.

=

. Alice randomly initializes all;, and send them to Bob . )
1) Secure computation protocol foE,: The first, we

2: Both parties initialize all;, to be unit matrices ] .

3: for all z; € DA do p_resent the detailed analysis of computiRg and then we
4:  Alice computes alll; and seleck = argmin; T; give the protocol. _

5. Alice assignsz; to the clusterC;, We recall that, each element Bf; is computed by formula:
6: end for . 1 . . . .

7- for all x; € DB do Ek("a]) - nik( ZA(xP[Z] - N[Z])(xp[]] - lu'[]])

8: Bob computes all’; and select: = argmin; T wp €L

9: Bob assigns; to the clusterCy, + Z (xplt] — pli])(xpld] — nld)) (1)
10: end for z,€CP

11: sett =1

12: while 3n : C(t) # Cp(t — 1) do Assume that with each[i](i = 1, ..., n), there exist two

.
w

for all z; € D4 do values i) (belong Alice) andu?]i] (belong Bob), where



pAli) + pPli) = wpli]. And existing two values! and r£ Where R4 and RE are vectors(ri'r3', r{, r4, 1) and
belo!’lg to Alice and Bob, respectively;! + rP = nik We (1, »8, rP, rlBr?B)T respectively. Thu_s, using th_e scalar
rewrite: protocol allow Alice and Bob to obtairk (¢, ) without
revealing private information.

Therefor, computing¥; can be summarized in the

N _ A, B
X6, 4) = (r{ +r7) X following protocol

1
Bj] Protocol 2 Secure computation fac;
e Input: Alice hasCj!, Bob hasCP.
MB[i] Output: >
: . : Alice computesy valuesay, ..., a,, and the value;, where
(UA7 UA7_UA5 _,U/A[JL _MA[ZL 1) X ! . ’ o ’
R up a; = Y,.ecpwili] anda = |Cf|. Analogously, Bob
computesn valuesby, ..., b, and the valueb , where
UpB bj =3 4,ccp wili] andb = |C{].
2: Alice and Bob jointly compute eacﬁ%gj using the
ot Protocol 4. Alice obtaing*[1], ..., u*[n] and Bob obtains
3 . b
Where, B, ..., i [n], wherepA[j] + pPj] = 55,
3: The next, Alice and Bob jointly computeaﬁ using
) ) ) ) ) ) Protocol 5. Alice and Bob obtain* andrf, respectively,
U= (@il = i) (5] — 1)) + (il ), wherer{ + 1P = L. '
zp €0 4: for all the pair ¢, j) do
UQAZ_ Z (zp[i] — ,uA [i]), 5:  Alice presents the vector“, Bob present the vector
B
z,€CA 14
" * ) At 6: Alice and Bob jointly compute the dot product &4
Us=— Z (@plg] = 17 [j]); and VB, Alice obtainsrs' and Bob obtains¥, where
xpeC;:‘ 7‘5‘ + ’I“QB — VA e VB,
UB= Z (zp[i] — ub [i]) (zp[4] — uP5)) + uP i uPli), 7. Alice presents the vectaR“, Bob presents the vector
RB
z,eC
B - _ Br. 8: Alice and Bob jointly compute the dot product &
Uy'=— Z (@p[i] = p7[d]), and RE, both parties obtairt; (i, j) without revealing
zp€CP private information.
U= 3" (ali] = u®[i) o end for
JLPECE
Denote 2) Secure computation protocol faf.: Assume the com-
putation of ¥, has implemented at the iteratiaf® of the
vA = (UP, U, U, —uli)t, —uli)t, 1) algorithm, then at the iteratioft + 1)*" if one party (assume
VB = (@, ulf]B, uli®, UB,UE, UE)T Alice) has a objectr = (z[1], ..., z[n]), want to predict the

_ cluster ofz. Alice can cooperate with Bob to compufé as
It should be noted that’# can be computed by Alice alonefgjiows.

andV? can be computed by Bob alone. Therefore Alice and penote,
Bob can compute the dot produtt* e VE using the scalar A
product protocol in [9], where Alice obtains' without other ~ #=(z[1] — p[1],
things and Bob obtainsy’ without other things, where;' + =((=[1] — p[1J?) = p[1)3, ..., (z[n] — p[n]?) — un)?)
B=vVA4eVPE,
D) [ ]
The next, we rewrite:

We have
Sk(iy )= +r7)(rs +13) Ty, = @557 +in|S| (=1, .., ©)
1
Because both parties knay,, we can write?cE,;l:%T as the
rk dot product of two vector§V4 and W 5. Where, computing
—(r 2, A A 1) X — RAeRB each value if¥“ is only requires the value of variableg] —
R B | Ali] and Sy (i, j it can be calculated by Alice al
r! wi] an /?(’L,j), so it can be calculated by Alice alone.
And computing each value i/ 2 is only requires the value
rBrB of variables;?[i] and ¥, (4,5), so it can be calculated by

Bob alone. Therefor, using the scalar product protocol, Alice



obtainsX# without other things and Bob obtaids” without Proof of privacy: We are proving that, Protocol 4 constitutes
other things, whereX4 + X5 = W4 e W5, a private protocol for computing the mean value as stated in
ComputingX;, can be summarized in the following protocolProblem 1. The views of the two parties are

Protocol 3 Secure computation fdrfy,
Input: Alice hasz, u4 and . Bob hasu? and 3,
Output:  Alice obtains T,. Bob obtains noth-

VIEWl(n7 ZE):(TL, z, p, T, (J)

n+m_

VIEWQ(m7 y):(m7 Y, pm +pnaq> - T)

ing n—+m
1: Alice presents vectol 4, Bob present$V ?
2: Alice and Bob jointly compute the dot product &F Because the elements r are uniformly chosen fron¥'
and W B. Alice obtainsX#, Bob obtainsX 5. (by Alice) and the element is uniformly chosen fron¥' (by
3: Bob sendsX® to Alice Bob), we can rewrite the views of the two parties as follows.

4: Alice computesTy, = X4 + X B 4 In|Z;|

. | VIEW:(n, 2)=(n, 5, —— —q)
3) Analysis of Privacy::We should note that Protocol 1 n-+m
and Protocol 2 use the secure scalar product protocol and the v 1 EW, (m, y)=(m, y, pm + pn, _Yy r)
basic protocols Protocol 3 and Protocol 4, where there already n+m

exist many scalar product protocols that are correct and secure
[6], [7], [9]. During the execution of this protocols, parties L€t ¢’ andr’ be two random elements F'. Let S, and
participating in protocols are not able to learn anything othér P& probabilistic polynomial-time algorithms that they are
than the final result. So, applying the composition theorer€fined as follows.

Protocol 2 and Protocol 3 will be secure if the basic protocols

are secure. In next section, we introduce basic protocols, and Si(n, =, r q) = (n, r g+q)

prove that they are secure. n+m

B. Basic Protocols

In this section, we propose protocols for Problem 1 and  S2(m, v, -r)=(m, y, —————n
L . . n+m y—r(n+m)
Problem 2 based on the oblivious polynomial evaluation. ,
The problem of the oblivious polynomial evaluation was first + " m, y __, +7")
considered in [10]. As with oblivious transfer, this problem y—r(n+m) " ntm

involves a sender and a receiver. The senders input is a | )
polynomial Q of degreek over some finite field® and the It iS straightforward thats, (resp.S;) and VIEW, (resp.

receivers input is an element € F (the degreek of Q is VIEW,) are statistically indistinguishable. This concludes

public). The protocol is such that the receiver obtaip) Pro°F
without learning anything else about the polynomial and
the sender learns nothing. An efficient solution to this proble
was presented in [11].

Ryotocol 5 Inverse of sum computation
Input: Alice and Bob have: andm, respectively
Output: Alice and Bob obtain-, andr,, respectively

Protocol 4 The mean value computation 1: Alice chooses a random elementc F' and defines the
Input: Alice and Bob haven, z) and(m, y), respectively linear polynomialQ:(z) = rz + rn.
Output: Alice obtainsr;, Bob obtaing-, 2: Alice and Bob engage in a private evaluation®@f, in
1: Alice uniformly chooses an elemeptfrom F and defines which Bob obtaing):(m) = rm + rn. _
the linear polynomiat); (z) = pz + pn. 3: Bob chooses a random element € F' and defines the
2: Alice and Bob engage in a private evaluation @f, in linear polynomialQs(2) = —tomz — 71
which Bob obtaing, = Q1 (m) = pm + pn. 4: Alice and Bob engage in a private evaluation @3, in
3: Bob chooses a random elementc F and defines the ~ Which Alice obtainsr, = Q2(r) = 7 — .
linear polynomialQ,(z) = i z—q 5: The respective outputs of Alice and Bob are defined;as
: . pm+pn . : .
4: Alice and Bob engage in a private evaluation@$, in andry, giving us thatr; +r; = ——.

which Alice obtainsa; = Q2(pz) = 5 — ¢.
5: Alice chooses a random elementc F' and defines the Proof of privacy: Similar to Protocol 4, Protocol 5 constitutes
linear polynomial@s(z) = pz — r. a private protocol for computing the inverse of sum as stated
6: Alice and Bob engage in a private evaluation@f, in in Problem 2.

which Bob obtaing, = Q3(5255) = vy — 7 we give a sketch of proof for Protocol 5 as below:

7: Alice computes; = a;+r = —*——q+r, Bob computes  The views of the two parties are

n+m
r2 = by +q = - —r+q. So, the respective outputs of 1 1
Alice and Bob are; andrs, giving us thatr +r, = £ VIEWA(n) = (n, 7, ——— —r1) = (0, = —71)



VIEW3(m) = (m,rm +rn,r1) = (m,rm + rn)

Let 7} be an element uniformly chosen from An adver-  d = (z[1] — p[1] — p2[1])% + ... + (z[n] — pt[n] — pB[1))?
sary cannot distinguish betwe&n EW;(n) and (n, njm n
r%) with more than negligible probability. Let' andn/ be = Y _(x[i] — ut[1])* = 2> («li] — it WDk i + > (ue[i])
elements uniformly chosen frorf, it is straightforward that k=1 k=1
VIEW5(m) and (m, r'm + r'n’) are statistically indistin-  \we note that
guishable. Therefore, privacy of party 1 with respect to party

— n

2 follows. "
. A B _
IV. THE COMMUNICATION ANALYSIS Z(x[z] = pi (D[] =
k=1
We give a analysis of the communication cost of the privacy B[]
preserving EM-base clustering algorithm (Protocol 1) at one Hie
iteration of the algorithm. The total cost is dependent on the
number of iterations required to converge, which is dependefit[i] — pi (1], ..., @[n] — ui[n]) x ' = R e RP
on the data. Assume that the communication cost of Protocol '
1, Protocol 2, Protocol 3, Protocol 4 and Protocol 5 &e MB.[?”L]
k

P, P3, P, and P; respectively. We should note that the
communication cost of the scalar product protoc@){s:) (see
in [9]), wheren is size of input vectors and the communication

cost of the oblivious polynomial evaluation protocol(§k) Therefor, the privacy preserving the Euclidian distance
exponentiations [10] olO(k|F|) (see in [11]), wherek is protocol can be summarized as following

the degree of the input polynomial. In one iteration of the Tywo parties, Alice has C’;;‘ and the vectorz =
algorithm, the communication occurs at steps 14, 18 and 2¥1], ..., z[n]), Alice hasCP. Assume thaCy, = C{* UCP
Then, its the communication costf§ =m = P; +C * P». s a cluster. Alice need to compute the distance betweand

Protocol 3 is implemented by running one time the scal@ie center of clustek. the algorithm is implemented based on
product protocol that the size of input vectorsiisthus Ps = four steps:

O(n) . Protocol 2 implemented by runningtimes of Protocol
4 and one time of Protocdl (at step 1). At step 2, it runs
n? times of the scalar product protocol with the input size
be 6 andn? times with the input size be. Therefore,P, = as presented if2)

n* Py+ Ps+n? % (0(1) + O(1)). Protocol 4 run three times 3: Alice and Bob jointly compute the dot product dt4
of oblivious polynomial evaluation protocol, with the degree 1 4 RP using the scalar product. Alice obtaid&?, Bob
polynomials, saP; = 3 O(|F|). Similarly, P; = 2+ O(|F]). obtains X B ’
Finally, we havePy = m x O(n) + 3« CxnxO(|F|) + 2%, op computesy® = —2X% + 5" (452 and send it
C+O(|F|) +2n%xCx0(1)). In fact, C andn are small, thus to Alice -

Pr=O(n+m+Cxnx|F|)). 5: Alice computesd = >"}_ (2[i] — pi[1])? — 2XA + Y5
V. EXTEND TO THE K-MEANS ALGORITHM

In a iteration of the k-means algorithm, to determine the n this paber. we have presented algorithm to the problems
cluster of a object, the Euclidian distances between the obj% { o ri\?acp 'reservin EM—based clasterin our aﬁ) orithm
and the cluster centers need be computed. Thus, to preser?g1 P Y pré 9 i 9. 9

ows two parties to cooperatively conduct clustering on

. - . . . |
privacy for k-means clustering, the key step in this algorlthr% eir joint data sets without disclosing each party’'s private

is privacy preserving of the cluster means. At each iteratit%
of the algorithm, only means reveal to parties without oth Iata fo the other party. We have formulated o protocols

things, this method has presented in [4]. However, the probleﬁ{ privacy preserving computation of means and inverse of

s tna revealng means might make prvacy breaches, unE™ e rOROSed prolocols s desined ased o oo
was analyzed in section 4. In order to overcome this probler% b ind p ) y )
gcunty model. The finally, we give the extension of the
r

)

1: Alice and Bob jointly compute the means vector @f
using Protocol 4.
2: Alice presents vectoR“, Bob present vectoR”, such

VI. CONCLUSION

we design a protocol, which allows each participating par . :
to compute the distances between its objects and the clu eorposed method to address the problem of privacy preserving

centers without revealing the cluster centers. means clustering.
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