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Typical uses of watermarks include copyright protection and disabling unauthorized 
access to content. Especially, copyright protection watermarks embed some information 
in the data to identify the copyright holder or content provider, while receiver-identifying 
watermarking, commonly referred to as fingerprinting, embeds information to identify 
the receiver of that copy of the content. Thus, if an unauthorized copy of the content is 
recovered, extracting the fingerprint will show who the initial receiver was [1][2]. In this 
paper we generalize our previous work [3] of a video fingerprinting system to identify the 
source of illegal copies. This includes a logo embedding technique, generalization of the 
distribution system and detailed investigation of the robustness against collusion attacks. 

In our method, ECC is integrated into the watermarking system proposed in [4]. 
ECC based on convolutional codes are easy to implement and fast to encode and 
decode, so we use this type of code to correct errors in the logo which are introduced 
by attacks, compression and fingerprinting. The resulting system is evaluated under 
our fingerprinting channel with collusion attacks and MPEG compression. In our 
experiment, a 3-level temporal wavelet transform was performed on 112 frames of 
video, resulting in 8 types of frames (LLL, LLH, LHL, LHH, HLL, HLH, HHL, HHH 
 

Table 1. Symbols used in our system with examples 
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where L and H stand for low and high frequency respectively). In the experiment, the 
14 sequential frames from the LLH (low-low-high) frames were selected because it 
was found to have the minimum errors. The channel equivalent to the fingerprinting 
system was found to be a random error channel therefore we have reliable decoding 
using ordinary error correcting codes. This fact will give us better visibility for the 
extracted logo. Table 1 shows the generalized decision method of embedding areas in 
video content. 

A powerful attack against digital fingerprinting is the collusion attack. The results 
of our experiment show that the algorithm has some built-in resilience to collusion 
attacks, since the algorithm uses a long, uniformly distributed random number as 
fingerprinting information.  

A powerful collusion attack is the maximum-minimum collusion attack proposed 
by Stone [5]. The attacked video is created by taking the average of the maximum and 
minimum values across the components of the fingerprinted video. The new zero 
correlation attack [6] is a modification method from Stone’s collusion attack. This 
attack selects a fingerprinted video from a number of available fingerprinted videos. 
In this attack, some fingerprinting information is destroyed. However, we know that 
user1, user3, user4 and user7 were colluding (see Fig. 1).  
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Fig. 1. Tracing illegal users under zero correlation attack  

We also considered the averaging collusion attack of Cox, et al. [7] and the nega-
tive correlation collusion attack which drives the correlation coefficients to a negative 
value [5], and obtained similar good results. We have presented an approach for trac-
ing illegal users in content distribution networks using video fingerprinting imple-
mentation. The video embedding method is robust to various attacks because of the 
use of the temporal wavelet transform. We improved the robustness of the tree num-
ber logo by using ECC, which permits support of a large number of users.  
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