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Abstract

In our previous study, we have presented an approach
for a video fingerprinting system [1]. Recently, we have
proposed some methods for generalization and consid-
ered tree specific and endbuyer specific problem under
collusion attacks [2][3]. In this paper, we use a visual
cryptography scheme to minimize deterioration of tree-
specific problem in our previous work. This approach is
able to detect distinctly the logo image of our previous
content distribution system even if the video content
has been distorted by collusion attacks.

1. INTRODUCTION

In our previous work [1-3], we concentrated on trac-
ing illegal users in DRM systems for digital video distri-
bution. Typical uses of watermarks include copyright
protection and disabling unauthorized access to con-
tent. Copyright protection watermarks embed infor-
mation in the data to identify the copyright holder or
content provider. Receiver-identifying watermarking,
commonly referred to as fingerprinting, embeds infor-
mation to identify the receiver of that copy of the con-
tent. Thus, if an unauthorized copy of the content is
recovered, extracting the fingerprint will show who the
initial receiver was [4].

In this paper, we use visual cryptography to min-
imize deterioration of the extracted logo image (tree
number) observed in our previous works and describe
the revised summary of our previous works. While
there can be no doubt that the logo extraction per-
formance will be improve using visual cryptography
scheme, there is some question as to the case when col-
luders belong to more than one tree. In [5] the authors
propose an extended visual cryptography scheme, this
method will be, in fact, the key to solve the problem in
our opinion.

Visual cryptography [6] applies human vision visual
model to protect the secret message, which can be text

or an image. It represents the secret message by sev-
eral di!erent binary images called shares. It is hard to
perceive any clues about a secret image from individual
shares. However, when parts of all of these shares are
aligned and stacked together the secret message will be
revealed [7].

This paper is outlined as follows. In Section 2 we
give a review of visual cryptography briefly and other
considerations. Section 3 presents simulation results.
Finally, Section 4 gives the conclusion.

2. PROPOSED METHOD

2.1. Summary of previous work

Content is distributed along a specified tree, with
the seller (producer) as the root, and the buyers as the
internal nodes or leaves (Fig. 1). Because there are a
limited number of buyer areas available in each tree, we
have proposed to build sub-trees, where each subtree
is watermarked with a distinctive logo. In our scheme,
we will use logos which are bit-mapped images of the
tree number.

Definition 1. Let ! ∈ Z+ be the unique ID for
seller S, let k be the random number obtained from
the seed ID !, where k is a vector of floating point
numbers from -1 to 1 of dimension h × v (the video
frame size).

Definition 2. Let " ∈ Z+ be the unique ID for
buyer B, let p be the random permutation vector with
the seed ", of dimension h× v (as a video frame size).

In Fig. 1, the buyer (Bj) transmits number p to
the seller (Si). The seller generates fingerprinting in-
formation Ij = p(k). Si selling to Bj inserts Ij and
Ia, Ib, ... into buyerj area, where Ia, Ib, ... is the fin-
gerprinting information for the parents of Bj in the
tree. Note that because the video is passed hierar-
chically through the tree, fingerprinting information in
areas a, b, ... is already present. There exists a unique
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Figure 1: Content Distribution Tree and Fingerprinting
Embedding Step (when node-S2 and node-B6 engage
in a transaction). Pay attention number of tree was
omitted in the text. If we have Nsub sub–trees (with
Nsub logos) and Nuser users per subtree, then we can
support Nsub × Nuser users.

Table 1: Fingerprinting information of user3 video, ex-
ample in Fig. 1 (B:buyer area, F:fingerprinting informa-
tion)

B 1 2 3 4 5 6 7
F I1 I1, I4

B 8 9 10 11 12 13 14
F I1, I4, I9

path between the root and user, which can be extracted
to distinguish between the paths. For example, when
node-S0 and node-B1 engage in a transaction, finger-
printing information (I1)—generated by the buyer and
seller exchanging keys—is inserted into buyer1 area of
the transmitted video. When node-S1 and node-B4

engage in a transaction, fingerprinting information (I1

and I4) are inserted into buyer4 area of the transmitted
video. When node-S4 and node-B9 engage in a trans-
action, fingerprinting information (I1, I4 and I9) are
inserted into buyer9 area of the transmitted video.

Therefore, whenever a seller distributes content to
a buyer, di!erent fingerprinting information is inserted.
The fingerprinting information in user3’s video is pre-
sented in Table 1.

Please refer to [1-3] for an additional discussion of
our fingerprinting scheme.

Movie producer 

tree 1 tree 31 tree 100 ... ... ... 

Extended visual 
cryptography scheme 

(see [5]) 

Assumption: 
Collusion attack 

visual cryptography 
scheme (see [6]) 

Secret 
information 

Logo embedding ECC 

Embed fingerprinting information 

Embed endbuyer information 

Content 
distribution 

tree 

1 

2 

3 

Original movie 

Distribution route 

Distinctive logo image 

Considered points in this paper 

Fingerprinting embedding step 

Endbuyer specific step 

Fingerprinted video 

Figure 2: Block diagram for fingerprinting system (em-
bedding)

2.2. Specifying the subtree number

In this paper, we have added a visual cryptography
scheme described in sub-section 2.3 (see also [5-9]) as
the first part of the total fingerprinting system. Cer-
tainly the stacked image by two shares will result in a
noise-like visual appearance, but the decoded image is
still visible.

The embedding part falls into three steps which
are tree logo embedding part using visual cryptography
(which we call considered points in this paper), finger-
printing embedding step and endbuyer specific step (see
Fig. 2). The logo embedding part is integrated into our
previous watermarking system proposed in [10]. In par-
ticular, we may summarize the collusion attack ques-
tion briefly based on the method [5](see Fig. 4).

In our main system (video fingerprinting), collusion
attacks such as averaging, maximum minimum, nega-
tive correlation and zero correlation collusion attacks
are very powerful. Within the limits of a collusion
attack on a single subtree, the attacked logo can be
extracted. But if the collusion attack spans more than
one subtree, distinctive logos are superimposed making
it di"cult to identify the subtrees of the colluding users.
The technique proposed by Ateniese et al. [5] will be,
in fact, the key to solve this problem. Fig. 4 indicates
that an image of tree number as innocent looking im-
ages can be used in our content distribution system.

The detecting part falls into four steps which are
tree check step using visual cryptography, fingerprint-
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tecting)

ing extracting step, tracing illegal user step and end-
buyer check step (see Fig.3).

2.3. Considering Visual Cryptography

This scheme has already discussed fully during the
last ten years [5-9], and need only briefly review it here.
The basic model can be extended into a visual variant
of the k out of n secret sharing problem. Given a writ-
ten message, we would like to generate n transparen-
cies so that the original message is visible if any k (or
more) of them are stacked together, but totally invisi-
ble if fewer than k transparencies are stacked together.
In the simplest 2-out-of-2 visual threshold problem, a
pixel of the secret image is expanded to form two 2× 2
blocks S1 and S2, which contain one half black and one
half white pixels.

If a pixel is black, two of four subpixels in Share 1
are randomly chosen to represent black and the other
two represent white; while the corresponding two of
four subpixels in Share 2 represent white and the other
two represent black. Hence, the authors obtain four
black subpixels by stacking Share 1 and Share 2. On
the other hand, if a pixel is white, two of four subpixels
in Share 1 are randomly chosen to represent black and
the other two represent white and Share 2 is the same
as Share 1. Hence, the authors observe two white sub-
pixels and two black subpixels by stacking two shares.
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Figure 4: Considered tree number question based on
EVCS [5]

It is worthwhile to note that the “stack” operation is
the same as the visual OR operation [9].

We mention some points of an extended visual cryp-
tography scheme [9]. In implementing visual cryptogra-
phy schemes it would be useful to conceal the existence
of the secret message, namely, the shares given to par-
ticipants in the scheme should not look as a random
bunch of pixels, but they should be innocent looking
images (an house, a dog, a tree, ...). We would like
to share the picture C in such a way that the share of
participant 1 is the picture A the share of participant
2 is the picture B, and the share of participant 3 is the
picture C. This shares distribution have the property
that when participants 1 and 2,or participants 1 and
3, or participants 2 and 3, or participants 1, 2, and 3
stack together their transparencies they get the secret
image S.

In our fingerprinting system, specially, the innocent
looking images will be as the image of tree number is
shown in Fig. 4. Thus, extended visual cryptography
can be used to solve the problem of superimposed im-
ages which was described in sub-section 2.2.

3. SIMULATION RESULTS

To evaluate the proposed system we have used the
video sequence “universal-studio” with a frame size of
240× 360 pixels and a total of 112 frames. A convolu-
tional code is used as the error correction code.

The secret image with tree number is decomposed
into two share images. Fig. 6 shows the results of the
superimposed logo image.

The important summary of our previous finger-
printing system results are as follows. To detect the
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Figure 5: Test video(left), bit mapped tree number logo
(right)

Figure 6: Secret image (left), share image 1, share im-
age 2, superimposed logo (right)

existence or nonexistence of fingerprinting information
in illegal distributions, 196 correlation computations
are required (for example in tree31, 196 =14 buyer area
× 14 buyer area). To analyze the detection result, con-
sider the content distribution tree in Fig. 1. As Fig.
7 indicates, we see that fingerprint I1 was detected in
buyer1 area, fingerprints I1 and I4 were detected in
buyer4 area and fingerprints I1, I4 and I9 were detected
in buyer9 area, corresponding to the path 1 → 4 → 9
for user3. Thus, we can conclude that this video was
distributed to user3.

As Fig. 8 indicates, we see that fingerprint I2 was
detected in buyer2 area, fingerprints I2 and I5 were
detected in buyer5 area and fingerprints I2, I5 and I12

were detected in buyer12 area, corresponding to the
path 2 → 5 → 12 for user6. Thus, we can conclude
that this video was distributed to user6.

Our fingerprinting system has some built-in re-
silience to collusion attacks such as averaging [11],
maximum-minimum, negative correlation [12] and
zero-correlation collusion attack [13]. Fig. 9 correctly
shows that user1, user3, user4 and user7 were collud-
ing.

4. CONCLUSIONS

In this paper, we considered a modification of the
tree specific part of previous work using visual cryp-
tography. Although it has noise-like visual appearance,
this approach is useful to detect a mixed tree number
logo under the collusion attack.
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