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1. 5=

ICT OFIFENSEENETU LORETHLAU TOKZENBASNMRHF T, XIVIITVEEOEEN RIS EILAL. O
NFTULICHARCREZRE T ENEEITENBRVRIRICHD . EDLIBRE=EHOVILIIZICIT T DIAITH
BRA BERTITONTVSH ZOROREZRO—DICNILIIT7HE BORERILOHICRIAT S/ h—(COWT
OIRFENDD. ) NWH—BEEET0T3L07Y NI MERBPRUN-ZI> 2= 7)) 51k BREUSRAERNRS
DTHDN. ZORFEDZ VDI 7 OMEREMA_E(CTF S5 I 3. MRDOEIETYILII7(CBVWT/\wh—h'FIH
INTVd[1,2].

JITTICE B\ —FIFADIARFARENIATOZD(CH1ITENB.

fEREEN2/\vh—B B0 PRIEFECOVTORF

<JWH—(CEDEME (packed) SNIeNILII7OfERER (unpacking)ICEE9 35T

ESBOARICBNTE. /WH—(CLBEMOSYIDRETZITV. ILDIT7BSOIT0J5 LR (Original
Entry Point : OEP) QORIEZITICENEBERT—YERD.

JA—ORECSNTRITOTSLDNAF) -\ % fETT 2FENRE—MRNBA R THB[3,4,5]. exe
J74)L® PE (Portable Executable) Aw4—% CFF Explorer O&37/\A F)—F — 5y — )L &% E A
U CBEHEEER I 2N R RE THDILKFIHEN TVSFETHAN. XILIIT7N\AF)-DN\A R’z —EBciZEd
BETHRENEEURBEVSBIEN DD EDIDN\AF) =D/ I— Xy F I AL EEFLFR T RNE RS
NTW3, £z Sandbox O TERRCNINLIITTOI S LEFEITU. 291 AOFEENSEITI 27 T0—-F b
BH. JWA—ICET )W SN TVBEEARANUTIH A (CRITZIE DI REDIRD B VR X DHEE 2T T3
DI VOB RFEREFERB,

ARZETNNAFTREZTOCTOI S LAOFIEIIO-I57% 4R % BE-PUM ( Binary Emulator for
PUshdown Model generation ) ZA>31>FIFARIEEICLTHD (bepum.jaist.ac.jp) . INBZRALE
W7 T0I S LDFET T INCE D/ \Yh—RBIEDHTT[6,7]MTHN TS, BE-PUM (L BHRHT(CLOT/C
YH—CERAETIZYIDOEIE (CAKRRZ L THED. IILI17ICELBIEHRRBZILHENBLHDEMFICERD
Jz EMDIVI ®/)\wh—& OEP ORIECHMINL TLVD,

AREREAFR TRINETIC RO BE-PUM (C&2/\Wh—BEMTONILII 7 DATREROB 7> TIVT—
S BIRBIERL. TOFERNS OEP DR ZMA,

Nyh—BENIN-XI>ZZPUSTBEIEORDICERML TWSEZEORR LTIy (L3 \wh—&B(CFIFRIE

BINBBTENBIFIATTNSEASINCIE O TV ECTENTNDRRILTIZYI(CELDEITENS CPU d55(C(S
2



FRANENSHDEDIREZITV\ FFRE TR DEY 7 LT —InsitUi 0z ARG B/ ->0
REERYF I ZATICET)WH—(CLBMRRI— REXIII T DT OIS LI L BTN BEZ T O,

ERIZY>TIVE VXHeaven(http://vxheaven.org) TARSN TWANILII 7T —4%=(ERUI,
VXHeaven (1€ 19—V AICBT BIEIRT —HN—ATHO. DIVADY> TV, Y—-2T—R, &ERk%ZIT
HOTOISL0F 1—- NTIREERRET DY A NCHD. COPA MBS AFRIEER IV A(E 2000 FARITTE
BURLEERIBROED T, &0 Windows 0S P+ 1UF(x42RYVI NI 7 Z#ERAL TLONIEEBRENSS
EIRBVEDTHZN, IIIIIT7HA MDOXA>R—("Viruses don't harm, ignorance does!"tDEEEN'
B4, NI P DFRPKEFEDT ATV FEDIIIAEEE(CL TVREDHEL, DL A RO
MOAFFTELTHIATER YA M THD.

AERRERAFR(E VXHeaven KOAFAIRERVILIITH>TILDSS5, #) 5000 &% BE-PUM (C&D/\wh—F
ERITOIBRODWHER I (FEFE>IINITr4AI) #ERL. FIA/vh—BIICHEL TREZ T,

PUF (CARSREBIAFRDEIL TZRT -

2 BTEARERRORIHRLRZNIII 7 DHREM AT AL I THLSNS/ \vh—DHEEIM RIS LTIy
DICOWVWTERBAT %, 3 &= Tld BE-PUM DIIEZ £ I RN T_ET/\vh—-DEfRETIZvIRIFEDHIIThN
TAKBEIRBRICD W TERBAL TUL\2,

4 B (IASEREATTCHIT B/ \wh—R5WNC OEP EED7IO—FICDVWTHRERZITLN 5 NS 8 EICMFI TN
vh—BIDERRIEREEZEREIMNS, SEIFRUEY > TG ASPack, PEComnact, UPX, Upack O 4 &
FATHD. 9 BIARREATDOELDESEOIR-EZEL T .



ESPERSIE
BE-PUM Z {212/ \Wh— DRI ET I ZyIREDAFT[ 71(CEVWTE. /wh—TITHn 2 BEE BIEm LT

ZY)EBHFOY —"(FER (812 BIAT N FBENIIITH IV EIR % BL TSR A A2 ERL. NS
ZARE I BIe8HD BE-PUM HiaRz1T0 TS NBDERICH IR ML T2y O IRBEE 2L U1 7Y > T
JUCTEHER, 2OETEERE) \WH—DXA7 —FELTHRIRT 2L TNYh—RIEZITO TS, HFEICLD/\Wh
—BEEHIRFEE, [O]DTAT7EEE(CH ZTRRECERAL TV, /\Wh—BICERINIERILTIZvIZ
NENOLIRFAE%Z BE-PUM O 7> JIVERNMBR 2L T\Yh—2RES 3D EERATL. /\vh
—HEEENZEBOESEICYIVIITEBOI- ROIBFED. DFED OEP DiAfEOREBMHE TATFEICRS. <
NICED., BIZ(E BE-PUM (C&LB EMDIVI O Tl £9° UPX %/ \wh—EUTERLTWSEZRBITEL.
UPX (C&BZ7tD TP/ VORI~ KA popa a5 B THRNZEVIBIXIDIEFREHE T OEP 07 RLAZERUEL
TWad,

Eiko/\yh—EIEAEE VXheaven T—IR—ZD 5374 RO DI 7Y TN U TERER THEAT 3
ETEHMETTL. TERD/Wwh— (CEiD. CFF Explorer $&U VirusTotal) &2 TE 327 Y2 TILTRE
ENTERNMODICHKU T, BE-PUM TIIHMEBEILERICEDREX SN TERW 1 YOI ZBFREIARTOT—4
TRENTE,

AEERBIAZE T OEP HBICAWEY Y TILT —HE NI T IO 7 TSR THD.



2.1 7 OB FEE) \WH—DIEfbT Iy )
O~NIVIT7

Y17 (malware) &l malicious & software ZHAAEDHERTGEETHD, IoE1—-5—-0FIA1-HY—
HEH. BUKEEIFL TORVEIEZEITI R TRBZMNFI DL ZBNET RV I NI 172 BRI 5. HEIS
SEZITOEM (T—LA. U(LA) | IDE1-5—-0FIHOFESEDDOT —ADERLAENREZT00 (MAD
KRB AAD17) HRIVII7ICEEET D, FLENSOREZTFE. BLLIEI TIATORIREEICL DB KD O]k
ZEEDEREZERIZIYLAVITENIINIITD—FETHD.

O\vh—

J\wh— (packer) (FVINITIVZDEITI7?AIVL (.exe Tr()l) =EITOIEERIREZFEIFULEETEOY(X
ZEHETBY-ILTHD. /\h—BARIBINANN —SOBEZHIRUIED. T/ IVEREF Ry NI -V &EIE%
{RIRRLIZDE . C—REIRAETHIAINTVBREDTH AN, ZO8FENLU T OISR TYILIITICHERS

ncws .

- TOIPANEEFERDZEE (&Rl YA4X) 2FEE3TENTED, ZNEd3iRE (1-Y
—N3Y) TOEITZEERILPIC(IT S,

- EROBETITONZT0J5L00-ROEEwE (Obfuscation) (C&D. 1T 35KV IMIT
PIC& B REHU<T B,

INF> NI T7AIUEa— R385/ WF > J%tICRITOT 54 (unpacking J-R) & 7—4915
2AVCHBEMESNIZTTOFRITIOTSLTr AL (packed J71)L) MEHEEEENTWS.



PE(Portable Executable)Ay4
ERENTTIPA bl
FRERAI-R
d-MEJ2ay
Y255
N> TEnrzor 4
F=RAEII3Y
7TDI7A

2-1: TOIFAIEINYFTENT7A

JF TSN TP IVNRITENSE, 9 unpacking 1—RE{TEN32ET packed J71/ LA I—-REI23>
FI(CARR -FRFEN. 5l EHRECOERINTTIFTAINEITEINS, XEY_LET unpacking J—ROEITHET
BICTIPAIIDOEITHIAES =% OEP (Original Entry Point) &R, )Ny 0ENIeTd74 V%72 ) WL
TOI7A I EFRAT S 2T (& OEP DIFENNRELRD,



AT 7Bl

OEP
(Original Entry Point)

FTIPANDEITEIS3>

R - FERA
ZeETRI

ETtI33>

[EfREN T I7 A

R

7/

Nl

2-2 N ENRTFAIINDOEITAA—D

OXIWITTORERALTIZYY

AERREAFT CEBIFATICRBVAT O 6 I —TCHFRULEF LTIy IICEB L. ENSHEITENZR
(SIFENZEHOHIRMEA LRSS, CCTIIFENTNOIIN—TCHEEEN BT IZYIERE T B BICOVT
RSN

< 1. Entry/code placing obfuscation: Code layout >

o Z R Dty D x86 7—+F/Fr— DAL TOL DD BHIZEET Ov I (CHFh O TREF
L. TOU5LOFETBRRE THSL CTENOS 2TV Y.

< 2. Self-modification code (Dynamic code: overwriting and packing/unpacking) >

J-RO—EPE(IEEBD LEEIESAE - EEEAIEZ1TD.
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< 3. Instruction obfuscation: Indirect jump >

call,jump,return EH(CFIFIITRIART Y ROBEZE SRR D ETENENDEITRICRAVRLUAZZEET
50

< 4. Anti-tracing: SEH (structural exception handler) , 2API (kernel32.dll A® LoadLibrary
& GetProcAddress OF)H) >

& BISMLIE THREL TLBHI9H > RS—DERPLERR 2T IBRCFIET % Windows API
(LoadLibrary@kernel32.dll,GetProcAddress@kernel32) OFUHUNRSNS.

< 5. Arithmetic operation: Obfuscated constants, check summing >

ARI-RICEEZNMNI DL TEBBEZRIFURVEICT D, TFIVFFIvInTIT/WIICIDTHA I S8
DOESUR R I DLDITTF VIV NGB TS,

< 6. Anti-tampering; Timing check, anti-debugging, anti-rewriting, and hardware

breakpoints >

TFIVTAF VI L BREREEARENT BIz6b(C. IsDebuggerPresent DEYSEATEFME (5/\W) (LR
MO ICEREN B E TRE LOEITRERIAHNNOTORLD) OFIYIMTOND. T/ \WHLELZTL—Y
WA > FDFRBEDOHERY . BT —IMA> MesT B9 2B R0 588 % B B H R U X E RO —
UTHIFY 3 (stolen bytes) BEEITHNS.



3.BE-PUM OEIZLN\YH—[EIE

BE-PUM ( Binary Emulator for PUshdown Model generation ) (37073 A0&IEIDO0-)57%4%
I BY-INTHD. 12T x86 7—FFIF v —DI\AFH)—-1— ROFE 7> T)NUHIEL. BRI RIILITTD
PR LTIy DRI T T 2OV —)LOBE RN EBIFEAZRC TREN TV,

BE-PUM T(ETOJ 5 LDIO-T5T4RRDIHICI> AN IFANEERLUTWS, 1>Uvs (concolic) (&
concrete & symbolic MESNISERKEETHD. 1>AUVIFANMITOI S LDEATYI%#EIRT BlzdD>
SINIVOEEE) (concrete) RBAYAIAzETEURNSS RIWIRITEZITITFETHD. TOJ I LDRDR
Fy I EDERCR S RIVEIE I RS ER VIV~ (L TEHU. FNBERATYIAD A ELTERLTLK
CET, BRS MIWIERITEDENR I TOI S LON 2 ZBEET BENTES,

BE-PUM (&3> MUwHZEST, N FU-I21b—33> BLERULHIEITIO-ISIOAN -0 3 BRT
WBALSN TV, )\ FU—T0— RO 7> TIVC(E JakStab 0.8.3[10,11] ZERAL. I>AUIFANIBITS
TEDERBIRA DRIV ZADERICIE SMT YILIN— Z3 4.4 ZAANTW,

Windows 34/731—

4 |
Java Native API 2 T34/ J3)—-HUHUL
| v

Windows APIZ5J

SATLI-N wOiE

P SUMIIRIT

LY
JHFURIE | TRy RS
Jakstab 0.8.3 SMT Z34.4

’ F-5RED ‘
e (T — - - <
HEIO0-730 AN - : N JAFH)-IzaL—33>
: :
PR e D
i ! H kIR — E
Do i m i mm m m m m mm m 2 y 2599

3-1: BE-PUM #1Z

JNAF)—TI33L—3 303 x86 n B DERFRB LU Windows API 2T DM LEEITI B, Windows
API 257 # U UI5EE(T Java Native API (INA) Z/MUTERRD Windows API #3170, IRDfEE



TOEADEFERO T — RN\WI%Z B, )\ A FU-I121L -2 3> OFRITHRERZEOROEIT/NADIREE R
HI 30> AIITFANMTON, TOCADAENREREZRT S ORILOA DRIV RIBRNROZATYIIC
[ TEHENS,

PN Windows API
e UL
FIl&
(RAFYTEATRIOIREE) d S Y (RTYTEATHROIRER)
|| #R0TvF :
TORRIEIER 1 3 ! TOvRIEER
1 1
XTI ,: wmROTI-k BRORE 1 5 XE
| N —I 554 : | N —I 557
Y2 RRyIZ =50 : ¥ e : B2 RRyIA L35
! ARGY RO PN !
2595 s —>] DFET 2595
L o o ;
\ /

3-2: BE-PUM (C&3/\(FU-T21L—33>

BE-PUM HHR— KU TLVRLERTT® Windows API OFEFTRHISMUEICE Iz E (S BE-PUM OLIEA
F1E93.

J\wENzd— RREITENBESCFVHEEINS x86 aait® Windows API (COWT<BEFEOAZTE>HSLLTF
DY D ENBESMNIRROTLD,

BRI MCEB DIV OfRR

TTDIT7A I XE) £ICO—-RIB(C. VirtualAlloc@kernel32.dIl THRTIARIEXEYZERDZIDH TZ1T
SH\ FeFZEEEI2 VBT 3. EEEN TOST0I7A VI ZOMRIBICARRNMTNS . HE THRERD
— RO I/ IVHFIFE TS Windows API 1 >i—hr—JILEERU.
GetProcAddress@kernel32.dll & LoadLibrary@kernel32.dIl Z{ERL TS >h— N354T 3V%EEH
(CO-R33,

SSERHFTYIXIE

T2 F AT RBECLDD ORI Z1T O BEORITRIEZETAIT 3L THREFCLOTEEU LD
B RIADD O TWRVNVERESR S BRI DEDON®D D BARI(C(E x86 7—F+FT)Fv—TiIRMHENTLS

10



RDTSC #p5%&{EHI 3L T CPU JOvICEICINEEN R4 ©ARY Y TriE N R X YD TEME T 3L TEIT
iR ETRIT 3,

7/ R

I\ H—DHICFBEDBSINRITENTOVSRIBEZHESEL. YILIIT7ETTIKRVSNST /W E- RTORET
PIZIL-ATORTERBULSAEESZZEX. BNOIMEZITNRVEIICTZEDEFET . 7/\WIE
— RTOBMBEEICDVT(E. IsDebuggerPrsent@kernel32.dll DFERANEHEANRIED S ETHD.
COEBEEFEAIHMICE. Yoda D&IICEITHORALY MEHRZHREFI 2T —IEER THD TIB

(Thread Information Block) MSE{TIOTADZERIRZFIFUIAEEARTHS PEB (Process
Environment Block) D7 RLAZEUS (32bit €E—RTI& TIB DIEEHADOATEZY S 0x30 (C PEB OV Rl
AN ADTLB) . BeingDegguged Z#DE%ZFHEO THBIZITOTLDBDEFET B,

FEEORZEEF R, IRTED BE-PUM TR/ \WH—RBEDRDIC, /\Wh—(CLSERSEENZL 200 O x86
¢ 140 O Windows API OENNHR—MoNAF)—T21L -3  ERITRFOEXEIDSZ1L -3, b
vII3TEF NI LS 29— DBINREDBEREHLRMTHON TS,

BE-PUM T/N\wH>J NI Ir1 IV e BIE 72> I TEITan DR ER I DL 2FIAL TTO I 1LD
OEP MiABZAFEI DTN TED CNEFIAEINTVS/\Wh— DB IBIREHEDETOITAILD OEP %Z[F
EIBIENTIREICRD. HIELT EMDIVI OfFR T, FIFIAL TV \Wh—h UPX3.0 THIIELZRTE
U, UPX3.0 Of#ERAI— RN POPA a5 THRNBEVSIFEZENS OEP AED POPA S BZIRERIDIET
EMDIVI A4KD OEP EE(CAIIL TS,
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4. 1Ny H—HB XUV OEP DRIET7 F7O—F

IRTE BE-PUM ZAWV/\whH—RIEO7IO—-F Tl FRRAI-RCHBIF2ZEMRET Iy OHIRFERE £
SHZTHEIRLL T O L5712/ \wh— DStz Eh. BEZITOTL\D.
IWIIT DT TIAEROERR(CELD, FRERAI— RIETEINBBRICIIAR 2 BREERRET v I EHED
SNTEITEND BTI2YIDOETEIEL. ERlER(C(E/\vh—8(CEBOERNHSNBENDHIOTHD.
IRTED BE-PUM (C(& 2 ETHRITUIE 6 F&%H 2/ \Wwh—DE BN QR ETFENS 14 RO EAN RS
{EFTIZw%I& S DI DMEEEILERNTHN TS, BE-PUM ZERULDHZITIE. 7T IVEERNS
BT IZYIDHIRZFTER T DENTEDD T, FEROTRIINSTIZYIOHIRZZERNT> MU TOFTEHERE
JWh—BICERUEERICT IO IREE 2 &P E LB T DL CED/ W H—REZITI. Fo. ZOFRIC
ZERL7 T 0—FOHIREE OFENS U3 —TARTE (CLDHERZITO TS,

B> 7a
Py IIEER (by BE-PUM)
b o’v TN
£ T,
XXX coe ver >J)a o _— e
. =5 &) Wh— (BB IRBIET Iy IR R
xxx -+ - technique A FRAAET Iy IHIREER
XXX ee oo
XXX w0 v ‘
200X 220t ) Bt o=y) | HIRE NILVOT7TER/
XXX oo o Bty —wrERE | YVYIIPA | IDI7B (| XIDIFC | -
XXX +0 e e | | |
oo * Technique A 2 Technique A
- technique B - )
YOO i % Technique B 1 Technique B
XXX +ee e :
XXX e oo Technique C 3 Technique C
o —
b’ TR 3 : : L :
XXX co we ﬂ'"“ ’
...... Cina
0 . Technique X XX Technique X

4-1: BIFHARICEIZ/\vh—BE7IO0-F

—73. AFRERAFLTE BE-PUM ORGSR ZEIFERZRL. /\WhH—B5UC OEP ORIEDATZLA T (CFREA

33770-FTEMLE,

FTHRRZIBDB(CHID. BRRUILTT I IV DOFRIT IR ZARINT BIZDICAEVBIDHE T4/ \wh—T 0T 5 A

12



DOXENRBEDFFIEL. [7](C&D/wh—DREHIET I 2y O HIRIER (CARRIMEN S D IENHIBAL TWS L Z
FA. LT OARERZII TS,

(KGR 1) BERETI=wIE x86 tpREHIDNT
BT IZWIDERITIHERELTOEDHCIEARBNENSHD ., BU/\vA—ZERAL TONIEEZHRICTHDOH
IR(CHLBEUEmD B S.

(&5 2) : Windows APL 235475\ - Ba#IFUNE LOHIRMERICDOWNT
JNF TSN T7AINEITEINZBRC (S, SRR - RELURRRENIZTTOI71( VIEITESNZBR(CENEN
Windows API BAI(EN 3, DEDARERAI— RRITRICTOITA IV LS Windows APT BEUFHURIER -
0> —v—DEITOHD Call TrRhERREINS.

1RER 1 (CREXERC) Wh—=ERLTWBIILIIT7H Y TILOERRITHNZAECIA TG S, ARERAI- RO
EATEITOEDTRAEN RSN B (LT THD. OEP ORI TIIHIBOSMBHEITEIN. HNMDOTOEEIIIIT
DOEITENICE BN THN B HICE B OEIRCFARAIMENRSNABRZ I ENHERIEN 2,

FIARER 2 EHFEZEFTRRRAD— ROEITRIIFUHENS Windows API YRE%L- TOS —Sv— DI
UN'& BTV THIBL THAON., TORIIBNMEATITOIFA I (RIVI17) NETENZI(ZITHEE
Windows OS A\Q#EfAEH Windows API OFIFEEVSHETIRNZ(33 THD.

FERARGROELC h—B(CHET7 > TIFERN S IR ICRAIMEDERR TENE NI/ Ch— DR
En25Y ., HIRNF-2Z BRI 5 ET\YH—DEIENBIEEICIR D Sl FERFERZ M, BB LEEL
I<I B, FTROLSHFEDRBIIOH M UILT—IDY Ty M VERk., bz 2L(CUiz, COBT
YR —HEFAFEOLIR/ (F—> 2 RIF I BIcs. CNICLDERERROIBEIRELHEIK. ZEOY>TINT—4
ZRERFCERRUPICUL.

. J\yFS NI V[ ERERAI—-R] -> [FcOIr/)LOEITI—- R]DIBE(CEITEN 318, BNy
N—2EARLS>TINOBETESTIAERTE. [)\WH—BILEBOGHET/NG->] -> [NIIITIEOR
RBDERITIER] ORZTIRBMMLADT. COIRFH OEP iEfszRkd CLICRD,

13



-«

Original Entry Point (OEP)iTf&

Bl HET/I—>

#>F)la = BIU/Sn—(C&BRRER AT~ REAT RSO T ‘

Ry - \ = RA5/\n—=HH

aaa

bbb --- .- #>7)a \ 9> 7ILb $>7)be

KKK -+ vee ol | i :""""""""':
aag v e Il aagq - o aag - - : : aaq - e :
NNN wee eee : bbb -+ - bbb -+ - / : : aaq - e :
kkk ee eee : aag - e aaq - e : : CCC *++ =+ :
EECiear smer  Tmmfemsmrm j-| cec wer e GG sweass i | |@aa e 1
: bbb -+ .- bbb -+ .- : : aaq - e :
ddd - - : : : :

...... : ddd - - ddd -+ - : : bbb -+ .- :
bbb .- - Lbbb e e ] bbb e ' ) Jgec e ;
cce e e BEROOMmE ] ddd T - BEE e 4| ..

aaga sox »ne {5 : aaa/bbb/ccc/ddd | | aaa - - CCC wr e :

ooo ...... : v e :

—— i i

nnn ...... : :

POP———— 7 """"""""" :
AR FOLSF R PRI0R |
=II7EEDRTIK

4-2: \ESLF)\VH-RAEO7I0-F

BEDFE T T IERICRDY Ty T —H L0151z OEP iafs% R I anhF &0 T 23 HICERERL. &/ \wh—
BOYY I T —HHES 2 BOERIT/NI -2 BRUH I L TR OEP Z23R$HDBIENTED,

14



B>7a B> 7b

BV IIFER WP TIAER
4> 7)la s : : 4> 7)bb

2L 7| bbb - - - | bbb - : HTt9h 5
{ | KKk e oo : ik oo oo
!l aaa - e ' 'l aaq -+ oo ! ' aag oo : ' | aaa - e !
1 | bbb e e : i |nnn e ' Hnnn e e : i | bbb - e .
! aag o : i kkk +e eee : ' kkk e e : : aag - - H
|| cac e e ; [ [€CC e vee U JGyh—@ 1| €CC e e ! ' lcce e e !
! | bbb e e ! Ve ! FRE e ! ' | bbb e e )
e ! 1| ddd - - | BRE ] e e el S .
Ul ddd e e : ] o0c wee v : 45 1| S | ddd - - .
I Lo el 1| bbb - : T i bbb : Tl BBb e | e

ddd - ol cceee e : ' ceg e o ! ddd = e

aaa || aaa e i | aaa - e ! aaq e e

1 | 000 e oe ! 1| 000 s+ s !
OEPiEfEE 1| E e | OEPHEE | ...
SRR Ll mmm e ! Vommm e e ! e
oo g e : 1800 R g
1 — 2] - =
WWW o e VWV e e
INITFCES
I RET

-=7]} : Original Entry Point (OEP)ifif

4 : Original Entry Point (OEP)ifif%

4-3: OEP AEYJO-F

LEECFEICT BE-PUM EITHERZERFR I 3(CHIZDLL T D% {1701,
(¥4 1) FIAR/wh—5I BE-PUM RATHERUZL (BUF. DLy b —5E0F5)

Excel (C& BE-PUM RATHERT —5% 1 BITDUNRZEDTH S,

BIEEIC ENS, T-HEIRA ID. WILUI7H IIVE JIVDITEERER (AvF—#ET) | VU7 EE
&R (BE-PUM (CL2FIER) ZCHL. ZEE%ZEA T BE-PUM FEIC LB DTIDY > T25RDAH33,
BHREBH(CI B L TAEI7 RLABIRMI SN TV AET —HEERITan BOHZEIRN (SROF T E 0% 2
DHEL. BIRKC(IREZ. XEVT RLARZROBRICIIRIBE VS TEVD 21T,
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cmali-Wol

Email-WolEmail-WolEmail-WolEmail-Wo
SPack viAS Pack v]ASPack Pack vIASPack vlASPack viASPack viASPack Pack v
ASEREK VARSFSCH VRASPCK VIASECE ASFRCK VRSP iAT R R ASPRCK ISR ack RSBk T4 LIRS
ASPack vASPack vJASPack vj]ASPack viiASPack viASPack vjASPack viASPack viASPack viASPack viA e

Email-Wol[Flooder.W{Fiooder.WFlooder.W|HackTool.|Ha

785 686

call 0x004!call 0x004. call
popl %ebr popl %ebltpob
incl %ebp incl %ebp incl
pushl %etpushl °ae|tous
: ret

jmp 0x004 jmp 0x004jmp
call 0x004! call 0x004|<call
popl %ebr pop! %ebkpop
movl %eb> movl %ebe mo
addl %ebxaddl! °oeb;tadd
subl %ebxsubl %ebf sub)

ret ret

cmpl 0x42 cmpl 0x4$ cmg

1209 801 992 801 726 729

BE-PUMMH 55 |

JxOOAI:caH 0x004i call 0x004! call 0x004i call 0x004. call 0x004' movl %esi call 0x005. call
“.aeb::oop! %ebr popl %ebg popl %ebr popl %ebr popl %ebr leal %edi, popl %ebr pop
I‘,uebp:incl %ebp incl %ebp incl %ebp incl %ebp incl %ebp movl 0x77!incl %ebp inc

| %aHnnichl Mak nuehl Qakgyshl %et pushl %et pushl %et pushl %ecpushl %et pug
ﬁ%i??’mﬁ@ ret ret ret orl %ebp, ‘ret ret
1 jmp 0x00493b0a

DxOOd',jmo 0x004 jmp 0x004 jmp 0x004 jmp 0x004 jmp 0x004 movl %eb> jmp 0x005 jmg
xOOAI:caH 0x0041call 0x0041 call 0x004! call 0x004; call 0x004 subl %esi, call 0x005: call|
“nebc:popl %ebr pop! %ebr popl %ebr popl %ebr popl %ebradcl %ebx popl %ebr poy
unet»:r'novl %eb) movl %eb» movl %ebs movl %eby movl %eb> jb 0x0049Z movl %eb) mo!
%ebxiadd| %ebxaddl %ebxaddl %ebxaddl %ebxaddl %ebxmovb %al, addl %ebxadd
%ebx:subl %ebxsubl %ebx subl %ebxsubl %ebxsubl %ebxincl %esi subl %ebxsub
Oxdz:cmpl 0x42 cmpl 0x42 cmpl 0x42 cmpl 0x42 cmpl 0x42 movb (%eicmpl 0x42 cm

70 686 {
NIVIT 7 EEATRER

(¥ mE0

movl 0x42: movl Oxd%ijxdz.:movl 0x42: movl 0x42: movl 0x42; movl 0x42:movl 0x42:incl %edi movl 0x42:mo
jne869 jne869 1jne869 'ine869 jne869 jne869 jne869 jne869 addl %ebxjne 869

T

| 1

jne

4-4: I yhs—4
(%fim 2) Dy T —INSRFEDG R OHMEUFERYAN (T, tEEDHYI5—4)

FRREDEL TErTROBIREMOEREZEH(C I 3esh. I ZyhT—4Fhn5 Windows APL IFUNELRES
VICREEL-T03—Sv—DOEITERIUT O BRI OEOZRIIUIUA M AR 5. TOBRICE T - IT
VHUDFERITHERCHUThHYINTRIERZHMU. ATLYRS— b ECIIIVDITH> TIVBICEREE I HIET.
REMCHIR/ Y- OB EEHERISZIENTEDLIICT S,

-Windows API ( XXXX@kernel32.dll ) OFFFHULNHIRIZIARTOEHS (BE)

-call & (&)

‘ret i (BARE)

XERRICEINBICHIZ TEAEAZFL T UPX OfEERA1— ROREISRNZZENMNHHO TS popa & pusha
i n (F8) tHETELTVS,

BIRfIEU TR, CZTIET—4 ID146a A TINCBVTE->#%->FiR->F-> BB LWL\
—IHEIRL TWBZENDNS . SEIDIRERICEDIFE NETNO/\Yh—B(CRRRAI- ROssHHIN St
UTABEED BT T = TEIDLSR/ I HIR T 2ENFBEN D UBETIICOFEDSF ML T
BAIUEOESRREIR/Y-2ERET 3.
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Email-Wol
ASPack v
ASPack v4

v e

1413 1423 143 1433 144 1443 1453 146 1462

Email-WolEmail-WoEmail-Wo[Email-Wo|Email-WolEmail-WolFlooder.W|Flooder. W|Fiooder.WHac

ASPack vASPack viASPack viASPack vASPack viASPack vjASPack viASPack viASPack viASP

ASPack vASPack v§ASPack viASPack vjASPack vASPack v§ASPack vjASPack vjASPack vJASP

785 686 1209 801 992 801 726 729 70

b pushl %eb
ret

i imp 0x004
¢ call 0x0042
b popl %ebp
ik movl %ebx
addl %ebx
subl %ebx
‘cmpl 0x42:
Zmovl 0x42¢
jne 869
leal %eax,
b pushl %ea
c call GetMc

€ movl Ox42¢

tyhT—4

Iy N —=ARSNAMEEB Y I T —AEIIVII7HFIRET 2/ \Wh—8B(CAET 5. BIRMREL TS, BE
FHAZE[7]1T)\Wh—EEEEREITOEBCAFUR 2000 BT E2ED VXHeaven T—9R—ZANS AFR]
BERTILIIT®D BE-PUM (CLBE 7 TIVEER (BAMIC(E JakStab iUz asm J74IL) %FIET

50

785
Number o' Number o' Number o' Number o' Number o' Number o Number o: Number o:Number o' Nun
¢ call 0x004%  call 0x004! call 0x004. call 0x004! call 0x004!i call 0x004! call 0x004!call 0x004. call 0x004 - - - - - secall
b popl %ebp ret ret ret ret ret ret ret ret Number o'ret
incl %ebp i call 0x004! call 0x004. call 0x004i call 0x004i call 0x004i call 0x004i call 0x004. call 0x00470014 call

call GetMccall GetMccall GetMccall GetM«call GetMccall GetMccall GetM(call GetModuleHand call
| call GetPr call GetPr call GetPr call GetPr call GetPr call GetPrcall GetPr call GetProcAddress call
| call GetPr call GetPr call GetPr call GetPri call GetPr call GetPr call GetPr call GetProcAddress call
call Virtua call Virtua call Virtua call Virtua call Virtua call Virtua call Virtua call VirtualAlloc@ker call
call Virtua call Virtua call Virtua call Virtua call Virtua call Virtua call Virtua call VirtualAlloc@ker call
i call 0x004! call 0x004- call 0x004i call 0x004! call 0x004 call 0x004! call 0x004. call 0x0047066¢ call
 call 0x004! call 0x004. call 0x0041 call 0x004i call 0x004! call 0x004i call 0x004. call 0x00470a28 call
 call 0x004! call 0x004. call 0x004i call 0x004i call 0x004i call 0x004i call 0x004. call 0x00470c96 call
i call 0x004! call 0x004. call 0x004! call 0x004I call 0x004! call 0x0041 call 0x004. call 0x00470c9c call
ret ret ret ret ret ret ret ret ret
[ call 0x004! call 0x004. call 0x004i call 0x004i call 0x004i call 0x004i call 0x004. call 0x004707b3 call
ret $0x8<lret $0x8<lret $0x8<lret $0x8<lret $0x8<lret $0x8<|ret $0x8<lret $0x8<UINT16> ret §
 call 0x004! call 0x004. call 0x004i call 0x004! call 0x004i call 0x004i call 0x004. call 0x004707b3 call

 call 0x004! call 0x004. call 0x004! call 0x004i call 0x004i call 0x004i call 0x004. call 0x004707b3 call

tEED YT T4

4-5: EEDHTHIT -5

SEHREUY> IV T -I0E T T ICRY .

J\yh—
ASPack
PECompact

= 4-1: BHIEAROVIIIT

N=>3> BT
2.12 194
v2.0 494
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UPack v0.37-v0.39 382
UPX V3.0 2535

BYTIDIEEDHT BT FT IS BRI -2 OB EZERL. TOHEER2E(CHRRAI- RO T
FRUEBEREILDEDSE, EiOr DRI OHIER RIS/ (Wh—E(C OEP OREIEZITY.
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5.ASPack ®/\wh—& OEP DEITE

5.1. DHEROERER
SEERERLT ASPack B> 7L T — 9D TE L FICRY .

& 5-1: ILII7H9>FIL (ASPack)

FE7T {(El e

B> TIVER 194

NS —FETIC LB RITE 153

BE-PUM (CLBETE 194

B/)\annE 4 | YIVI17% : fWSNCEEE (%)

ERABITEN 5145 | Y174 : Backdoor.Win32.Hupigon.y
XYY .

069d840b55c4ec59ae66e1a780677e96d0032288b5aa3da4bb313d542636b110 (R FF)

REISRIEEIIN Y ST —INS52 B> TINORIINS 245 BEEHETOGMBZIRELUIEDOTHS,
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ASPack : &51194Y9>75-4

&INIIT DRSBTS

1l

J=21( 4157-%) Jt9—->2 (1535—%

5-1: J)Iyhb5>—4 (ASPack)

ASPack OB > T T =AY —FEIFICED) Swh—RBENTERN oA BE-PUM TRIERZRNTTLSS
DH'd. ECTRIBEZ/INT—> A-1, BEZ/)\F—> A-2 LU TEEDEI LT OLICRS,

& 5-2: BE-PUM OHN\vh—BEENTEB>TIL N5->A-1)

FETT {[E] £33
BUTIES 41
R/\hnE 4 | XUI7% - Lo EESR
BRI 3908 | YILII74 : HINIEEE (%)
XYYTIE .
070ca820eda066a995a9b94dd536f369e6375969105e1e663b7254e6eactfdbe
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#&5-3: -2 A-1 (IBIZVILITT

FovILoI73EUI5-> (A-1)

JIVDITIER | B TINT -5

ZOft | 30

Backdoor.Win32

Net-Worm.Win32

Trojan.Win32

Trojan-Downloader.Win32

Trojan-PSW.Win32

N R, WW| P W

Virus.Win32

& 5-4: AYA—fEHf1/BE-PUM @5 T/\wh—BENTEB> T (N5->2)

T {(El fmZ

BTV 153

B/ nE 70 | ¥ILJ174 : Flooder.Win32.Delf.v

ER AN REN 5145 | Y9174 : Backdoor.Win32.Hupigon.y

#x5-5: )= A-2 [BI3NIIIY

BUFoRILII73EUIS-> (A-2)

JIVOITIER | B TIVT -5

Backdoor.Win32 | 119

Constructor.Win32

ZOAM

Email-Flooder.Win32

Email-Worm.Win32

Flooder.Win32

HackTool.Win32

Net-Worm.Win32

not-virus_Hoax.Win32

R O DN WIOO|IN|~|W

Packed.Win32
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Trojan-AOL.Win32
Trojan-Clicker.Win32 | 7

&Iz, ASPack DIERAIDHTHIFT 92U TITRY (BNEN&PINS 150 DOt Uzan B2 R0 TO
3)

ASPack : &it1949>7)57—4

a1 Ng-2

5-2: EESHHYIF—S(ASPack)

NA—=> A-2 (8T 153 DB TILT—HIOVTIE BETarREN 300 BUTFD 6 DEH> IV HEADERT
# (5145) =HD> KUz Backdoor.Win32.Hupigon.y ZBREIARTICHBVTErmDHIREENREU TH

ofc,

BEDHFT B2 BIEFZ LIFTLKE, =#)& pusha e TIRED (DILEYh—5BEU : DFDT
RTOI\NYFTENTT7AIUE pusha HMBEEFHTULS) « AT OIEFE TEHHHAETENTLS,

pusha (F#R) -> call -> ret -> call -> call GetModuleHandleA@kernel32.dll -> call
GetProcAddress@kernel32.dll -> call GetProcAddress@kernel32.dll (2 [E1H) -> call

VirtualAlloc@kernel32.dll -> call VirtualAlloc@kernel32.dll (2 [EIB) -> call -> ...
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= VirtualAlloc@kernel32.dIl MFEEFNTHD. CCTIEIEAEERERI— R TOI71/ ) 2 ZUADEIS Z R
I BIHNZESTRIBDENIDLE TZITOTVDIENHERIENS.

T, ret tnm¢ call S DS, BaHENH 700 ZBX3H> TINCBWVWTIEBE Windows API O
UHUNRENS. EIEUARINSEASHCERIES U (EREFE TH IO ZRE. CIhBDarBEZ Y TILTHREA!
HFRSNRVSD. CZTEITICTITAIDEITMTON TV EDOEHERIENT, B8, #dnTEN 700 7
BBV TIUIOWTIE, OS> TILERUHTOLIRMERNRSNSH Windows API DI FTH
NIFITHETULTVS, NUDWTEEIT D 2 mhEZSNSN Iy T -5 RO TIDSR HEE DR
ITHERERZL. INTERIUERINRANID. BETHIEHERTS,

1. Windows API IFUNBEUNFEAURBWETYILIIVOREIT (BA-FRERE) H5ETUR.

2. BE-PUM (C&LBBEMTATT D7/ OEITRIOECATEPFR T UL (Bl : BR—MLTORVERS - APL U
HUDFEERE)

I DENLEEI DRV -> A-2 OF Y TIVOVTE, B TaplRERNSIING (hE
70,71 ONIIIT FRFIOrT pushal DH—E. D 4 D(F 13 s HEFT—E)

x 5-6: aRHOLRBVG>TILT—H(ASPack)

e | NILI1T4
70 | Flooder.Win32.Delf.v

70 | Backdoor.Win32.Rbot.rv

91 | Backdoor.Win32.Hackdoor.q

91 | Backdoor.Win32.Hupigon.aoa

91 | Backdoor.Win32.PcClient.ox

228 | Backdoor.Win32.SdBot.acs

INBEHMBDNILIT 7S TIVELERU T, S ROMEEN D RVEREL TEA T OIENEZB5N S,

OWFST ([EHE) EnBhole @ EBXIREBZIr/IVEERY2)\vh—DHEDRICIDEBENRVNE
PN ELY IR

-BE-PUM H*7R— hUTLVRLERTS/Windows API IFUH LAY THNIZ,

JIII7T —HADRTEnBENRECEOMEE RSN ST — ANe0ol. FIZFUTITRIVIVIIT (FrmEn's
NT 686 THhd.
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+& 5-7: BEUESHEZHOVILI17(ASPack)

BUF® 20 9L 7 TRUSSE

GERCE:S

INI174

686

Backdoor.Win32.JustJoke.20

686

Backdoor.Win32.Lemerul.20.g

686

Backdoor.Win32.Likun.60

686

Backdoor.Win32.Polodor.a

686

Backdoor.Win32.Rbot.aia

686

Backdoor.Win32.Rbot.ajy

686

Backdoor.Win32.Rbot.anc

686

Backdoor.Win32.RCServ.e

686

Backdoor.Win32.SdBot.sb

686

Backdoor.Win32.Shadow.a

686

Backdoor.Win32.Shadow.b

686

Backdoor.Win32.Stark.a

686

Constructor.Win32.HkDown.b

686

Email-Flooder.Win32.Delf.k

686

Email-Flooder.Win32.Delf.|

686

Email-Worm.Win32.Mydoom.bc

686

HackTool.Win32.Delf.bi

686

HackTool.Win32.SqlTool.b

686

HackTool.Win32.WinArpAttacker

686

Trojan-Clicker.Win32.Chimoz.f

INBMS5. LRINIEREZEOLIMIEIUZFIZIFO>TVWRED (f :
. BIHERBIHNERINREICED (LEHIT Backdoor.Win32. ¥TEIUIBA) ((OWWT(E

EDTIELD)

BEEQEONZENENTRBUL I/ ATHSEHEAIN S,

Fz. BRINELDY TILEICEVNTE. B4 ORITEN TV D2 R TVKE, 842 D BOARTY RELT
HIRTEXEV7RLRBENENERRZN, RITESNZaDBOIEFORATRSE 400 ITEHFTRENBEUSR
DIEFTEITENTH, 400 THLUBREENDETEEA U] - IEFTERITINTVS, EDH. IN5IE

NIDI7ENERZEO0, HiE, B(FEINEVDORIETHDENHERIIN S,
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Flz. INSLEERAUEI TR TEZFOLUT O 3 DVILII7H > IILICEBUERNRAN 31z, CN5EXIL
DI7BNERDIEO0, B, BUEZAINEVORIELL TRIBUILEDTHIZENHEAEIN S,

Backdoor.Win32.Nethief.39 : #p5%% 687
Backdoor.Win32.Prorat.19.p : &% 689
Backdoor.Win32.Sealer.a : #$%% 689

-SEIOHETERUE call i mOARTY RCEUXEY7 RLANMERREHIR I 27— AN RAN Iz, 7RLA(G
BHEUNINIITT I TRBDHED. A—0BEEH. FIEEOT RLAMENRUFUHUEREEDT

WBT—REm0MC, call s D&ICHIKE DR OV TEE— D RAF D/ (5 - IR I 35S L LR VEEN
HH. FIEETOI S LRI —TIL(CREF ZEOHEREN D,

REL\I—> A-1 [OVWTIRARB, /tF—> A-1 T FEE 5 WILDIT7H LDy —f#4fT/BE-PUM RS T
EETE ORI HHIRERIRAN,

& 5-8: /5= A-1 OYIWIIT7H>TIN(L)

e | NIUITE
725 | 00d527el1cb4447ca77elbd7add266a5a095715d52317e82f1dcc13b3feb0c5b7
802 | 0a843675721cf47daa4ad522787ae5f66164acd4108ca019053¢13800adf3d48
759 | 0c4981a755552caae82e7a61af62108a767a74ced8fde3b143cf5099b8bel15b
752 | 0c4981a755552caae82e7a61af62108a767a74ced8fde3b143cf5099b8bel15b
690 | 0c6806aaa5albdc24aee2chbdb843702af0dcc28db72c085079f9512¢c8e65913f

Fe LT ORI (/-2 A-2 EFRIOHIRERNERERINT. saRENELLT —H(OVTIFRAUER
DOLIRMEEN RESNBIHE—DV/IZATHZEHERISN .
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£5-9: J9—> A-1 OLIITH>TIL(R)

BUF® 10 97 CRUARSHEIRtER

GERCE:S

INI174

1582

00d2ff09bb2b686ffcc24f698b20886a635¢c37987e0326d9f362d5611ab47800

806

00d2ff09bb2b686ffcc24f698b20886a635¢c37987e0326d9f362d5611ab47800

1582

03764fc6d3bfe98e9a8dbc71c00ec9¢c970612e36432b9f97858d90b037c800c5

806

03764fc6d3bfe98e9a8dbc71c00ec9c970612e36432b9f97858d90b037¢c800c5

1582

045e108c28ae€968d91045d86773e5f7aa7e0d9886bfef2e3464ce9cd8b649d29

806

045e108c28ae968d91045d86773e5f7aa7e0d9886bfef2e3464ce9cd8b649d29

1582

047f909dcc6f5e23e1b185cd631f8d934737304b9e771c4bbebe1d2432e6d2c8

806

047f909dcc6f5e23e1b185cd631f8d934737304b9e771c4bbebeld2432e6d2c8

1582

087c99fb20cf1fd987f78300d80ba06bfe52e4597333414e9b86ffc93d1320af

806

087¢c99fb20cf1fd987f78300d80ba06bfe52e4597333414e9b86ffc93d1320af

BUFD 3 YLD 7 CERUS SR ER

ANAOK
AP T%

RII174

716

Backdoor.Win32.Rbot.fl

716

Backdoor.Win32.Rbot.jl

716

Backdoor.Win32.Rbot.jv

SEIOY > TV TFEnHHI NG A RODINAYS —#E#f/BE-PUM EE55DFERTE) Wh—2REEL TLSHD
Wpdh, ZNEOWTET —AERRBHC IO S AICEL BB EIHIBIZITOTWB I, BIFteHBNET—HICHILT
ERIEMTOHNTVSEIEEEN® D, ZDIHLED OEP BETII/F—> A-1 O T)VE EBRTHHHEE
TUTUFolEHERIENZ(F—> A-2 DEFTEHEL 700 LT DT -5 3459 Uz,
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5.2.0EP OREE

BTN T —HOBEGERNS. FREAI— RCLBRABXEUHERITI—-X(CHITD
GetModuleHandleA@kernel32.dll , GetProcAddress@kernel32.dll, &V
VirtualAlloc@kernel32.dll OIFUHUBLEE. Windows APL U UNMFEEL TORWEDH SRS
TW3, —f%(CNILII7H BT SiEEIZITD L TIE Windows API fEISHOIFN UM EEEZBNDC
ENB. INBSYYTIVT—HICDWTIEL BE-PUM (L&A HIH#IT0— T STIDAERMMEIS M OIBER TTE TLVRLE]
BEMEN'$D.

B _FOiRERZEEZ . ABEDD T T—ACHENT, #EH0dwT Windows APL IEUHUNFEAEL TVSERY
IREHUIEDZ—ZBOIINIITH > TIUDWTRZRAUILEDN TR TH B,

HEEITIT - XOEBE(CTOSYIDEFTIFRHEL ( AEVTRLADARTY RAELL Call daDiEHREsE
17) DEIC ret $0x10<UINT16> (A) HIFUHEN. 2D call -> ret Z#ET
VirtualAlloc@kernel32.dll  (B) OMEUHULMTHNTWVS. 2D (A) & (B) OREIC Original
Entry Point H'$%3¢E 25N 3.

| l l | l

/ call 0x004297d8 cé
call 0x004297d8 cé
ret re

ret $0x8<UINT16> re
call 0x00429ca4 cé
call 0x00429954 c
call 0x00429c96 c
call 0x00429954 cé
c
c
(=

call 0x00429c96
call 0x00429c96
call 0x00429b07
ret $0x8<UINT16> re

ret $0x10<UINT16> re+— (A)
o N\ call 0x00401000 ce
BrRntrty 77 —% \
ret e
call VirtualFree@kernel32.dl cee— (B)
call 0x00429954 ce
N\ call VirtualFree@kernel32.dll ce

5-3: OEP &HRs(ASPack)

ZITINEYRT =92 FVTVONDYY TV T =972, (A)D5 (B) [ChF TORITENSTHZEREL
TULXE, ret DRIFTREDT > TIUCBVTERLEBHERITEINTED ZOLUEET >IN BCRITEN 60T
(CE5IENRENBLS(CAN.
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MFCRIREE > IIVT—AD55
Backdoor.Win32.SdBot.bs (E1T6r5%%:2639)
Constructor.Win32.Doget(959)

Email-Worm.Win32.Sober.w(1209)

Net-Worm.Win32.Mytob.dj(990)
Trojan-Clicker.Win32.VB.0oo(940)

DENTNDIINT—HCHIFS ret HIEDEITdR

DERBUIZEDTHD.

Backdoor.Win32.SdBot.bs
B : 2639

0x0042a39a: movl %eax, $0x66e3<
0x0042a39f:  pushl %eax
0x00422320: addl %eax, 0x422(%e
0x0042a3a6: popl %ecx
0x0042a3a7:  orl %ecx, %ecx
0x0042a3a9: movl 0x3a8(%ebp), %
0x0042a3af: popa

0x0042a3b0: jne 0x0042a3ba
0x0042a3ba: pushl $0x4066e3<Ul

0x0042a3bf:  ret

0x004066e3: pushl $0x60<UINT8:
0x004066e5: pushl $0x40e558<Ul
0x004066ea: call 0x00409274
0x00409274:  pushl $0x4092c8<UI
0x00409279:  movl %eax, %fs:0
0x0040927f:  pushl %eax

Constructor.Win32.Doget
D 1 959

0x0040939a: movl %eax, $0x12c8<
0x0040939f:  pushl %eax
0x00409320: addl %eax, 0x422(%e
0x004093a36: popl %ecx
0x004093a7: orl %ecx, %ecx
0x004093a9: movl 0x3a8(%ebp), %
0x004093af: popa

0x004093b0: jne 0x004093ba
0x004093ba: pushl $0x4012c8<U!

0x004093bf:  ret

0x004012¢8:  pushl $0x40373c<Ul
0x004012cd: call 0x004012c0
0x004012¢0:  jmp ThunRTMain@M

ThunRTMain@MSVBVM60.DLL: AF
0x004012d2: addb (%eax), %al
0x004012d4: addb (%eax), %al

Email-Worm.Win32.Sober.w
D : 1209

0x0040639a: movl %eax, $0x1498<
0x0040639f:  pushl %eax
0x00406320: addl %eax, 0x422(%e
0x00406336: popl %ecx
0x004063a7: orl %ecx, %ecx
0x004063a9: movl 0x3a8(%ebp), %
0x004063af: popa

0x004063b0: jne 0x004063ba
0x004063ba: pushl $0x401498<UlI

0x004063bf:  ret

0x00401498: pushl $0x401ed0<Ul
0x0040149d: call 0x00401492
0x00401492:  jmp ThunRTMain@N
ThunRTMain@MSVBVM60.DLL: AF
0x004014a2: addb (%eax), %al
0x004014a4: addb (%eax), %al

Net-Worm.Win32.Mytob.dj
D 1 990

0x0041839a:  movl %eax, $0x8cad<
0x0041839f:  pushl %eax
0x004183a0: addl %eax, 0x422(%e
0x004183a6: popl %ecx
0x004183a7: orl %ecx, %ecx
0x004183a9: movl 0x3a8(%ebp), %
0x004183af: popa

0x004183b0: jne 0x004183ba
0x004183ba: pushl $0x408cad<Ul

0x004183bf: ret

0x00408cad: pushl $0x74<UINTS:
0x00408ca6: pushl $0x40d098<U!
0x00408cab: call 0x00409024
0x00409024:  pushl $0x409070<UI
0x00409029: movl %eax, %fs:0
0x0040902f:  pushl %eax

Trojan-Clicker.Win32.VB.oo

SR 1 940

0x0040b39a:
0x0040b39f:
0x0040b320:
0x0040b3a6:
0x0040b3a7:
0x0040b329:
0x0040b3af:
0x0040b3b0: jne 0x0040b3ba
0x0040b3ba: pushl $0x401684<U|
0x0040b3bf:  ret

movl %eax, $0x1684
pushl %eax

add| %eax, 0x422(%e
popl %ecx

orl %ecx, %ecx
movl 0x3a8(%ebp), %
popa

0x00401684: pushl $0x401b5c<U
0x00401689: call 0x0040167¢c
0x0040167c:  jmp ThunRTMain@N

ThunRTMain@MSVBVMG60.DLL: A
0x0040168e: addb (%eax), %al
0x00401690: addb (%eax), %al

5-4: YT —HICH13D OEP 5 (ASPack)

BL_ENS ASPack @ OEP (32D ret DE T D7 RLUATHZEHERIU,
BB, ret DERICEITINDGDZ 5 DHETDE.
orl -> movl -> popa -> jne -> pushl -> ret

ERB (ARSY ROER(SERS)
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6. PECompact M/\ 71— & OEP D[EITE

6.1. DHTHERDERES
SOERERUIZ PECompact Y IILT -0t 2l FICRT .

F6-1: XIII7HY>T) (PECompact)

7T (] eSS

B> TIVER 494

NS — T C LB EITE 494

BE-PUM (CLB[EE 494

B/ N\ermER 189 | YILJI7% : Email-Worm.Win32.Colevo.b 1 2
ERAGITEN 2206 | Y174 : Trojan-Downloader.Win32.Delf.es

ASPack OXIITTH > TIVEAYT—EEFTICEL D) Wh—RBENTE RN IZEDN B, PECompact DY
> INT =BFINTAYA —f#fT/BE-PUM O /5 CRIENTEL.

&Iz, ASPack LEIRKICYIVIIT T =D TEn BN R CEOMEERSNZT — AN eol. ZRIDIEEZED
PUMIBEIU&RIZIF>TWAIBE (Bl : P2P-Worm.Win32.SpyBot.dk @ dk OEBDEITERRDS) &

FINERZMERINEUSS (LEHIT P2P-Worm.Win32. £FTEUBE) NMERERTE. BEOED
HEELREVTRBUILI/ILATHIEHERZEN D,
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UFISRIBEINEY ST —InS2 Y TIVORAINS 245 BEFTOGRZIREHUEDOTH S,

PECompact : &5t4949>7)IL5—4

Xl
3
¢
i
y

?ID(’ %ﬁlfjl 0F 5| }(’9?2

< —_— > <« - > 4——> >

J5—1

6-1: JILyh5T—4 (PECompact)

&z, PECompact DERDHTHI T —HZUTITRY . BE. 2 TIVEN AR IHUEOEREFER TH T
3){5—> C-1 BELU C-2 DEPDZIRARL MOBYZTILT—HCEWTERAINS 150 B OB Uizars(C
MIROSEHEZRD.
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INF—22 IN5—>1(—8B)

6-2: tEEIHTHI7—4 (PECompact)

SEOBERTERLTVS 4 BEOSGSOLIREECOVTE. EOY>TIIFT—FCBVWTEUTITRT 2 /W4
—>DEEBMNIBLTWVA,

(85—=> C-1) JOU3 LRSI
ret -> call VirtualAlloc@kernel32.dll -> call -> pusha
DIETERBORITIERNENDS. BREIIN YT —52R3¢ ret (§ 17 FBICEITEN 2805 H THD.

xR 6-2: W79 >T) (PECompact) : /\9—> C-1 DF—%

T ([l fB%E

B TIES 454

B/)\innE 190 | Y)LJI74 : Trojan-Spy.Win32.Banker.bht
EXABREL 1791 | ¥ILI174 : Trojan-Downloader.Win32.Delf.la

(\5—-> C-2) JOJ35LREREC
pusha -> call -> ret -> call DIETEHDHIEITEIND. I tyhT—4%2R 3L, pusha (3 3 BBEICEIT

INTVS,
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mailto:VirtualAlloc@kernel32.dll

*6-3: YLII7Y>T)L (PECompact) : /\F—>2 DF—4

T (] fm%E

B> TIEL 40

B/ nE 189 | YILJI74% : Email-Worm.Win32.Colevo.b 1 2
ERAGITEN 2206 | ¥IL9J174 : Trojan-Downloader.Win32.Delf.es

I DEOARESEEFNE/F— 2 (CBHEMEIRL, &z (W2 TINT—IDZRINSHIBUIZBRD) YILIT7OFERIE
DOELEIEE RSB RN I,

=2 C-1 (BT BVIIIIT(CBENTIE IR ORICETZ LNV IT T DIER Ean T ECBMRIR<ARR AT
—REEZBNB ROt LI OLIREENFERUk,

X 6-4: AU HEZEOVIITT

I$5=> C-1 (CEI3VNIITY

JIWVDITRER | YT T T

Trojan-Spy.Win32 | 53

Trojan-PSW.Win32 | 11

Trojan-Proxy.Win32 | 17

Trojan-Dropper.Win32 | 30

Trojan-Downloader.Win32 | 278

Trojan-Clicker.Win32 | 8

P2P-Worm.Win32

Net-Worm.Win32

IRC-Worm.Win32

Email-Worm.Win32 | 19

Backdoor.Win32 | 25

Fz. call S RDARTY MCEUAEIY RUAMEREIHIRUZ, 7 RUABEBRRUNIIL DI 7T -5 TRIZ35
B, B—0IBEEHD. FEHDOT RLAMMEDRUIFPHEUMSREBOITVST —Ab&H0f. F—07 R A%
call Ui (CHkann OIERRICARRIME LR DS hork.
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—ATNE=> 2 [EIZVINITTICEVTI EIROLSREIC 7 RLUAD Call spshMEEEIHIRLIY > TILT
—AFLATFICZFS 5 Dol TS5 HEL 189 O 3 T—AOWTEFH > IILF—9&N5ENENEEDS
DOTHIEMHEREN., —ATEOD 2 Y2 TIUOWTFH > TN T —HOZFINSEUNINIIT OFRAKREETDT
AN VT —23>Tirolz,

= 6-5: )N5—> 2 TERILYZRLAAD Call s557%2i7oTV\DYILITT

BUF® 20 ¥VD17 CRUGTE
D | VU1V
189 | Email-Worm.Win32.Colevo.b
189 | Email-Worm.Win32.Colevo.d
189 | Email-Worm.Win32.Colevo.e

1663 | Trojan-Dropper.Win32.Delf.ao

1611 | Trojan-Dropper.Win32.Delf.ao (test)

BH. TO 5 DADWTIHEDOY > TILT—HEFEN R R D28, LD OEP BIE[FHTRHRVTEEUR,

6.2.0EP OEIE

ASPack LRIFRICABAIDHHE T — I DERRIERZE(C OEP DREIEZITOTH5,

BANINA—=> C-1 USyFTENTZTFAIN ret Z&RAIFIES) OERIDTHIT -0 T (C
R,

J\9—> C-1 Tld. GetProcAddress@kernel32.dll OMUHELODE, ret $0x4<UINT16> (A) HE
f7EN. 0% VirtualAlloc@kernel32.dll - (B) OMEFHEULAMTONTVWS, ZZT (A) & (B) OREIC
Original Entry Point ‘&3¢ EX5N %,
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mailto:GetProcAddress@kernel32.dll
mailto:VirtualAlloc@kernel32.dll

w

fe 55202
feati ouz2582340

el 81002 ate
et
coll 0u00s81ace

eall 0048t ece

il Du00s8Tece
eall Ba00283
“

canoioneaany
ealiou00seassh
<all 01002c338
«all0:008e3435
ano0aieas
PUERTIREN
m

il 0100381048

call 00281048

1 0u001e3428

PRESRRSS
el ouaeTsoms

call0u2s780ce
aallouaTses

call 012380005
oz
call2ussscatn
<ol oustaeons

102 802 <UINTIE>

eall 0132880800

ol 4l

call 0u2£780047

call 0122780037

EEPM Y 77— %

10t BreANTIE>

call 0x004c343b

call 0x004c343b

ret

call 0x004c3446

call 0x004c3446

ret $0xc<UINT16>

call 0x448c0df8

call 0x448c0e01

call 0x448c0faa

call 0x448c0fb8

call LoadLibraryA@kernel32.dll
call GetProcAddress@kernel32.dll
ret $0x4<UINT16>

call VirtualAlloc@kernel32.dll
call 0x448c123c

call 0x448c124a

call 0x448c1535

ret $0x8<UINT16>

— A
«—(B)

6-3: OEP &HR=(PECompact:/{9—> C-1)

RNy T =I5 -> C-1 DVON DB TV T —5%iME T 3.

CITEUT O 5 20> TVEbnd s,
Backdoor.Win32.Delf.air (E{TanH%X 1148)
Email-Worm.Win32.Anker.qgline (1167)
Net-Worm.Win32.Mofeir.n (785)
P2P-Worm.Win32.SpyBot.dw (683)
Trojan-Downloader.Win32.Banload.af (1166)

Backdoor.Win32.Delf.air Email-Worm.Win32.Anker.q Net-Worm.Win32.Mofeir.n

HE 1148 BN 1167 DR : 785
0x44740e31: addl %edx, $0x4<UIM  0x148a09bf: addl %edx, $Ox4<UIM 0x145505a7:  movl %eax, (%esi)
0x44740e34:  jmp 0x44740ela 0x148a09c2:  jmp 0x148a09a8 0x145505a9: testl %eax, %eax
0x44740e36: addl %esi, $0xc<UIN  0x148a09c4: addl %esi, SOxc<UIN 0x145505ab:  jne 0x14550570
0x44740e39:  addl %eax, (%esi) 0x148a09c7: addl %eax, (%esi) 0x145505ad:  xorl %eax, %eax
0x44740e3b:  jne 0x44740e02 0x148a09c9: jne 0x148a0990 0x145505af:  jmp 0x14550506
0x44740e3d:  popl %esi 0x148a09cb: popl %esi 0x145505b6:  popl %esi
0x44740e3e: popl %edi 0x148a09cc: popl %edi 0x145505b7: popl %edi
0x44740e3f:  popl %ebx 0x148a09cd: popl %ebx 0x145505b8: popl %ebx
0x44740e40: leave 0x148a09ce: leave 0x145505b9: leave
0x44740e41: ret SOx4<UINT16> 0x148a09cf:  ret $0x4<UINT16> 0x145505ba: ret $0x4<UINT16>
0x44740cb6: pushl $0x0<UINT8> 0x148a083e: nop 0x14550295: movl %ecx, 0x2c(%es
0x44740cb8: pushl %esi 0x148a083f: nop 0x14550298:  movl %edx, 0x24(%es
0x44740cb9:  call 0x4474120d 0x148a0840: nop 0x1455029b:  addl %edx, 0x8(%esi,
0x4474120d: pushl %ebp 0x148a0841: nop 0x1455029¢:  pushl %ecx
0x4474120e:  movl %ebp, %esp 0x148a0842: nop 0x1455029f:  pushl %edx
0x44741210:  addl %esp, $0xffffffe  0x148a0843: nop 0x145502a0:  movl 0x100012e9(%e

34

P2P-Worm.Win32.SpyBot.dw

Trojan-Downloader.Win32.Banload.af

HE 683 wHE 1166
0x48130478:  testl %eax, %eax 0x143609bf:

0x481a047a:  jne 0x481a0437 0x143609c2:
0x481a047c:  xorl %eax, %eax 0x143609c4:
0x481a047e: jmp 0x481a0485 0x143609c7:
0x48120485: popl %esi 0x143609¢9:
0x48120486:  popl %edi 0x143609cb:
0x481a0487: popl %ebx 0x143609cc:
0x481a0488: popl %ebp 0x143609cd:
0x481a0489: leave 0x143609ce:
0x481a048a: ret $0x4<UINT16> 0x143609cf:

0x481201d9: movl %ecx, 0x2c(%es  0x1436083e:
0x481a01dc: movl %edx, 0x24(%es  0x1436083f:

0x481a01df:  addl %edx, Ox8(%esi;  0x14360840:
0x481a01e2: pushl $0x40<UINTS: 0x14360841:
0x481a0led: pushl $0x1000<UINT  0x14360842:
0x481a01e9: pushl %ecx 0x14360843:

add| %edx, $0x4<UI
jmp 0x143609a8
addl %esi, $0xc<UIN
add| %eax, (%esi)
jne 0x14360990

popl %esi

popl %edi

popl %ebx

leave

ret $0x4<UINT16>

nop
nop
nop
nop
nop
nop




6-4: JIyhT—4ICHI3% OEP A5 (PECompact:/{9—> C-1)

ret RITUUBE OB (EILITI 7Y TIVCEDZNENE RO TVWBIENS, J{F—-> C-1 O PECompact (2D
ret SR RDENDY RLAN OEP THHLHERIUTZ,

BB, ret DBERICEITEINZMHE 5 DIMETIELLTOLITROTVS (ARTY ROEER(FEEE)

(3¢) -> popl -> popl -> popl -> leave -> ret

REX OB EIXINITTH S TINBICEBOTURN, EDIBED ret BRI BEERMOEIVY>T (je) &It
(& jmp ERHDEIC popl MAEINEE, EDFE leave -> ret EVVIIEE TERITEN T,
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7. UPX M/\vhH—¢& OEP DREIE

7. 1. DTSR OB

SERRUY>TIVT—FEFEEBT 2535 THI. YILII7HERITRIEAEREUA T OESEDTHD.

xR 7-1: ILI7H>IIL (UPX3.0) NILDITHER!

NIOIT7iER|

BT 548

Backdoor.IRC

1

Backdoor.Win32

437

Constructor.Win32

30

DoS.Win32

7

Email-Flooder.Win32

9

Email-Worm.Win32

230

Exploit.Win32

20

Flooder.Win32

12

HackTool.Win32

28

IM-Flooder.Win32

3

IM-Worm.Win32

12

IRC-Worm.Win32

13

Net-Worm.Win32

60

not-virusBadJoke.Win32

3

not-virusHoax.Win32

Nuker.Win32

P2P-Worm.Win32

115

Packed.Win32

Rootkit.Win32

SMS-Flooder.Win32

Sniffer.Win32

SpamTool.Win32

Trojan-AOL.Win32

RN R[N~ |~

Trojan-Clicker.Win32

Trojan-Downloader.Win32

895

Trojan-Dropper.Win32

254
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Trojan-Notifier.Win32 | 6
Trojan-Proxy.Win32 | 75
Trojan-PSW.Win32 | 142
Trojan-Spy.Win32 | 62

INBOY Y TIVT—AD55 BE-PUM OB HINREBETTE T TECVRVEHERIZNZT—57%BRIN DI Y T
—4h' 300 er B LHdannEimt ¢ 42 TIN50l BB UPX OB TV T—HESEIOY> TILT—
ALEROPTIBHEIDEISZ HHTOWSBN, 248LLT ASPack 2 PECompact SDE& Y TILT—HIDHET
O IIEERNNEVEDNZ T,

T ERIEE LUz 42 B2 TILDII ey b —A0RIINS 135 BEFTOMDEIRESEUILED TH .
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7-1: I eyb7—-4 (UPX3.0)
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CNBEMS5, E5(C VirtualAlloc@kernel32.dll 12 HeapAlloc@kernel32.dll REDAEIIFENEHUITIER
BHEED 25 B TN ERDIAHVERRUTABE DY IT -2 U FICRYS (RYID 88 eanZziMHLTL
3) .

===ss

|
|
& »
- L
|

(DHTHIZR)

7-2: {EADHFHIT T4 (UPX3.0)
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mailto:VirtualAlloc@kernel32.dll
mailto:HeapAlloc@kernel32.dll

7-2 ARIOY Y TIVT —HBHARRAD - REHSNZHBIEN RSN 2. CNSICKT 2 OEP DERITERR
BICTITS. BB DI RICEFNS 25 O T7H>T)VAER|(E HackTool.Win32. Trojan-
Downloader, Trojan-Dropper @ 3 DTdnd.

EEZIHITT—ACHBNT, Fit 2 REBERIT N TES,
-popa UEEREUmHIINENTNS

7-2 [CTOIRELTVWBH Y TILTIIRPOICT Z/28(C popa trnzBE B TIREHULTLWRN, NF—>%
R23E0N3L3(C popa (HIT—AOLEEK_EERICHIR) LD TFOEBCHIIBUIZ/ - DEIBEDN R
5Nd.

-popa H' 1 EBHBIRULRVWH Y TIVNSEEFIET S

BIZFAIARF(C(E UPX O OEP A{5(C popa H&pdE W\ IIBEIRZS TN, EBRICE < DY > TV T —97% 82
F%¢ popa HMHIRLAVSS(C BE-PUM OFEATHHR T UL TWSH > TILheolc. 2RI 7> ISR I
WOREEHNNENTENS, UPX ([C&BEFRATI— RTITOHN TVSES(C BE-PUM KBR—hDEDONHD. £
NI T EFCERETELH Y IV BEICHU T RVEREB IO TEELHERIL TWVS,
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7.2.0EP ORETE
UFICRIDRE 7-2 TRUEDHTHERO— SR THS. INERBE popa v (BETRER) LUET

B IIVBICHIRT Za BN RO TVSZENDN B,

002} 003} 004a| 00g} o

[Backdoor Win32 Rbotsf_cods _|Email-Worm Win32 Bagle.ef Email-Worm Win32 Baglo.of Explolt Win32 Agenta [HackTool Win32 SmbBrute.s
v N nm [ v |
uPX UPX UPX uPX UPX

529 D 359 1287 1881

EARSY 77— 4

7-2: OEP &R (UPX3.0)

TZT popa Dai#E (A) & (B) OEOIINEYN—92RTHZECTR LTFORE 4 DB TILT—-4IC
DVWTOEITIRRINZRUILED TH D,
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HackTool.Win32.SmbBrute.a
mei : 1882

0x0040cd1jmp 0x0040ccf9
GetProcAddress@KERNEL32.D
LoadLibraryA@KERNEL32.DLL:
0x0040cdCmovzwl %eax, (%edi)
0x0040cdCincl %edi
0x0040cd(pushl %eax
0x0040cdCincl %edi
0x0040cd(movl %ecx, $0xaef24:
0x0040cd

0x0040cdZjmp 0x00401ccd
0x00401ccpushl %ebp
0x00401cc movl %ebp, %esp
0x00401cc pushl $Oxfffffff<UIN
0x00401cc pushl $0x4070d8<Ul
0x00401ccpushl $0x403e94< Ul
0x00401cc movl %eax, %fs:0
0x00401cepushl %eax

—BEDY> T THS HackTool.Win32.SmbBrute.a Tld popa OERIC 5 DthDsssh
W EOY>TINCHWTH popa DEFHIIC je -> movl -> addl -> jmp ->
GetProcAddress@Kernel32.dll -> LoadLibraryA@Kernel32.dll OFFSHULMTHNTWS, £12BE

Trojan-Downloader.Win32.Agent.bx
o 1691

GetProcAddress@kernel32.dll: .
0x0040cd¢ orl %eax, %eax
0x0040cd€je 7

0x0040cd¢movl (%ebx), %eax
0x0040cd¢addl! %ebx, $0x4<UIP
0x0040cd¢jmp 0x0040cd79
GetProcAddress@KERNEL32.D
LoadLibraryA@KERNEL32.DLL:
0x0040cd

0x0040cd¢jmp 0x00401f06
0x00401f0 pushl %ebp
0x00401f0 movl %ebp, %esp
0x00401f0 pushl SOxffffffff<UIN
0x00401f0 pushl $0x407110<UI
0x00401f1 pushl $0x404abd< Ul
0x00401f1 movl %eax, %fs:0
0x00401f1 pushl %eax

7-3: JIEybhT—4(CH1F3 OEP a5 (UPX)

Trojan-Downloader.Win32.Small.afp

HE : 1691

GetProcAddress@kernel32.4ll:
0x0040cdZorl %eax, %eax
0x0040cdéje 7

0x0040cd=movl (%ebx), %eax
0x0040cdtaddl %ebx, $0x4<UIM
0x0040cdt jmp 0x0040cd39
GetProcAddress@KERNEL32.D
LoadLibraryA@KERNEL32.DLL:
0x0040cd

0x0040cdt jmp 0x00401ed6
0x00401ecpushl %ebp
0x00401ec movl %ebp, %esp
0x00401ec pushl $Oxffffffff<UIN
0x00401ec pushl $0x407110<UI
0x00401e€ pushl $0x404a84<UI
0x00401ee movl %eax, %fs:0
0x00401eepushl %eax

FIRTRICH S8 popa DEIC jmp S BNEITEINTHED. COHHBDARTY RTEENTLS Y RLUAN OEP

EWDEICTED,

42

Trojan-Downloader.Win32.Small.buy

R 2421

GetProcAddress@kernel32.dll:
0x0040ebcorl %eax, %eax
0x0040ebcje 7

0x0040ebc movl (%ebx), %eax
0x0040ebcaddl! %ebx, $0x4<UIP
0x0040ebcjmp 0x0040ebb9
GetProcAddress@KERNEL32.D
LoadLibraryA@KERNEL32.DLL:
0x0040eb

0x0040ebc jmp 0x004032d8
0x004032c pushl $0x60<UINTS:
0x004032c pushl $0x409470<UlI
0x004032ccall 0X00404 28
0x00404fa pusl;l bedoaffc<U1b
0x00404fa movl %eax, %fs:0
0x00404fb pushl %eax
0x00404fb movl %eax, 0x10(%es
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NYA—FEAFTIC KB EITE 378
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B/ \ennEX 10 | YILD174% @ BIRICTEEEK

ERABITEN 487 | X174 : Email-Worm.Win32.Hybris.h

x 8-2: XIIIFH I

(Upack) YILDI7FER|

NIVIIT7iER|

BUIINT 548

Backdoor.Win32

14

Email-Worm.Win32

28

IM-Worm.Win32

26

IRC-Worm.Win32

2

Net-Worm.Win32

4

Trojan-Downloader.Win32

128

Trojan-Dropper.Win32

38

Trojan-Proxy.Win32

14

Trojan-PSW.Win32

64

Trojan-Spy.Win32

64
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R — ROEITEZRIET BEE ZTWB VirtualAlloc@kernel32.dIl HBIRET . hDERRBZIIIITICE
Eho THIBEDS S ET/I\I-NRESNZBLTENS, BE-PUM HHR— MU TRWVESELL(E Windows API
DOMFFHUREDIRAICED Upack OEEATAIELTHN TLRWVAIEEEN S S,
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O. KRBT DFLHE SR DRRE

AERRERAFE TlE VXHeaven T—AR—-2 EOXIVI17% BE-PUM ZAWTE 7> TV UIHERZIEIHER SR
U Nvh—0f#EA1—- ReRImRiI\F—2 &332 T/\wh—DOREEENIDITYD Original Entry
Point (OEP)Mi&k%ZER A1z, ASPack & PECompact z/\wh—¢LTRULASNTWSHY Y IILT—ADWTT
A= DRRHZEITIEEEIC OEP EE RSN AR OIFEZITICEN TEL,

UPX (CDWTI(FERER(C LD OEP EIEAEREEIFIAFREDLLEZ1TV, FEEREI— RN popa (R TR TI 3L
VOSSR DMERZ 1T,

—75C BE-PUM (L&2E T TIVNTE T UTORL, BULETETLRVEEZSNZY > TILEZL. Upack (C
BV TEEnH/\F—>0t&HE OEP BEDEBRETESRH O, Fiz. UPX OFFTIERICOVTE popa LU
EN-UNRBNZEFHHD. ENHARILDI7AICIEEL THTETVWRED TH20ON . BEUIEFRERAI— RH
popa IR FEH L TWDZEZRIEL TOWDEDRDNIARBATHD . SEDIRBEEROI. SReBRRRDIZHIC
(FATOHERNMENTERODNEHERIUT.

- BE-PUM h"i159 %45/ Windows API #3589 2 E CRITAIBEXIRT —IDH/N—FH%[E) LEE 3,
- SEEFEBUHS/Windows API J—)LEFERD Y M AW/ — 4B

#BEBIOWT, SERAUBRRFETRERI DAY IT—ID/ERZ—EDI —INEIVTERL T
W37z, Oy MCE 2B EBEITOHIRF B ORI BZHAIBILICLD. RN OZHII BTN PIEEICR:
BEEZEND.

Fz. BIOFREEL TSEHERIL OEP DAREIES AL NG D . SEIOT> T T 53 LB VERRDY
IVIIT TSN THED, ZCTERSINTOSN 23>0/ \WH—(FAFHEELL. ZORHIRIEFERTES/ -
2320\ h—TEANIIN DI TOI 5 %) \WF I UIe 7 ) —2a> % FEU. BE-PUM (C&38 78> TV %
ITOIREREBLRINIIT OH T T UIAEREZ LRI ZENBTIIRVNEE XS, SB(CCOFERZ
WL THRNEAHIEULIILIIT7 D/ \WH—-HLU OEP DRIEZRITIDLESROBELLTEZS
ns.
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