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Power-law Degree Distribution

www.nd.edu/~alh

g

I

Federation
[ Germany B italy B Netherands [l sweden

Internet connectivity with
sel ected backbone | SPs
(CAIDA) Nature 406, 2000

[ switzerland Spain B vapan Russian B uc [ Unknown
U

SA

http://www.nd.edu/~ networks/ppt/SanDiego.ppt/

B Bl v MU — 27 #1984, 14 Dec. 2006 — p.3/29



Scale-free Networ ks
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Optimal Topology
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Connectivity Correlations
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3. Robust, Yet Vulnerable
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Conventional SIS, Sl
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Absence of the Threshold
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E-mail Data
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Effect of the Hub | mmunization
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4. Cascading Failure
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Avalanche Dynamics




Defense Strategies
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(kyn) and P(k) in CDD Model
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Simulation Results
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5. Geographical constraints
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5. Geographical constraints
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Effect of Triangles
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Geographical SF networks
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Topological Structure
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Degree Distribution
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Randomly Rewired Nets
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Toleranceto Failures

i RGBSRy GC DA ALk S/N
FEAK P 7 F A E YA X (s)

Relative size S/N

1, ) . 1.35 S §2+NN(QHQ) 1 7@[‘3 109 ? 22+NN(one)
D RA+NN(all) o 0. 1.08 g¢+NN(aI\)
0.9 oW 134 or Sl Y 0.9 B 107
YU o + Q0 *3 )
(VI 125 N 0 * 0. 1.06
0.8r Ood \ s o ! °o°++ 0.8r 'Qor \ 1.05 s
bw' A &° + LA e VN P 104
0.7r 06* Vit o 4 °°°f 0.7f &, 103
o + or W
o+ 11 . orA e 1.02
0.6r ot & A Z 0.6f Y&,
¥ 1.05 + i < @A 101
o t OB, wn (/4
o+ Lt % (574 15008
0.5r O-Cr)"' 5 ”oliﬂfolzf 03 04 05 06 07 08 ﬁ 0.5f ‘)U
O% @
0.4 06 g 0.4 A
O = h
0.3 S 8 0.3 W
) o A
0.2} 20 0.2 %6,
3 \'I/J'
0.1t 0.1 Yo
D
0 I I I I I I ARG R 0 | | | | I I I I QO(»VQ\
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8

Fraction f of failures Fraction f of failures

(a) geographical nets (b) rewired nets
= EOET IV T oA NI RR L E
(RA: (O, DT: /A, RA4+NN(one): +)..,

fF#r >y MU — 27 %4, 14 Dec. 2006 — p.26/29



Relative size S/N

Toleranceto Attacks
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Simulation for AS Nets
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6. Summary
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