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System overview

JAIST Cloud Service is a JAIST web service that makes it easy to create virtual
machines. Depending on the function you demand, you can flexibly set performance. In

addition, the created virtual machine can be automatically assigned a fixed IP address

that can not only access from the campus network, but also can use administrator

privileges.

Please do use it.
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1. Login to the system

The address of JAIST Cloud Service is as follows.
https://vportal.jaist.ac.jp/vcac/org/JAIST/

When you access the system for the first time, the domain selection screen appears.
Please select "ad.jaist.ac.jp" and proceed to the next step.
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Figure 1.1 Domain selection screen

Next, enter your user name and password and login. Please enter the same user name
and password as JAIST's web service (such as Web-Mail).
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Figure 1.2 Login screen

When you log in, your homepage will be displayed. Interfaces such as calendar showing
virtual machine's loan due date (freely usable expiration date) and virtual machine
creation dialog are listed here.


https://vportal.jaist.ac.jp/vcac/org/JAIST/

JAIST Cloud Service

Welcome, 1610236, Preferences  Help | Logout

Requests Inbox
My Open Requests %% Calendar of Events X2l A
Request Item Status Submitied Today 4 Awustz017
Aug 2 Thu3 Fri4 t
No items to display
More 6 8 10 1
My Items. x|
Name Type Description Expire
1 i 1 I 1 1
1508534124 Exisling Network many
VA-Cent0S-00020 Virtual Machine THANT
BP-CantOS-Usars- : s
ety Deployment TNt
20 21 3 24 2 6
More
My Inbox X|%
ltem Type Last Updaled 27 28 29 an 31
No items to display
My Recent Requests %A
More Request ltem Status Submitted

Figure 1.3 JAIST Cloud Service Home Screen

In this system, we guide how to create virtual machines with the concept of "borrowing
(hereinafter referred to as" loaning "). In order to get the loan from the virtual machine,
after selecting the desired virtual machine type from the "catalog" of the virtual machine,
"apply" the loan. The virtual machine you applied and rented out will be displayed as an
"item".

You can select the contents of the application, the list of items, browse the catalog of
the virtual machine, etc. by selecting it from the tab on the upper left of the screen.

Catalog Items Requests Inbox

Figure 1.4 JAIST Cloud Service Features and Tab Menu
2. Creating a virtual machine

From the tabs on the upper left of the screen, select "Catalog".

Catalog Items Requests Inbox

Figure 2.1 JAIST Cloud Service features and tab menu

In the catalog screen, information about virtual machines that can be created is
displayed in a list. In the figure below, there is a catalog called "CentOS 7 Desktop", and
you can create a virtual machine defined in this catalog. In the catalog name, the name
of the virtual machine OS that can be created etc. is displayed, so please refer to it.

The catalogs named as “AWS” is using Amazon Web Service (EC2). Notice that, you
don’t need to pay the charge of use by yourself. It will be paid by JAIST.
For cost saving, please don’t forget to shutdown the machine when it isn’t in use.

Clicking on the "application" button in the displayed "CentOS 7 Desktop" will proceed
to virtual machine creating label "New application".
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Figure 2.2 Service catalog list

On the new application screen, you can set the duration and specifications of the virtual
machine you want to use.
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Figure 2.3 New application screen for virtual machine lending

You can set the details by clicking on the item in the list (shown below) in the center of
the screen of the new application.
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Figure 2.4 New application list and items
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By clicking the icon, 9 (or D) of this item, you can set the description of the
virtual machine and the period you want to use. The period you want to use the virtual



machine can be set by "lease days". While using the virtual machine, the lease period
can be extended any number of times. However, for one extension request for lease, the
maximum number of days for extension is 30 days from the extension application date.
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Figure 2.5 Lease Days Setting Screen

After that, = or By clicking the icon of the virtual machine you can set the
specifications of the virtual machine.
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Figure 2.6 Specification screen of the virtual machine to be lent out

When you use JAIST Private Cloud (Not AWS)., you must set the initial password. In
the item called "InitialRootPassword", enter the character string to be used as the
initial password. Please note that this password will be asking compulsorily to be
changed later, so please set the password to be used only for installation. So do not set
it as an important password that you commonly use after installation.

When all settings are completed, please click on the "Send" button at the bottom right of
the screen to confirm the entries.

In addition, there is an item "total price" on the screen, the amount may be displayed,
but this is only displaying the maintenance cost of the system, please use it for free.
Creation and use of virtual machines are free and will not be charged. Please do not
worry.



If the operation proceeds normally, you can check the processing status on the
"Application" screen. The "application" screen can be selected from the tab on the upper
left of the screen.

The list shows information on all the virtual machines you applied for creation in the
past. The latest application will be displayed at the top.

Once the status of the item displayed in the list is "Succeeded", you can use the virtual
machine.
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Figure 2.7 Application list screen

3. Using created virtual machine

If you select "Item" in the tab on the upper left of the screen, a list of available virtual
machines will be displayed.
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Figure 3.1 Item list screen

Here. by clicking on the icon ™ (or ), you can browse the details of the created
virtual machine. You can also manage the power of the virtual machine.
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Figure 3.2 Item Detail Screen

On the right side of the screen there is a menu labeled "Action". Here you can command

power management such as shutting down and restarting the virtual machine.
Actions:

Connect to Remote Co...
J» Connect using SSH
Connect using VMRC
Create Snapshot
| Destroy

Get Expiration Reminder

Install Tools
Power Cycle
Power Off
Reboot
Reconfigure
Reprovision

Shutdown

EO0CsEEOE

Suspend

Figure 3.3 List of possible actions
In order to use the virtual machine, SSH connection is required. In order to connect
with SSH, it is necessary to know the IP address. On the details screen of the item, you
can know the IP address of the virtual machine by clicking the "Network" tab. In this
example, it 1s "150.65.34.19".



General Storage Network Security Snapshots

Primary IP address: 150.65.34.19
Network adapters:

D ~  Network Path Address MAC Address

0 ts_34.0 150.65.34.19 00:50:56:9a:72:cc

Figure 3.4 Network information of the virtual machine

4 . SSH connection to virtual machine

Please connect to the IP address of the virtual machine with SSH. (VDI provided by
Advanced Computing Research Center: Tera Term can be used in virtual desktop
environment.)
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Figure 4.1 Tera Term: New connection

When connecting for the first time, the dialog below will appear, click “continue”

SECURITY WARNING x

There is no entry for the server ™150.65.34.15" in your list of known
hosts, The machine you have contacted may be a hostile machine
pretending to be the server,

If you choose to add this machine to the known hosts st and continue,
then you wil not receive this warning again.

The server's host key fingerprinti:
Fingerprint hash algorithm: (O MDs @ 5HA258
\ SHA256: +1wvzSt+q5FHVSrillswBHPEYBoDaTMDGop TXmwaGCAQ

+-———[ECDSA 256]-—+
|Eo.. ... .o%¢

o
o
[=]]

o o
4ol [SHA256]——— +

Add this machine and its key to the known hosts list

Disconnect
Figure 4.2 Tera Term: “SECURITY WARNING” notification dialog upon connecting for the first time



4.1. Virtual Machine of JAIST Private Cloud

The initial username of the virtual machine is "jaist". Please login with the initial user
name and the initial password set earlier. Please choose plain text authentication.

SSH Authentication — X

Logging in to 150.65.34.15

Authentication reguired.

User name: |jaist |

Passphrase: | Y| |

Remember password in memory
[IForward agent

(®) Use plain password to leg in

(0) Use RSA/DSA/ECDSAED25519 key to log in

(O)Use challenge fresponse to log in(keyboard-interactive)

(C)Use Pageant to log in

Disconnect
Figure 4.3 Tera Term “SSH Authentication” dialog

When logging in to the virtual machine you created for the first time, you will be
prompted to change your password.

T 150.65.34.15 - Tera Term VT - O X

File Edit 5etup Control Window Help

innediately (root enforced)

and login again!

Figure 4.4 Password change prompt upon connecting for the first time

When you set the password, the connection will be closed at once. Please login again.
Please use the newly set password to login.



4.2. Virtual Machine of AWS

Digital Certificate is required for SSH connection. Please download the certificate of the
virtual machine from Action Menu (Figure 3.2)

Detail of the usage is:

From Windows:
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html

From Mac OS:
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html

5. Changing the lease duration
A virtual machine created by JAIST Cloud Service has a default expiration date. This
expiration date is referred to as “lease” of the system and can be up to 30 days. You can

change it after the virtual machine is created.

To change the expiration, first access the corresponding item. Select "Items" tab, then
click "Deployments" to display the list of virtual machines.

JAIST Cloud Service sy Paefescts | bep | Lot

£ Cevrs ety

B o0 Desteg a8t

mpll al

Figure 5.1 The tabs menu with the “Items” tab and “Deployments”

When you expand an item its details get listed as shown below.

(& JAIST Cloud Service
c ‘D & Secure \htw wportal.jaist.ac,j| ST/#csp.catalog.item.list¥%5SBitemMenuld:=composition.resource.type.deployment 2 ¥ o

JAIST Cloud Service Welcome, s16200 . | Preferences | Help  Logout
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N
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&* contosT Desktap-43521EES

o 4 conto op-15118758

Research Center for Aduanced Computing Infrastructure version 710 (il 5604430) | Contacdus

Figure 5.2 An example “Deployments” list of “Items”
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The items displayed in the list are organized as shown below the “ mark. The
virtual machine and the network are displayed under the corresponding item.

Select an item type from the menu on the left to view your provisioned items. Uss
e Actions

Mame Dip=eriplion & Dwrer

&% Centd 57 Deektop-S0554023 . A

&% CentD 57 Deektop-43521663 - J
a 4% CentDST Deaesktop-18118758 . A
WA-CT-10003 .
& 1508534124 A

Pape |1 of 1 =
Figure 5.3 Example of one expanded virtual machine in the “Deployments” list of “Items”
<3,
Please click the ™ icon to display the details of the item. You can change the lease by
clicking "Change lease" in the "Actions" list on the right of the screen.

(@ JAIST Cloud Service

1da E T ir

-
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Actions:
Details Properties
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Owner
A

Provisioned
23/08/2017 10:40

Type
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Lease
30 days

Expires
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Expense (Month to date)
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Research Center for Advanced Computing Infrastructure wersion 7.3.0 (build 5604410) Contact us.

Figure 5.4 “Item Details” screen

6. Removing a virtual machine

Virtual machines that are no longer needed can be deleted regardless of the lease. First,
display the list of items and display the list of virtual machines from the “Deployments”
list.

11
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Figure 6.1 The tabs menu with the “Items” tab and “Deployments”

When you click “Deployments”, all of the items are listed as shown below.
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Figure 6.2 An example “Deployments” list of “Items”
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Click on the " icon to display the details of the item. You can delete the virtual
machine by clicking "Delete" in "Actions" list on the right side of the screen.
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Figure 6.3 “Item Details” screen

When you click "Destory", the “New Request” for “Destroy” screen is displayed. To
request the deletion of the virtual machine, please push the “submit” button to send the
request.

(8 JAIST Cloud Service
C ) @ Secure | https//vportaljaistacjp;
AIST + o -
S B JAIST Cloud Service weicome, 516200 . | Preferences | Help | Logout

Home Catalog Requests Inbox

New Request

@ General =~ Reasons

4 g% Cent0ST Desktop Deployment: CentOS7 Desktop

BP-Cent05-7

Destroy Description: .

Destroys a deployment and all constituent
resources.

Reason for deployment .
request:

Submit

Research Center for Advanced Computing Infrastructure version 7.3.0 (buikd 5604410) | Contactus

Figure 6.4 Request for deletion screen

When the request is sent successfully, a confirmation dialog will be displayed.
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Figure 6.5 Deletion request submitting confirmation
You can check the processing status of the requested deletion in the "Requests" screen.

Note that processing takes some time. When the deletion of the virtual machine is
completed, the status will be "Successful".

JAIST Cloud Service wekame, s 16200

7. Restoring a virtual machine
After the lease expiration, a virtual machine can be restored within two months.

The restoration of the virtual machine is handled by applying for change of the lease
time. First, please expand the item.

@ JAIST Cloud Service
C ¥ @& Secure | hitp ortal.jaist.acjp/ T/#csp.catalog.item.list%5BitemMenuld:=composition.resou .deployment 2 ¥ i

JAIST Cloud Service Welcome. 516200 Freferences | Help  Logout

Deployments Deployments

Select an item type from the meny on the Ief to view your provisionss
Machines
Narme Descrption Owmer
&* ContosT Deektop-50584025
&® CBNMOST Desktop-43821683
4 &8 Cont0s7 Desklop-18118758
) va-C7-00003

@ 1508534124

Research Center for Advanced Computing Infrastructure version 7.0 (build 5B04430) | Conacd us

Figure 7.1 An example “Deployments” list of “Items”
Next, choose the details of the virtual machine you want to restore, and click “Change

Lease” from the “Actions” list. Please set the desired expiration of the lease in the
"Change Lease" dialog.
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Figure 7.2 “Item Details” screen

Change Lease - CentOS7 Desktop-43621669

&)

U—2DEE

Change lease of a deployment and all its component resources.

BRIEAPE: | 24/08/2017 [8 | 23:00 hd

Save Submit Cancel

Figure 7.3 ”Changing Lease” dialog

After requesting the lease change, you can check the processing in the “Requests” screen.
When the status changes to "Successful”, the virtual machine can be used again.

@ JAST Cloud Service

C {y @& Secure | htp:

JAIST Cloud Bervice waicome, s16200 Prafarences | Help | Logout
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FETTY © Destroy - CemGET Deskiop- 18118768 Blod Applicable Ml Applicabia Bucenaful «18200  {Dad jsist ae jp TROTOIT 1134 FUDEIONT 1138

2328 &% ContOST Dasktop W00 / day ¥13.000 Buccesshul s18200  qDad jaist ac.jp 23052017 1040 IOE0NT 1048

Page |1 ol Displayang 1-30f 3

Raegearch Center for Advanced Computing Infrastructura ersiun T30 {nshd BOGH41C) | Comled i

Figure 7.4 Example of the “Requests” screen

The virtual machine can only be restored within 2 months after the lease. Please note
that after 2 months, the virtual machine will be deleted permanently.
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8. root privileges and password

For the virtual machines provided by this service, root privilege can be used. To use the
root privilege, please use the sudo command.

The root user's password can be changed by using sudo command and passwd command.
For details, refer to the example of the command below.

[ Example 1]To change “root” password
[$ sudo passwd root |

[ Example 2]To execute commands that require root privileges
[$ sudo [command] |

To update packages using yum
[$ sudo yum update |

x 150.65.34.21 - jaist@Wo - C7-00005: — W — — ==

File Edit Setup Control Wi o Help

Figure 8.1 Example commands
9. Accessing the virtual machines remotely

To use a remote console, first display details of the item from the "Item Details" screen
and click “Connect to Remote Console” from the the “Actions” menu.

16
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Figure 9.2 “Item Details” screen
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Actions:

Connect to Remote Co...
Connect using 55H
Connect using WMRC
Create Snapshot
g Destroy
(3=t Expiration Reminder
Install Tools
Powier Cycle
Power Cff

Reboot

EEOS

Reconfigure

bl

Repraovision
Shustdown

o] Suspend

Figure 9.3 “Actions” menu list

When you click “Connect to Remote Console” link, the remote console starts up in a

separate tab/window.
Make sure you enable popups for this page to get the new tab/window.

: I

C ()  Seare|

VACTH00S

Commerid

Figure 9.4 Remote console login to the virtual machine
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Figure 9.5 Remote console connection to the virtual machine desktop
Login to the remote console of the virtual machine using the username and password
made before. After login, the desktop is displayed and can be used just as any normal
machine.
When you connect remotely for the first time, a license confirmation screen may be
displayed. When you accept the license, the GUI login screen will be displayed, please

follow the steps above.

If the desktop is not shown, try changing the browser zooming factor.
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