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Data on individuals and cntchriscs are widclg
available from electronic databases

Business
Inte/y;,

e
A Corp_ Orderij 7 onee

ng $35
of our Product 000, 000

Password Files
- — ————
[nny%%wua/Fanengf
Financ,_al — Secret beverage

water, ang g hinreclpe: Sugar,

ABC corp. will be reporting a t of (o,

loss of $1.20 per share



Data mining;: An intcrdisciplinarg field
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What does data mining, do?
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T ext mining; A tgpicai cxamPic

* I xtract Pieccs of evidence from article titles in
the biomedical literature (Swanson and

Smaihciscr, i 997)

- ““stress is associated with migraines"
(44 ’ 77
~ stress can icaci to loss oF magnesium
- ““calcium channel blockers prevent some
migraines"

“ jum i | calcium channel
- “'magnesium is a natural calcium channel

blocker”

Induce a new hy othesis not in the literature bg
combining culled text i:ragments with human
medical cxPcrtise

~ Magncsium cici:icicncy may Plag a role in some

kinds of migraine headache
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- Web mining,

Tgpical data in a server access log

looney.cs.umn.edu han - [09/Aug/1996:09:53:52 -0500] "GET mobasher/courses/cs5106/cs510611.html HTTP/1.0" 200
mega.cs.umn.edu njain - [09/Aug/1996:09:53:52 -0500] "GET / HTTP/1.0" 200 3291

: mega.cs.umn.edu njain - [09/Aug/1996:09:53:53 -0500] "GET /images/backgnds/paper.gif HTTP/1.0" 200 3014
mega.cs.umn.edu njain - [09/Aug/1996:09:54:12 -0500] "GET /cgi-bin/Count.cgi?df=CS home.dat\&dd=C\&ft=1 HTTP
mega.cs.umn.edu njain - [09/Aug/1996:09:54:18 -0500] "GET advisor HTTP/1.0" 302

mega.cs.umn.edu njain - [09/Aug/1996:09:54:19 -0500] "GET advisor/ HTTP/1.0" 200 487

looney.cs.umn.edu han - [09/Aug/1996:09:54:28 -0500] "GET mobasher/courses/cs5106/cs510612.html HTTP/1.0" 200
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Web Content Web Structure

Mining

Web Usage
Mining

Mining

Customized
Usage Tracking

General Access
Pattern Tracking

Web Page
Content Mining

Search Result
Mining




- KDD: New and fast growing area

A KDDr9s,96,97,98, ..,04,05 (ACM, America)
@  FPAKDD97,98,99,00, .., 04,05 (FPacific & Asia)
& ‘. https//www jaist.acjp/F AKDD-05 ([Hanoi)
' FKDDr97,98, 99,00, ..., 04, 2005 (E urope)
ICDMo1,02,..,04,05 (IEEE), SDMoti, .., 04,05 (SIAM)

x lndustria] Interest: ]BM, Microso{:t, Si]icon Graphics,
L Sun, Poeing, NASA, SAS, SFSS, ..

JaPan: FGCS Froject focus on logic Programming

Y and reasoning; attention has been Paid on knowledge

| &[& accluisition and machine ]carning. Frcd)jccts “Knowleclgc
_ Science?, “Discover3 Science”, and “Active Mining

Froj ect” (2001-2004)



I” ~commerce and Data Mining

> A person bugs a book (Product> at Amazon com.

j * Task Rccommcnd other books (Proclucts) this
person is |i kclg to bug

2 Amazon does clustcrmg based on books bought:

* customers who bou ht <[ ~Commc—:rcc
Sccurltg and Frlvacg also bought

“I~ .commerce & Prlvacg What net users want”

. Rccommcndation program IS quitc successful.



- E~governmcnt and Data Mining

. Hospita] data contains
- ]clenthcging information: name, id, address
s (General information: age, marital status
. Mcclica] information

M Bi”ing information

| Databas& access Issues:

* Your doctor should get every information that is rcquirccl to take care
ofgou
< E_mcrgencg rooms should get all medical information that is reciuircd

to takc care o{: whocver comes thcre

» Billing department should only get information relevant to billin
SEER s o

o Data usage issue: “who is cloing what to which and how much

. _cr_‘iti_ca! inlcormgti_;)_ng w_!'\e_n and from where”
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Data Mining and Frivacg

* T hereis a %:owing concern among citizens In

Protccting their Privacg

» (yovernment and business have strong motivations
for data mining

g Can we satislcg both the data mining goa‘ and the
) Privacg goal?




. Frivac:3~Frcscrving Data Mining

» Allow multiplc data holders to collaborate to
compute imPortant (c.g., sccuritgwclatcd)
information while Protccting the Privacg of
other information.

. Farticularlg relevant now, with Increasing focus
on sccuritg even at the expense of some

Privacg.



. Aclvantagcs of Privacg Protcction

» Protection of Persona] information

» Protection of Proprietarg or sensitive
information

1

- Fosters collaboration between different data

owners (since thcg may be more wi”ing to
collaborate if thcy need not reveal their
information)



10 challenging problems in data minin
(ICDMo5) g gP g

2. Scaling Thc trade-oft between
3. Mining sharing information for

analysis and keeping it secret

to corPoratc tradc secrets

and customer Privacg IS a

g rowing cha”cngc.

i IO.Dealing with non-static, unbararced and cost-sensitive data



| T hree aPProachcs to ' DM

» Distribute limited subset of data

. E_.g., Census bureau releases oniy some fields

3 Theorg tells which subsets can be sa{:elg released

s Distribute Purposelg distorted data records
4 Nobodg see the real data

« Tell reciPients the Probabilistic distortion function

a——

- ~hcg can compute original data distribution, but not original
data records

= Distributc the comPutation instead of data

* (Jse crgPtograPhic methods to assure Privacg of intermediate
computations



. Distribute imited subset of data

* A naive solution to thc;rob‘cm is de~identification —removing all

identifging information from the data and then re‘easing it—but

Pin ointing cxact|3 what constitutes identification information is
difgcult.

| . Latanga chencg (ZOOI)

» Date of birth unique]g identifies 12% of the Population of
Cambridge, MA.

+ Date of birth + gcnc!cr: 29%

» Date of birth + gcnclcr + (9 digit) ziP code: 95%

. 5wccneg was therefore able to get her medical information
from an “annongmized” database



Distribute Pur'Poselg distorted data records

- Goal: Hide the Pro‘cec‘ced information
= APProachcs: Data Perturbation

. 5wal:> values between records: exchanging data values
between records in ways that preserve certain statistics but
dcs’cr03 rcal valucs

. Randomlg modhcg data: adding noise to data to prevent
cliscovcrg of the real values.

o Froblems
* Doesit rea"3 protect the data?

. Can we learn from the results?



Distribute Pur!:)oselg distorted data records

* Miner doesn’t see the real data
= Some knowlcdge of how data obscured
M Can’t reconstruct real values

[ Results still valid

» (_anreconstruct cnough information to idcnti{g
Pattcms

- * Butnot entities
}. Tixamplc: Work of Agrawal & Srikant (2000)




Decision trees
Agrawal and Srikant ‘00

+ Assume users are wi”ing to
+ (Give true values of certain fields

+ (Give modified values of certain fields

$ Fracticalitg

+ 17% refuse to Providc data at all
* 56% are wi”ing, as long as Privacg is maintained

* 27% are wi”ing, with mild concern about Privacg

» Perturb data with value distortion
* (ser Provides Xt r instead of X;
* I'is arandom value
* (niform, uniform distribution between [-a., o]

» (Gaussian, normal distribution withp=0,



Randomization aPProach OVEIrVIEW

Alice’s
age

Add random
number to
Age

30
becomes
65
(30+35)

30| 70K | ...

50 | 40K | ...

Randomizer

Randomizer ]

65 | 20K | ...

25 60K [ .. | . ’A

Reconstruct

Reconstruct g
Distribution Distribution 'M‘
of Age of Salary

e a0

e

Algorithm

E Classification H Model }




Keconstruction Problcm

. Origina] values x,, x,, ..., X
* from Probabilitg distribution X (unknown)
s Jo hide these valucs, WE USE Yy, Y, - Y,
fce from Probabilit9 distribution Y

-+ (Given

* XY XY, s XY,

s the Probabilitg distribution of Y
[” stimate the Probabilit9 distribution of X.

W




. Reconstructing the distribution

(_ombine estimates of where Point came from for
all the Points:

(1ives estimate of origir\al distribution.

90

(ol Ry -a)h@

N izt J‘OOOO fY ((Xi ) Yi) —a) ij(a)



. R econstruction: Bootstrapping

{:XO .= (niform distribution
j .= 0 // |teration number

ERsa s SO (00 @)
FXJH(a) e e J‘: fY ((XI i yi) _a) ij (a) (Bages‘ rule)
b

until (s’coPPing criterion met)

- Converges to maximum likelihood estimate.

> D Agrawal & CC Aggarwal, FOD5 PA®ISM I



Works well
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Distribute the comPutation instead of data

> 5UPPOSC
. Multiple hosPitals hold Private Paticnt data,
. Theg wish to learn rules for SARS treatment

effectiveness

* But will not share details Paticnt records

e lclca

» Allow them to retain their data, and their individual
Privacg Policics

» Distribute comPutation

* (Jse crgPtograPhic tcchniques to maintain Privacg of
distributed comPutation



Scenario

* Multi database scenarios: ] wo or more Parties with Private data
want to cooPerate.

{ ® Horizontall3 split: Each party has a largc database. Databases
 have same attributes but are about different subjects. For
examplc, the Par‘ties are banks which each have information about

:
bank 2

bank 2 Un

their customers.

u,

Up

u,

U

Lo \/crl:ica”g sP]it: Each party has some information about the same

set of subjects, e the Participating Partics are government
agencies; each with some data about every citizen.



Secure multiPartg comPutation (SMO)

- A sPecializcd form of PrivaC3~Prcscrving,
- distributed data mining.

{ * Fartics that each know some of the Private
data Par‘ticipate Ina Pr'otocol that generates
the data minin rcsu]ts, yet that can be proven
not to reveal data items to Parl:ics that don’t
alrcaclg know them.

» T he basicidea is that Partic—:s hold their own
{  data, but cooperate to get the final result.



Thc methoc}ologg

» Because all interaction occurs through the
messages sent and received, we simulate the views
of all the Partics 139 simulating the corrcsl:)oncling
messages.

g If we can simulate these messages, then we can
casilg simulate the entire Protocoljust bﬂ running it.

* |nstead, we use a notion from cryptogra !19_—-1:}16
same message can be cncrgl:)tccl with different kcgs
to look di)CFercnt, even though thcg rcl:)rcscnt the
same message.



Encrg Ption

s Alice wants to send a message m € {o,1}"to Bob
. 56t~UP Phasc is secret
. 53mmetric cncrgPtion: Alice and Pob share a secret keg SK

. They want to Prcvent E_ve from |earning angthing anut the
message.

- E,.(m)
Alice < ( : /2 Bob

SK SK




: Public kcg cncrgPtion

s Alice generates a Private/Public keg Pair (SK,F'K)

> Onlg Alice knows the secret kcg SKC
] » E_vergone (even [T ve) knows the Public keg FK_ and can encrypt

messages to Allice.

_- » On|3 Aiice can clecrypt (using SK)

Alice < Ercm) Bob

SK

Charlie
PK




Secure multiPartg comPutation (SMO)

» A distribution of numbers is said to be computationall
P Y
indistinguishablc from another distribution of numbers if no Po]gnomial
time program can distinguish between the two distributions.

. As long as the sequence of numbers revealed during afrotocol IS
comPutationang indistinguishable from numbers drawn from a random

distribution, the Protocol is assumed to be secure.

Ep(m
Alice < - P Bob

SK Ep (M) PK

.
.
“

Charlie
Eve
PK




Fl‘OngSS has IDCCF\ maclc

| - Sccurc two Partg»-computation (Yao, 1986)

-+ Secure multiPart3~comPutation (secure distributed
computation) (Goldreich et al., 1987)

* SMC tcchniqucs for data mining;: D3 (Lindell
~ and [inkas, 2002), association rule mining (Cli{:ton,

200%, 2004, etc.



Conclusion

¢ Frivac3~|:>rcserving data mining 1s of growing
im!:)ortancc, and some iml:)orl:ant progress has been
made.

'+ Threeideas here:

» Distribute onlg subset of data features
» Distribute Pcrturbccl data records
* Distribute comPutation rather than data

- T echnical solutions can I"IC]P (more work needed), but
techno]ogg, Policg, and education must work together.
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