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o [ HIR
o KIEH (Tuesdays) 5 IKffR 17:10 — 18:50
o TIE 4/21, 4/28,5/12, 5/19, 5/26 (3 f), 5/26, 6/2, 6/16, 6/23,
6/30, 7/7, 7/14, 7/21, 7/28 (T H 8/4).

o PHMEIZHE : WebEx 1Tk 2V 7L ¥ A LiEkEEME

o HRlE ( fEER L (772 L Cramer, Damgard, Nielsen DA “Secure
Multiparty Computation and Secret Sharing” 12727 ) FIZHED )

o ARHE X8} JAIST-LMS T 14868.
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G5 DA LTah s (1370) 5B

o AR LooPaHIEEL, i 51 2 KRIAE D HIFk (%48 5
o T, ENHNDKY, BFEDOWIEHT CHREEDEA IfThbiILTW»
DMERE (VT 8—TF 4 5HE) OBEEHICO W THERER
o WG LIX, HEOZMEVLAR >WE LTS 3T, LrL %
DMED SFIHETE 2EIHEEROAZH I L CGHET 25 7 v +
a)v
AGEETIE, BRI LT, LT =Tl ES 270, Ik
7oELMPCERMLZDTERELCDDEIET
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235 STk

@ R. Cramer, |. Damgaard, and J. Nielsen: Secure Multiparty Computation
and Secret Sharing, Cambridge University Press (ISBN 9781107043053).

@ R. Cramer, |. Damgaard, J. Nielsen: Multiparty computation, Introduction.

@ Ben-Or, S. Goldwasser and A. Wigderson: Completeness Theorems for
Non-Cyptographic Fault-Tolerant Distributed Computation, in STOC88, pp.
1-10.

@ R. Cramer, |. Damgaard and U. Maurer: General Secure Multi-party
Computation from any Linear Secret-Sharing Scheme, in
EUROCRYPT2000, pp 316-334.

@ R. Cramer, |. Damgaard and Y. Ishai: Share Conversion, Pseudorandom
Secret-Sharing and Applications to Secure Computation, in TCC2005, pp
342-362.
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BEEDHED JT, TR DAL TS

o ZEIZSMU., 735 %\ T LRI ] <

o BEETICWEIED T —L 20 5DT, 7T—L2P ) Lo NEZ
fiEl T

o 7y T ENLTHEMET
o Ak RO FRIE L L & —
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W EICRIT 2 LAY ) — ARElH

o NTT. BB E B e (LR o [EIBEERHE 1< 3\ » TRRERAfT & L T
PEN

NEC. FEMIHIRE G H A2 FERL 7=y o B2 E L, Hatahr
BT - BB Y AT & - — R R AFEHE R v 8 —

o NEC, BE#EMON 2 > % SRR B 1k 2 B st oo mndifb Tk % B g8
Wb U7 £ % 7 — & Wt 247 5 R HrEei 2 BiFs - 028k

NEC. BEEEMDOI A\ & mIENC B 1k § 2 8GR o il ik 2 B F
@ NEC- Ehii - HZICHRZ T=oF VTN R - A v 742747 A ikt

B OTFRIBID S 7 ) BT — 8 % MBI 350075 5 W Tk %
E
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https://www.nikkei.com/article/DGXLRSP461104_T21C17A0000000/
https://www.nikkei.com/article/DGXLRSP461104_T21C17A0000000/
http://business.nikkeibp.co.jp/atclbdt/15/258680/020100091/
http://rcisss.ier.hit-u.ac.jp/Japanese/micro/study02.html
https://jpn.nec.com/press/201612/20161215_02.html
http://www.hitachi.co.jp/New/cnews/month/2014/01/0121b.html
https://newswitch.jp/p/11561
http://www.ntt.co.jp/news2016/1607/160712a.html
http://www.ntt.co.jp/news2016/1607/160712a.html
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WESIE (e F =T 4

o ZN: Pi,...,P,.

o % P ~DWHED AN x; € {0,1}*

o BLME~DAT] (RHHEH) - BI%F : {0,1}™ — {0, 1}*.

o &P ~DHIII L F(xa, ..., xn). & D —MRINICIZ, ShH T L IED
HMhz322 6T,

e *v b7 —2F7)L: synchronous network with peer-to-peer secure

channel

X3

8 8

Xy ! Xy

g 8

X1
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Y h7—7FT)

o LDZNHF LD peer-to-peer THAAMIE H] (secure channel)
o [AIWIEI % v 7 —72 (synchronous network)
o EONTAFRUDEL R, RDAR Y b THFEICHTE <
o cf. FEFHITYZ v b7 —72 (asynchronous network)
o LA TEL I LZIRET H2HLGHD
o [AIHLHEIE % IKE L 22\ WA, Byzantine &4 % i\ C[AIH0M(E % B
T2 (REZHEDEDPEEDOSINED 1/3 Kz o M2y b7 —2
THEITE2)
o ZIIDGEETIXFHGHE 2 K E L 72\,
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Byzantine &

Byzantine &R MEFESH D <= peer-to-peer secure channel T? Broadcast D HEH?
ik d D

EB (Lamport): IRy + 7 =276, BY) ) HFOLBEAED 1/3 Kb LT —7%
L C Byzantine & EMEICEEH D .

8 JFEA~EN, Byzantine HEDEE

AVRAYF /) —TINEBATWS,

FEEE, 2687, (B (attack)
F7lEk [HOR] (retreat) B TE 2 &
S SIEFREIESEED,

@ SR TRE ST HICRB—HTIT

Bl
qmﬁ 2L, BV ENIDOFRIZND,
BHOE#HALBICEL <fZR3IC

ESLTbRLA?
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Al E & EIE ORE

Byzantine &= M#EIZ, AT LHIEOMEZMC ZLEHLICR S,

Ala LREIEOTIC 1/3 M E0BY ) HER LGS, (7 —D%hvw) BEREFEL v,
JJT\ n=3 OJ{mJo

APHEEE>TNE DA, Bob (BIE) HEEE>TWLWEDA
Alice (BIE) ICIEHIWIT 2 enTERL,

3

Attack! Retreat /Attack!

Attack

Retreat

—

BRISE—EE (JAIST) 2020 &£ 4 H 21 B 12/ 36



EDX)ITMPCOLENZEZ 5

HLBIMENBECTE I HEZFICHTOMELRZE L., FHEEEL T2 45 2502 HED
7abkan, HEoO7a ranyp3#{Ee (1313) ACichhd@ebvn),

RENZ7Oban HARIRAE

HuCB(E LHERRESS saoums QA s L HERREEL T
hs

Xy Xs
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AIEE (KEBE) T 2koH

(% DEAIL) AIEEOEZFIR (Z0i5TdH), AIEEFRLIZEICHEE
LClEHRZHETE S, X512, RIEEDYA 72RO L HITHET 5,

@ Passive Adversary (aka semi-honest or honest-but-curious).
o SZEIIKEEH
o LMD 71 b Al o HRBEL 23, 7'a b 2 b G 5
IEEZRSIE OMEFRERZGL ) T2
@ Active Adversary
o AEBHIYIBEH
o 71 R aNpoilil TH RV, EELSMEOWMERRZGEL ) &
T2 LE, atareRRickbowd) LT 5,

X DI VERZDOL DEEEETIND EZ AT
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HonTwvaEEER

PIEBEUIR U 75 R

| Passive | Active w/ broadcast | Active w/o broadcast

fEBAERNE e | <2 <2 <z
LS <3 <3 <2
At R 4 n <3 <3

72720, n> 2. fEHIZ4AT optimal

o [N EGE = HE L HEMADENEL 20
o MEIN e HE L HBDENDL T HhRHENE L 22k,

0 FERENLS: LHEAKMEIRO 7 LY ZATIE, #BATEA0nSWw L, B
E LMD OAITE I,
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Z 2 Caid MPC

BGW [BGWS88] / CCD [CCD88] L fisss 2 473,

o WHRBIGRINL AT ZH M LOMEE 7 a F 2L (MPC).
o NIEHEH < n/2 & L7 L& ED Passive %4275 MPC
[BGWSS] IZ Michael Rabin D RIEREZ M AGDEZ LD
o RIEEH < n/3 & L7 & ED Active K427 MPC
[BGW8S] I [CDMO00] D7 A 77 74 £ &2 B b [CDN15] THEF S 117z
bD
o FE T/ =v
o HIMERE 73 HL (Linear Secret Sharing (LSS))
o MREE M HERRIUAL 71 (Verifiable Linear Secret Sharing (VLSS))
o (V)LSS ToOHH 5
o IMEEIE (ML S) BAKOT, BHAET 277 =y 7 EE,
o MIKEE, HHTE 2 LMK EFIHTE 20T, RO (HIHAR
FEHETTREZ2) BIBO MPC 3 CTE % X 9124 5,
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—IZIZRD X 9 RO T2 5

o F:{0,1}™ — {0,1}*: IR HIFHE ] RERE 4L

o Cr: FZEtH T34 14 XD AND, OR, NOT THERR & 417 i
[

o K: n< #K AR

o Cr DilHE T ~DANIbe {0,1} Z bec {0,1} CK & KDLk
AT,

e AND, OR, NOT D7y — b % K LOEHFICIES#Z %,

e bAY < b-b cK.

e bvb < b+b—-b-b K.
e b <<= 1-bekK.
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BI% F A%

r : $°.|‘7)\x - 50.&/\ - ,Yo 1}*  HR R ek ato
- N ' Eﬁ

To le,hg A
o
e F”"R&-ﬁz@c‘%g
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[BGW88] M. Ben-Or, S. Goldwasser, and A. Wigderson.

Completeness theorems for non-cyptographic fault-tolerant distributed
computation.

In Simon [Sim88], pages 1-10.

[CCD8g]

[CDMOO]

D. Chaum, C. Crépeau, and |. Damgard.
Multiparty unconditionally secure protocols.
In Simon [Sim88], pages 11-19.

Ronald Cramer, lvan Damgard, and Ueli M. Maurer.

General secure multi-party computation from any linear secret-sharing
scheme.

In Bart Preneel, editor, EUROCRYPT 2000, volume 1807 of Lecture
Notes in Computer Science, pages 316—334. Springer, Heidelberg, 2000.
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e =Nl

[CDN15] Ronald Cramer, lvan Damgérd, and Jesper Nielsen.
Secure Multiparty Computation and Secret Sharing.
Cambridge University Press, 2015.

[Sim88]  Janos Simon, editor.

Proceedings of the 20th Annual ACM Symposium on Theory of
Computing (STOC '88). ACM, 1988.

BRISE—EE (JAIST) 2020448218  20/36



AKHDHERDONE

© Shamir W%
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Ty

TR L 2% MPC TORARBHN, M 2508 L TSINER TR,
t NTIEEDI 2 IR, t+ 1 AL ETHEZEI0TE %,

[s] = (s1, -, 5n)

Dealer S

Dealer ic& W, (nAd) &
s 7][]%.%;/:} HomRE sk

= (Sl, i Sn) ‘
\ g t+1 AL ETsEETTE S

(t+1,n)-FE 98X
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A 738X (Secret Sharing)

(t + 1, n)-TEE 531 SS = (Share, Recon, INe41,,) ENERD ARy 7 %2tz T H D,

@ Share ZF% s € K (K 12{A) 2 ANICELD . nffD share 5757 k)L
[s] :i= (s, ..,50) ZHIT 2HERHT LY XL

Share : s € K+ [s] :=(s1,...,50) € K"

@ Mi1n 2 {QC{l,...,n}|#Q>t+1} (AT 2 & AHE)

@ Recon 1%, [s] D t AL LOEFE %2 &L IES So = {si|li € Q} (Q € Ter1,n) %
ATNTHLY | BB s 2T AHEEN 7L 2 R4

5 SS = (Share, Recon, Te41,0) DSHETELE 1X, RO %W THDTH 5,

@ (Perfect Reconstructability) 22 C®D s € K, [s] < Share(s), Q € lt41,, £ %5 Sq
IR LT, Recon(Sg) =s.

@ (Perfect Privacy) &2 CD s € K, [s] + Share(s), T € Mey1,0 &7 5 ST IR LT,
H(s) = H(s|ST)e T b, MEREH s & Sy 13Ha7,
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578X (Linear Secret Sharing)

SS = (Share, Recon, [r11,,) DRI HCE 13, ROEMZ2 - THDOTH %,

® SS DIE T,

@ (Linearlity) &2T®D a, b, A, p € K, [a] < Share(a), [b] + Share(b),
[Aa + pb] + Share(Aa + pb) I L T,

[Aa + pb] = Ala] + p[b]

DY D, T 2T, Aa] = (Aa1,...,Aan), [a] +[b] := (a1 + b1,...,an + bn) &
EE,

v

Tibb, Pi,..., P, HCTHE a, b %> = 7IREE [a],[b] TH D L E, 5 P D E—D I
TIGT Na; + pb; ZEFE LT O\, p IZFEAD ¥Fircicy=73Nn3

(MNa1 + pbi, ..., Aan + pby) DR Na+pb 2> 27 L7RME [Na+pb] 10725 2 LA2K
%Ry 5,
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(WER2) IR ST HL

Reconstruction T~ ZEALTHAS EDLPDPT NG

9‘/\&!/{ N l< — k“//\_

W

G — [a]=(a, .., a,)

@.--an) ~ (a),--a))
Weconstruction o I
< [21= (4] T;,LW

|\ neav

[C\*b] = [a]* [b]
D&l = Al
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HBH7 (n, n)-$ A 57 1

K ZHRK, 5 s e K.

@ Share(s):
o MV T—HRI v F Ll sy,...,50 1% KDOiES, T4bb,
S1,.--551—1- RK.

e S, 25—27:115,' e K %n-f‘%:
o [s]=(s1,...,50) 21T 5,
@ Recon(si,...,sn): s=>.r, s € Kz,

@ (Perfect Reconstruction) HHH,

@ (Perfect Privacy) £® (n— DD =7 (s4,...,5,_,) ZEo>Th, s ITEHFRT
WST—HE 7 v L THB7D, s & (sqy,...,8,_,) ¥, K>, Perfect Privacy
27 g

@ (Linearlity) BH5 222 [As + ps'] = A[s] + p[s'] M7=
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Shamir 2538

Shamir %538 SS = (Share, Recon, T¢41,n). a1,...,a, € K IZT AT LATTOED S
N7 21,

Shamir SS

@ Share(s):

o a:=s DEMDL & KFRED 7 v & L7 t REHKX
F(X) =0 aiX Zi#EER,

f(X) <r K[X] suchthat deg(f)=tand ap=s.
o [s] = (f(aa),...,f(an)) 2T 5,
@ Recon(Sg) (Sq = {f(ai)li € Qst. Q ETer1,n}): s ZHITI,
s = Z)\,’,Qf(a[) where A,',Q = H ( '(ija,')'

; . 2 NG
i€cQ JEQ\{i}

Reconstruction vector (A1,q, ..., \zq.q) &\ Sq DATIRET 2 Z LITHER
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Shamir B ITHL (2)

Dealer 1Z, %I f % s = f(0) > D deg(f) =t LR B5MTT VLI
#ES,

Dealer S

év S2 ﬁgﬂﬁtgut%ii;gﬁ AL
[s] = (f(ay), ..., f(«
s=1(0) (f(@1), ..., f(an)) ‘

S3
t+1 ALl ETs=f(0) 2B TE 3

WIS, tATIE, sOBHRFNE WL
Sn (t+1,n)-REH 8
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ZIHRDIRED 5

f(X) DIRIE <> LD deg(f) + 1 MOWE
o (f(0) AHtD) deg(f) mindiENsg = % (0) DIEMAEL %L
@ deg(f)+1 fiZLMH = f(X) PWRET DT £(0) DA

40) Fu)

5(0)

{o® o) » wasasky
U 1+ e Fuw)
13140 © gw)
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Perfect Privacy

BUFD (f(aa), ..., flan)) (584 F 51,
@ Original: Dl s:=ap & L. a1,...,a %7 V¥ LICHRE (F(X) BRE) . D i3

f(al),... f(a,,) %fPh..., ’%h%hﬁﬂ%o
® Dist(a, ,..,a;): D & s:=1(0) & L. fla),..., (o) &7 ¥ 5 LIRE (F(X) D
()flll_) . D i f(al) f(a,,) %f P1,..., %ﬂ%hﬁﬂéo

{avy, .., i} X E‘@%ﬂﬁébﬁ”@%o () Original @ share DELY 75 & [ 5540,
(ag, a1,-..,a:) < (F(0), f(«y,),

f(X)=ao+aiX +---+ aX". Vandermonde 175 & b IEH]Z2 DT
f(0) 1 0 ... 0\ [
f(ai) I e Y a1
: RRTHRR :
f(ait) e It at

Perfect Privacy: St = {f(a,), .., f(a;)} 13, s = £(0) & AR5
MITEIFN TR SDT, N6 DENPRNTY s DRz & E %20,
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Vandermonde {77

1 ot at™1
=
N . 1 o a:
V:(V17' 7Vt): 2 2
1 o a1
0 g

Qiyyeooy iy, BHBER BT, t < #K 25, IR MV {7} EHEH
o IEHITA (t=0) 725 VIZIEHL,

. 1
f(all) 1 ai1 000 altl ) ag
f(ai) |1 0‘:12 ... afz_ )
S R RRRREEEES o N
fev,) 1 ap ... o t-1

a0 = F(0) £ D £(0) = Sy Nif (o) D & 9 IR % 5,
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Perfect Reconstruction

Lagrange #fifflZAF 2> & Reconstruction algorithm % Hi/.

f(X) %A%&deg(f) =t DHHEAET S, BBDOn(>t+1) DELELZH ar,...,a, DH
% f(ou),...,flan) ET5E, F(X)I1Z

Z)\,n a;) where \j ,(X) = ﬁ (M)

Tt o\ —
J=1, j#i
E.n(Ct+1) DBEEKE ar,...,a0 DFECHICE ST -HIEILI NS,
0 ifi#j
A,-(a,-):{ >

1 ifi=].
INON

s=1(0)= Z Ain(0)F(cv)

0:?3‘3?%:\0 ()\1,,1, ey >‘"7") = ()\17,,(0)7 .

, Ann(0)) 2. Shamir SS D ay,...,a, TD
reconstruction vector &3S,
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% JH A Al

Kzthtd s, EED {(a,yi)},; (ai,yi € K) IZRLT (2L
a;i # Oéj)\

o yi=F(aj) fori=1,...,n

o deg(F(X))<n-1
LB HERBIR Y = F(X) B—IRICE £ 3,

ZoE (L) 25
o n VSl &5 Lagrange LI F(X) DX ¥d n— 1 DAF (K
T OXREIE n—1),
o deg(f(X))=t<n—1,F%, {(aj, (o)}, DB HHEIS N7
Lagrange Z A% F(X) £ 3% &, F(X)=f(X) (Reconstruction
D—E),
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Theorem 1 D FFHH

Q={1,...,n} T3, &2TDx (ic Q) ITNLT, Flay) = f(a) £72 % & ) %% IH

ﬁ%‘f—")%iéo F(X)ZZ;A;’Q(X)')C(CW) LB
o o ifi#
Aio(ay) = {1 ifi=j.

B o GER T, 2D 9% Ao(X) e

HJ'EQ\{;}(X - aj)

[Tjeq\qiy (@i — o)
_ (X —a1)...(X —aj—1) - X—er (X —aiy1) ... (X —an)
(i —aa)...(ai — aj-1) - fer—ery - (ai — @it1) ... (a7 — an)

PEMZMTZ T, 512, deg(Mi@) <n—1XD. deg(F)<n-—1.

Xiq(X) =
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Theorem 1 DFEH (Fi &)

F(X) DMz b &2l ¢ X (AT D) £HK G(X) BEFET 2 LIRE, THbD
@ yi=F(ai)=G(aj) fori=1,...,n
@ deg(F (X)), deg(G(X))<n-—1

L. HX) 2 F(X) - G(X) 2522 L, &Tic QIINLT, H(a;) =0 HDXRE

H2 n—1ThHo05, nflD a; ZRICEESZOITIE, H(X) =0 23068, k-7,
F(X)=G(X) ThHhH, ZD&)ALEHAL, n— 1 XU T TR —EICHIET 2.
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Shamir FA%5 70 B 13 AR

f.g € K[X] (deg(f),deg(g) < t) ITRLTXRDZ LIFHSL D,

T7< sl Iﬁ

[af(0) + Bg(0)] = off(0)] + Blg(0)]  where a, 5 € K.

fF(X)=ao+aiX +...a Xt BE g(X) = by + by X +...b X"
LT %, h(X)2 af(X)+Bg(X) LEHET S L., deg(h) <t T,

[A(0)] = (h(e1), - .., h(an))
= (af(oa) + Bg(ea), ..., af (an) + Bg(an))
= of[f(0)] + Slg(0)]
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