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Ty

TR L 2% MPC TORARBHN, M 2508 L TSINER TR,
t NTIEEDI 2 IR, t+ 1 AL ETHEZEI0TE %,

[s] = (s1, -, 5n)

Dealer S

Dealer ic& W, (nAd) &
s 7][]%.%;/:} HomRE sk

= (Sl, i Sn) ‘
\ g t+1 AL ETsEETTE S

(t+1,n)-FE 98X
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Shamir 2538

Dealer 1Z, %I f % s = f(0) > D deg(f) =t LR B5MTT VLI
#ES,

Dealer S

év S2 ﬁgﬂﬁtgut%ii;gﬁ AL
[s] = (f(ay), ..., f(«
s=1(0) (f(@1), ..., f(an)) ‘

S3
t+1 ALl ETs=f(0) 2B TE 3

WIS, tATIE, sOBHRFNE WL
Sn (t+1,n)-REH 8
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ZIHRDIRED 5

f(X) DIRIE <> LD deg(f) + 1 MOWE
o (f(0) AHtD) deg(f) mindiENsg = % (0) DIEMAEL %L
@ deg(f)+1 fiZLMH = f(X) PWRET DT £(0) DA

40) Fu)

5(0)

{o® o) » wasasky
U 1+ e Fuw)
13140 © gw)
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Shamir %77 #L (formal)

Shamir %538 SS = (Share, Recon, T¢41,n). a1,...,a, € K IZT AT LATTOED S
N7 21,

Shamir SS

@ Share(s):

o a:=s DEMDL & KFRED 7 v & L7 t REHKX
F(X) =0 aiX Zi#EER,

f(X) <r K[X] suchthat deg(f)=tand ap=s.
o [s] = (f(aa),...,f(an)) 2T 5,
@ Recon(Sg) (Sq = {f(ai)li € Qst. Q ETer1,n}): s ZHITI,
s = Z)\,’,Qf(a[) where A,',Q = H ( '(ija,')'

; . 2 NG
i€cQ JEQ\{i}

Reconstruction vector (A1,q, ..., \zq.q) &\ Sq DATIRET 2 Z LITHER
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AHDHHRD N

© WMt L LI
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578X (Linear Secret Sharing)

SS = (Share, Recon, [r11,,) DRI HCE 13, ROEMZ2 - THDOTH %,

® SS DIE T,

@ (Linearlity) &2T®D a, b, A, p € K, [a] < Share(a), [b] + Share(b),
[Aa + pb] + Share(Aa + pb) I L T,

[Aa + pb] = Ala] + p[b]

DY D, T 2T, Aa] = (Aa1,...,Aan), [a] +[b] := (a1 + b1,...,an + bn) &
EE,

v

Tibb, Pi,..., P, HCTHE a, b %> = 7IREE [a],[b] TH D L E, 5 P D E—D I
TIGT Na; + pb; ZEFE LT O\, p IZFEAD ¥Fircicy=73Nn3

(MNa1 + pbi, ..., Aan + pby) DR Na+pb 2> 27 L7RME [Na+pb] 10725 2 LA2K
%Ry 5,
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Shamir FA%5 70 B 13 AR

f.g € K[X] (deg(f),deg(g) < t) ITRLTXRDZ LIFHSL D,

T7< sl Iﬁ

[af(0) + Bg(0)] = off(0)] + Blg(0)]  where a, 5 € K.

fF(X)=ao+aiX +...a Xt BE g(X) = by + by X +...b X"
LT %, h(X)2 af(X)+Bg(X) LEHET S L., deg(h) <t T,

[A(0)] = (h(e1), - .., h(an))
= (af(oa) + Bg(ea), ..., af (an) + Bg(an))
= of[f(0)] + Slg(0)]
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Shamir SSOE L HA

BIBMED S HICEIRTE 5,
addition

[a], [b]: a,be K % Py, ..., P, BTy = 7 &7 1R

[a] + [b] = [a + b]

fLg2ZNZFNa b’ 27 T5MKD t REEANET 2, h=a, g =b T
FX)=fh+AaX+...+ X and g(X) =g+ @ X + ...+ gX".
h(X) = f(X) +g(X) £ &, h(0)=a+b & deg(h) =t £
[a+ b] = (h(as), - .., h(cn))
4,

h(a,-) = f(a,-)Jrg(a,-) Tf)%ip%\ ﬁ' P; i?’U—fjll/C:Hﬁd)\/I—?%/@.L%?—hCi\
[a+b] &5 9 RIEI T B,
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15')  Shaw~SS vo §8& 115 441

K= Zhg
D > P, P; P3 [2]“ LJ]
2
def 2 & ”
2 — (21 - =T (84 , 15, 4t )
= 7 ! n w ™
-ﬁx)-3>(12 ( ‘5 P ] ) $guy  fwjo 5\3)13@)
'5") {n) {I\‘;)
Il < %uRsg
3 = (31 ﬁ‘;i,ukﬂﬁ
FUI=x13 (4/, 5 .\é ) R w3
3"0) ) 9"(3) [5—_] ﬁ"g;
5 — [5) 20,2, 4 )
:F\u) 22X+ S 701N
(°| V2,4

R !
fw Ty T
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Shamir SS DT E GAA)

BRI L TR B,

multiplication

[a](t), [b](t)i a,be K2 Py,...,P, ik (t + 1, n)-SS Ty =7 INTIREE.

[al(e) - [Bl(y = [abl 2ty

B L, 77U, [a] - [b] = (avby, ..., anb) LEE (5 P HO—AMICHSDY =
7R AbE I RE).,

fLe 82N ZNab%> 7 T2MD t REWERET S, fh=a, g =b T,
fX)=fh+AX +...+ X", and g(X) = go + g X + ... + gX".
h(X) = f(X)g(X) Li#E< &, h(0) = ab & deg(h) =2t &1

[abl(2) = (f(ar)g(aa), - . -, F(an)g(en))

LoT, Py, P T ab 2y =7 LICIREBIZR 225, 2t + 1O = 73 E & 7w
& ab BEILTE 2\,
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Shamir SSOENIE (7 A4 7T 7)

multiplication
Lagrange & #RIHMEIC K D

[ab] = [A(0)] = [ Ainh(ai)] = D Ainlh(e)]
i=1 i=1

()\1,,,, .. ~,)\n,n) 1% {Oth‘ ..,a,,} @77‘7\7”;5&& 5,

h(X) = f(X)g(X) TH 225, h(a;) = f(ai)g(ai). &> T, [a], [b] DIRFED S [ab]
ZUEBITIEAS P S0 —A)VIC aib; = f(ai)g(ow) ZETE L&, ZOMED Y = 7 2 4tho)
SN (t+ 1, n)-FRRE S HCCRL D [f(ai)g(ei)] £\ ) REEZ /D I IER, i
B> & 1 — A L 72 GHET [ab] DIRRBICKF > T <,
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Shamir SS DHMNIHE (F &)

o Input: [a],[b]: a,b3ENZILPy, ..., P, [HI T =27 INT V5
e Output: [ab]: abD3 Py,...,, P, CE =735

Q % P3¢ =a;jb; 0 —74 )i e
Q@ KP % Py,...,P, Fﬁ‘fffﬁﬁ”*ﬁ‘%’/\ [C1] , [en] DIRFEIC 72

5o Pild. criye. oy CiiyeoosCni 2y als-. ., [cn] @Eﬁ@*/a:?k
LTk,

Q i=1,... nicHLT Np=1l 57 T 5,

© % PiSdi= Y, Ning, EFHT 5.

Q [ab] = (di,...,dp) DT, [ab] DIRFEICZ 5,

BRISE—EE (JAIST) 2020 &£ 5 H 19 H 15 / 31



[a], [b] DIRFED S

HhY
il la] (b]
" "
(o, ar,03 ) Cby, by, by)
P, P, [ 4& P:a
Q,b, 20, 3. b
[ . 1 [a“b] EQ:H b: & 8533
Ceu,Ca, Cy) (G, 2, ) CCa1, G, G)
[O\b ] = }\,3 [QII’J + l\u [GLLl] t )\33 [ajbdj

v 4 " XY

3
(",Zﬁ\bciz'——) ("XLC“:“) (Xac“’ﬁ’xdcﬁ) (‘;/\nCn,-)

3

Zpyia TG 11Rg < [ab]

Y
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Shamir SS I & 2 MPC OFAT &

WIHIREE [a] = (a1,...,an), [b] = (b1,...,b,): TbH abe KDY
Pi,...,P, AT =7 I IRRE.

PRI & B

[a] +[b] = [a+b],  —[a] =[-4]

MBIED S 45 P D3R —A)VIC o + by ZEtE UL, [a+b] E VI REICR S, Fi
£ P DS —a ZEMET U [-a] 1K B,

[ab] = [zn: Ainaibi] = i)\i,n[aibi]‘
=1 i=1

Aryns -5 Ann) 1E {an, ... an} DADSIRE D, & P D3R —A)VIT aib; ZEIHEE, 2D
6% (t+ 1, n)-BIUBRETHCC [aibi] 217 9 o BIIHIMED 5 0 —A NV REHRT [ab] &\
HIRFEICTE 3.

v

BRISE—EE (JAIST) 2020 &£ 5 H 19 H 17 / 31



AKHDHERDONE

Q T EI L L 2 L F =T 4 FHE (t < n/2 DBA)
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RIF =T 4 GHE

o ZN: Pi,...,P,.

o % P ~DWHED AN x; € {0,1}*

o BLME~DAT] (RHHEH) - BI%F : {0,1}™ — {0, 1}*.

o K P ~NDHIT L F(xy,...,xn). & O—MNICIX, SIEHIT LITED
HMhz322 6T,

e % v 7 —7: Pair-wise private & synchronized.

8

X3

g 8

X3 ! X4

e 8

X1 5
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Secure MPC against Passive Adversaries

2 Py, ..., P,.

% P, ~NOWED AT x € {0,1}}
BEINE~D AT B F : {0,1}™ — {0,1}".

& P ~OHTT L F(xa, ...y xn).

NIRA—=H 1 t,n(t<n/2)

RIEF : passive, Arn(2 {AC{1,...,n} | #A < t}).

Theorem 1
There is an efficient MPC protocol to evaluate any efficiently computable
function F such that the following conditions hold:
o (Perfect Correctness) All players receive F(xi, ..., xn) with prob. 1.
o (Perfect Privacy) Any passive Ay ,-adversary with t < n/2 learns no
information beyond {x;}ic ., and F(xi,...,xn) from executing the
protocol regardless of their computing power and memory,.

v
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MPC DK (HE(H)

A

o F:{0,1}™ — {0,1}*: ZIEAR G T HER %

o Cr: F %#EMH T 24IHAY A XD AND, OR, NOT THEL X 117 i PR
S

o K: n< #K AR

o Cr DiiEF~D AN b {0,1} Z bc {0,1}CK &£ KDILL
AT,

o AND, OR, NOT Di#ii” — b % K L oiHBEICEHE A 5,

e bAbW < b-b € K.
e bVb < b+b—-b-b K.
e b <—1-beK.
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BRIEAE £ ShamirSS DEE DI H % &

Shaw_ N [< — KV\/’\,
(7
Q — Tal= (an,"/Qn)
@,~ an) ~ (& --,0n)

Lé_—ﬁ)f Tal = ‘[}Ncu«d‘m«‘f
( LT ﬂ%[ ﬁ]"“ﬂ’é(:
I wm’) VY 13

[a+b] @[G]-»[b']@(anb.,. ,Quibn)
[hal @A) €3 Ona,, -, 2aw)

def
[an] (?t&] 4;\@(%*/\, <, Qut)

Shamiv SS
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BI% F A%

r : $°.|‘7)\x - 50.&/\ - ,Yo 1}*  HR R ek ato
- N ' Eﬁ

To le,hg A
o
e F”"R&-ﬁz@c‘%g
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@ Input sharing phase: &M P ld, x;, DF{EY F b %
(t + 1, n)-Shamir SS Zffiv> [b] DIRFEIZT 2, DR, BTDOZ
MEOWEDRTOE Y AT (FA) WEIHMS N5,
e Computation phase: &imBl7 — b Z T L 72T CHELT
o [a] + [b] = [a+ b]
e l—[a]=[1- 4]
o [ab] = 32211, Aiinlaibi]
e Output reconstruction phase: /17 — SR DBE 7L S 117 IRAE
KBS TWEDT, &P IXAZOE 7 — MERICET 2> =7 %
fltoZME IR (BEHIZES), & P E, MR ZEILT %,
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Perfect Privacy |

o ITD (f(ar),..., flan)) \d5eaMirfn.
o Original: D l¥s:=ap & L. a1,...,a; 7 V& LITIRE (F(X) DSk
) DX, flan),...,flan) & Py,..., P, ICZNZENRELS,
° DiSt(a,-l,...,a,-t): D Xs:= f(O) EL. f(Oz,'l)7 BN f(()z,,'t) 7V LITHR
O (F(X) D3E) - D&, flag),..., flan) & P,..., P ilZ e
i,
o fEED {oz,-l, .. ,Oz,'t}(C {al, R ,a,,}) WZRFL T
St ={f(ai),...,f(a;)} &, s=f(0) LEEBIRD DML |
£oT, IS DEFRNTY s DIFWRZ & E L\,
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Perfect Privacy Il

(FEBH) %% s 23, ST (2 2T. T Tep1n) EMVRORV, a,...,a
NI Y LITEIENTO DT, i=1,...,t ({<t) ITRL T,
f(a;) 1E. £(0) %

t

K,' = Zo/i'aj
j=1
EV) TV LT one-time pad L 7

f(a;) = f(O) + K;
Witk s, 612 Ky,..., K IZH I 5

f(a1) f(0) ar a2 ... ab\ [
: = : + ( ............ ) :
For) £(0) ar o ... af

k5T, £(0) & Sy IZH IS,
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% JH A Al

Kzthtd s, EED {(a,yi)},; (ai,yi € K) IZRLT (2L
a;i # Oéj)\

o yi=F(aj) fori=1,...,n

o deg(F(X))<n-1
LB HERBIR Y = F(X) B—IRICE £ 3,

ZoE (L) 25
o n VSl &5 Lagrange LI F(X) DX ¥d n— 1 DAF (K
T OXREIE n—1),
o deg(f(X))=t<n—1,F%, {(aj, (o)}, DB HHEIS N7
Lagrange Z A% F(X) £ 3% &, F(X)=f(X) (Reconstruction
D—E),
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Theorem 2 D EFHH

Q={1,...,n} £33, BTDx (ic Q) ITNLT, Flay) = y; L% % &I % HA%

—oEZ D, F(X) = Mo(X) y B E
o Jo o ifi#j
Aio(oy) = {1 ifi=j.

%o SER T, 2D 9% Ao(X) 1.

[Leoun(X =)

[eovn (i — )
_ (X —a1)...(X —aj—1) - X—er (X —aiy1) ... (X —an)
(i —aa)...(ai — aj-1) - fer—ery - (ai — @it1) ... (a7 — an)

PEMZMTZ T, 512, deg(Mi@) <n—1XD. deg(F)<n-—1.

Xiq(X) =
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Theorem 2 DFEIH (Fi &)

F(X) DMz b &2l ¢ X (AT D) £HK G(X) BEFET 2 LIRE, THbD
@ yi=F(ai)=G(aj) fori=1,...,n
@ deg(F (X)), deg(G(X))<n-—1

L. HX) 2 F(X) - G(X) 2522 L, &Tic QIINLT, H(a;) =0 HDXRE

H2 n—1ThHo05, nflD a; ZRICEESZOITIE, H(X) =0 23068, k-7,
F(X)=G(X) ThHhH, ZD&)ALEHAL, n— 1 XU T TR —EICHIET 2.
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Perfect Reconstruction

Lagrange #fifflZAF 2> & Reconstruction algorithm % Hi/.

f(X) %A%&deg(f) =t DHHEAET S, BBDOn(>t+1) DELELZH ar,...,a, DH
% f(ou),...,flan) ET5E, F(X)I1Z

Z)\,n a;) where \j ,(X) = ﬁ (M)

Tt o\ —
J=1, j#i
E.n(Ct+1) DBEEKE ar,...,a0 DFECHICE ST -HIEILI NS,
0 ifi#j
A,-(a,-):{ >

1 ifi=].
INON

s=1(0)= Z Ain(0)F(cv)

0:?3‘3?%:\0 ()\1,,1, ey >‘"7") = ()\17,,(0)7 .

, Ann(0)) 2. Shamir SS D ay,...,a, TD
reconstruction vector &3S,

BRISE—EE (JAIST) 2020458198  31/31



	Shamir 秘密分散
	線形性と足し算
	掛け算
	耐受動的攻撃安全なマルチパーティ計算（t<n/2 の場合）
	付録

