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Shamir 2538

Dealer 1Z, %I f % s = f(0) > D deg(f) =t LR B5MTT VLI
ES, W2 E L TSIMERCRER, t N CIIREDE C itk v,
t+ 1AM ETHEZEILTE 5,

Dealer 1

é 52 ﬁgﬂﬁtgutgéi;;g, AU
[s] = (f(ay), ..., f(«
s=1(0) (f(@1), ..., f(an)) ‘

S3
t+1ALLETs=f(0) 2B TE S

BT, tATIE, sOBHRFNE WL
Sn (t+1,n)-HEHE
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ZIHRDIRED 5

f(X) DIRIE <> LD deg(f) + 1 MOWE
o (f(0) AHtD) deg(f) mindiENsg = % (0) DIEMAEL %L
@ deg(f)+1 fiZLMH = f(X) PWRET DT £(0) DA

40) Fu)

5(0)

{o® o) » wasasky
U 1+ e Fuw)
13140 © gw)
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Shamir %77 #L (formal)

Shamir %538 SS = (Share, Recon, T¢41,n). a1,...,a, € K IZT AT LATTOED S
N7 21,

Shamir SS

@ Share(s):

o a:=s DEMDL & KFRED 7 v & L7 t REHKX
F(X) =0 aiX Zi#EER,

f(X) <r K[X] suchthat deg(f)=tand ap=s.
o [s] = (f(aa),...,f(an)) 2T 5,
@ Recon(Sg) (Sq = {f(ai)li € Qst. Q ETer1,n}): s ZHITI,
s = Z)\,’,Qf(a[) where A,',Q = H ( '(ija,')'

; . 2 NG
i€cQ JEQ\{i}

Reconstruction vector (A1,q, ..., \zq.q) &\ Sq DATIRET 2 Z LITHER
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Shamir FA%5 70 B 13 AR

f.g € K[X] (deg(f),deg(g) < t) ITRLTXRDZ LIFHSL D,

T7< sl Iﬁ

[af(0) + Bg(0)] = off(0)] + Blg(0)]  where a, 5 € K.

fF(X)=ao+aiX +...a Xt BE g(X) = by + by X +...b X"
LT %, h(X)2 af(X)+Bg(X) LEHET S L., deg(h) <t T,

[A(0)] = (h(e1), - .., h(an))
= (af(oa) + Bg(ea), ..., af (an) + Bg(an))
= of[f(0)] + Slg(0)]
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Shamir SSOE L HA

BIBMED S HICEIRTE 5,
addition

[a], [b]: a,be K % Py, ..., P, BTy = 7 &7 1R

[a] + [b] = [a + b]

fLg2ZNZFNa b’ 27 T5MKD t REEANET 2, h=a, g =b T
FX)=fh+AaX+...+ X and g(X) =g+ @ X + ...+ gX".
h(X) = f(X) +g(X) £ &, h(0)=a+b & deg(h) =t £
[a+ b] = (h(as), - .., h(cn))
4,

h(a,-) = f(a,-)Jrg(a,-) Tf)%ip%\ ﬁ' P; i?’U—fjll/C:Hﬁd)\/I—?%/@.L%?—hCi\
[a+b] &5 9 RIEI T B,
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15')  Shaw~SS vo §8& 115 441

K= Zhg
D > P, P; P3 [2]“ LJ]
2
def 2 & ”
2 — (21 - =T (84 , 15, 4t )
= 7 ! n w ™
-ﬁx)-3>(12 ( ‘5 P ] ) $guy  fwjo 5\3)13@)
'5") {n) {I\‘;)
Il < %uRsg
3 = (31 ﬁ‘;i,ukﬂﬁ
FUI=x13 (4/, 5 .\é ) R w3
3"0) ) 9"(3) [5—_] ﬁ"g;
5 — [5) 20,2, 4 )
:F\u) 22X+ S 701N
(°| V2,4

R !
fw Ty T
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Shamir SS DT E GAA)

BRI L TR B,

multiplication

[a](t), [b](t)i a,be K2 Py,...,P, ik (t + 1, n)-SS Ty =7 INTIREE.

[al(e) - [Bl(y = [abl 2ty

B L, 77U, [a] - [b] = (avby, ..., anb) LEE (5 P HO—AMICHSDY =
7R AbE I RE).,

fLe 82N ZNab%> 7 T2MD t REWERET S, fh=a, g =b T,
fX)=fh+AX +...+ X", and g(X) = go + g X + ... + gX".
h(X) = f(X)g(X) Li#E< &, h(0) = ab & deg(h) =2t &1

[abl(2) = (f(ar)g(aa), - . -, F(an)g(en))

LoT, Py, P T ab 2y =7 LICIREBIZR 225, 2t + 1O = 73 E & 7w
& ab BEILTE 2\,
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Shamir SSOENIE (7 A4 7T 7)

multiplication
Lagrange & #RIHMEIC K D

[ab] = [A(0)] = [ Ainh(ai)] = D Ainlh(e)]
i=1 i=1

()\1,,,, .. ~,)\n,n) 1% {Oth‘ ..,a,,} @77‘7\7”;5&& 5,

h(X) = f(X)g(X) TH 225, h(a;) = f(ai)g(ai). &> T, [a], [b] DIRFED S [ab]
ZUEBITIEAS P S0 —A)VIC aib; = f(ai)g(ow) ZETE L&, ZOMED Y = 7 2 4tho)
SN (t+ 1, n)-FRRE S HCCRL D [f(ai)g(ei)] £\ ) REEZ /D I IER, i
B> & 1 — A L 72 GHET [ab] DIRRBICKF > T <,
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Shamir SS DHMNIHE (F &)

o Input: [a],[b]: a,b3ENZILPy, ..., P, [HI T =27 INT V5
e Output: [ab]: abD3 Py,...,, P, CE =735

Q % P3¢ =a;jb; 0 —74 )i e
Q@ KP % Py,...,P, Fﬁ‘fffﬁﬁ”*ﬁ‘%’/\ [C1] , [en] DIRFEIC 72

5o Pild. criye. oy CiiyeoosCni 2y als-. ., [cn] @Eﬁ@*/a:?k
LTk,

Q i=1,... nicHLT Np=1l 57 T 5,

© % PiSdi= Y, Ning, EFHT 5.

Q [ab] = (di,...,dp) DT, [ab] DIRFEICZ 5,

BRISE—EE (JAIST) 2020 £ 5 B 26 H 12/ 27



1

[a], [b] DIRFED S

HhY
il la] (b]
" "
(o, ar,03 ) Cby, by, by)
P. pa P—‘ /& P; i
Q,b, 20, 3. b
[ . 1 [a“b] EQ:H b: & 8533
Ceu,Ca, Cy) (G, 2, ) CCa1, G, G)
[O\b ] = }\,3 [QII’J + l\u [GLLl] t )\33 [ajbdj

7 “ u «

3
(",Zﬁ\bciz'——) ("XLC“:“) (xnc“’ﬁ’xd%) (‘;/\nCn,-)

3

Apa TGy 'R < Lab])

Y
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Shamir SS I & 2 MPC OFAT &

WIHIREE [a] = (a1,...,an), [b] = (b1,...,b,): TbH abe KDY
Pi,...,P, AT =7 I IRRE.

PRI & B

[a] +[b] = [a+b],  —[a] =[-4]

MBIED S 45 P D3R —A)VIC o + by ZEtE UL, [a+b] E VI REICR S, Fi
£ P DS —a ZEMET U [-a] 1K B,

[ab] = [zn: Ainaibi] = i)\i,n[aibi]‘
=1 i=1

Aryns -5 Ann) 1E {an, ... an} DADSIRE D, & P D3R —A)VIT aib; ZEIHEE, 2D
6% (t+ 1, n)-BIUBRETHCC [aibi] 217 9 o BIIHIMED 5 0 —A NV REHRT [ab] &\
HIRFEICTE 3.

v
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RIF =T 4 GHE

o ZN: Pi,...,P,.

o % P ~DWHED AN x; € {0,1}*

o BLME~DAT] (RHHEH) - BI%F : {0,1}™ — {0, 1}*.

o K P ~NDHIT L F(xy,...,xn). & O—MNICIX, SIEHIT LITED
HMhz322 6T,

e % v 7 —7: Pair-wise private & synchronized.

8

X3

g 8

X3 ! X4

e 8

X1 5

BRISE—EE (JAIST) 2020 £ 5 B 26 H 16 / 27



Secure MPC against Passive Adversaries

2 Py, ..., P,.

% P, ~NOWED AT x € {0,1}}
BEINE~D AT B F : {0,1}™ — {0,1}".

& P ~OHTT L F(xa, ...y xn).

NIRA—=H 1 t,n(t<n/2)

RIEF : passive, Arn(2 {AC{1,...,n} | #A < t}).

Theorem 1
There is an efficient MPC protocol to evaluate any efficiently computable
function F such that the following conditions hold:
o (Perfect Correctness) All players receive F(xi, ..., xn) with prob. 1.
o (Perfect Privacy) Any passive Ay ,-adversary with t < n/2 learns no
information beyond {x;}ic ., and F(xi,...,xn) from executing the
protocol regardless of their computing power and memory,.

v
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MPC DK (HE(H)

A

o F:{0,1}™ — {0,1}*: ZIEAR G T HER %

o Cr: F %#EMH T 24IHAY A XD AND, OR, NOT THEL X 117 i PR
S

o K: n< #K AR

o Cr DiiEF~D AN b {0,1} Z bc {0,1}CK &£ KDILL
AT,

o AND, OR, NOT Di#ii” — b % K L oiHBEICEHE A 5,

e bAbW < b-b € K.
e bVb < b+b—-b-b K.
e b <—1-beK.
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BRIEAE £ ShamirSS DEE DI H % &

Shaw_ N [< — KV\/’\,
(7
Q — Tal= (an,"/Qn)
@,~ an) ~ (& --,0n)

Lé_—ﬁ)f Tal = ‘[}Ncu«d‘m«‘f
( LT ﬂ%[ ﬁ]"“ﬂ’é(:
I wm’) VY 13

[a+b] @[G]-»[b']@(anb.,. ,Quibn)
[hal @A) €3 Ona,, -, 2aw)

def
[an] (?t&] 4;\@(%*/\, <, Qut)

Shamiv SS
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r : $°.|‘7)\x - 50.&/\ - ,Yo 1}*  HR R ek ato
- N ' Eﬁ

To le,hg A
o
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@ Input sharing phase: &M P ld, x;, DF{EY F b %
(t + 1, n)-Shamir SS Zffiv> [b] DIRFEIZT 2, DR, BTDOZ
MEOWEDRTOE Y AT (FA) WEIHMS N5,
e Computation phase: &imBl7 — b Z T L 72T CHELT
o [a] + [b] = [a+ b]
e l—[a]=[1- 4]
o [ab] = 32211, Aiinlaibi]
e Output reconstruction phase: /17 — SR DBE 7L S 117 IRAE
KBS TWEDT, &P IXAZOE 7 — MERICET 2> =7 %
fltoZME IR (BEHIZES), & P E, MR ZEILT %,
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ek

@ Perfect Correctness: Passive adversary & . HHH,

@ Perfect Privacy: AIE#H (GE) &, RO FEHOER % EEZ S
B OZITH S,

o Typel: Input sharing phase & multiplication I8RO, EEASINHE
DIFFOMGE (b)) D> =7 ({bitica,,)

o Type2: Output reconstruction phase TOH Iy DETDT = 7,

7T AN =PRI B TEEI 72 3,

o Typel TOIEHR {bi}tica,, 1&. FEEROWE b LM, ko TRITHH
FRWNALTLZR,

o Type2 DHH + H 5 t KB HAFITL D, y=F(0) £H>TED,
AIEFER {f(ai)}tica,, ZHAELTVS, SAEEOEDS L) Lt
92, $5& {f(ai)}ica,, & F(0) 5. K F(X) BEILTE S
DT, EEASIME»SESNTELY =73, THREL BEHRICERS
7 u)**

. %&ﬁﬂ%ﬂiﬂ# RIS BT B2 EEABMED 5 b 5> TALOT, Al biHIAMA & S &2
o R ¢ KO L LS ABDUBTHLL,
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t > n/2 DY

t < n/2 &) HlRIZ optimal TH 5, FEE. t > n/2 DEH, KBITE
7 WBBDHET 5,

Theorem 2

If t > n/2, there is a function that cannot be securely evaluated, even if
the adversary is passive. Here, a function securely evaluated means that it
satisfies perfect correctness and perfect privacy at the same time.

o (Perfect Correctness) All players receive F(xi,...,xp) with prob. 1.

o (Perfect Privacy) Any passive Ay ,-adversary with t < n/2 learns no
information beyond {x;}ic ., and F(xi,...,xn) from executing the
protocol regardless of their computing power and memory.
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FHTE VB

BY%E LT, AND (F71% OR) IZFEHTE v, Kl r—AL LT
n=2t=1DK%2%E2 5%,
o P D% by € {0,1}, P, D% b € {0,1} £ T 3,
@ b=0DLE, bBHEATH>TH, SIBEHRIFZ0O=bAbL THEDT, LA
£n7'n b ardd s D ThiUuR perfect privacy 2> 5. Py i by DIEWRNRICH D
Mo WIET, AT, Py @ perfect privacy bH 2D T, by =1L TH P &
P, DT D L) SNZER 7 1CH 9D P OFFBELEL py 3% FIUT VT R0,

HEREEIZ, 1 DAL SHBONTESHEMKBIZ0TH-IZT (bEbEPLDA
HNBOEDPS), LL, b =1 TOWNET 2 Py ONEEL p1 255 % DT,
perfect correctness 2>5 Py D AJIIE by = 0 THRIFNUITT T R R>T P, D
perfect privacy 3% K %> TL ¥ 9, Lo TFHE,

JHIZ perfect correctness 2 SIRD 2 L, b =122 7ICH I pr VEEL RV L
IZ72 5T, Py D perfect privacy 372\ Z EiZZ>TL £ 9,
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FEHTE WK (20 2)

n>2 D&, 2 ABIMEDGEIRET %,

o N NDENF %, # Vi, #Vo <t L RDZBERLRVDODINL—T7V;
E VL35, t>n/2 DT IHUITTHE,

o Vi h3 P1 DV, s P> D&REZR-TZ LT, 2 ASIMED T — AT
METE 5,

AND Tlz7% <. ORDBFEHTE R\ I L 2R+,
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