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Shamir 2538

Dealer 1Z, %I f % s = f(0) > D deg(f) =t LR B5MTT VLI
ES, W2 E L TSIMERCRER, t N CIIREDE C itk v,
t+ 1AM ETHEZEILTE 5,

Dealer 1

é 52 ﬁgﬂﬁtgutgéi;;g, AU
[s] = (f(ay), ..., f(«
s=1(0) (f(@1), ..., f(an)) ‘

S3
t+1ALLETs=f(0) 2B TE S

BT, tATIE, sOBHRFNE WL
Sn (t+1,n)-HEHE
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ZIHRDIRED 5

f(X) DIRIE <> LD deg(f) + 1 MOWE
o (f(0) AHtD) deg(f) mindiENsg = % (0) DIEMAEL %L
@ deg(f)+1 fiZLMH = f(X) PWRET DT £(0) DA

40) Fu)

5(0)

{o® o) » wasasky
U 1+ e Fuw)
13140 © gw)
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Shamir %77 #L (formal)

Shamir %538 SS = (Share, Recon, T¢41,n). a1,...,a, € K IZT AT LATTOED S
N7 21,

Shamir SS

@ Share(s):

o a:=s DEMDL & KFRED 7 v & L7 t REHKX
F(X) =0 aiX Zi#EER,

f(X) <r K[X] suchthat deg(f)=tand ap=s.
o [s] = (f(aa),...,f(an)) 2T 5,
@ Recon(Sg) (Sq = {f(ai)li € Qst. Q ETer1,n}): s ZHITI,
s = Z)\,’,Qf(a[) where A,',Q = H ( '(ija,')'

; . 2 NG
i€cQ JEQ\{i}

Reconstruction vector (A1,q, ..., \zq.q) &\ Sq DATIRET 2 Z LITHER
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MPC &R SFZH LA~ DA

HAZEDH

o BB (=HHF v /) ICEHL TEHT 2DIEAMHE, il —
TAEICH D LI b DI,

o AT MPC 23FHITE % (feasibility result) 2> 6. HiflkE il T MPC
ZEEN = ERESEORE—o—2% (Ed%) MPCEHEICIED
EY. BB Z 2z L Twa.

o HBITHATOIHEL BB E L BAEET 5.

o S DJ, Passive Case % HIMIBHFEDNMEA TV 5.
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BEWBIELEAERREE2
Va X3 .
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Adversary ()

o Passive Adversary (aka semi-honest or honest-but-curious).
o ZENHIKEEH
o IERID 70 bk aip Sl L 223, 7'a b 2 s G HEr 5
IEEASME OWERRZR L) £ T2

o Active Adversary
o HEEHVI IR
o 7B LFaNDLEBL TSRV, IEELSINEDOWEEREME I &
T32LE, TRrtareRRickbowd) LT 5,

o X 51T, static case & adaptive case D3FEFET S,
o static adversary: 70 I 3 VMR E ZEHCAESEDEE I NTW S
o adaptive adversary: 7’0 + 2 VHIZIEERSMNE % corrupt LT, 5%

TOEMENE LICAIEE L LT I ENTES
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HonTwvaEEER

AIEFEE (Adversary 23 corrupt TE 2B MNEED) 120 U 724G H

| Passive | Active w/ broadcast | Active w/o broadcast

fEHiEmLe | <5 <z <z
Wia F12E 4 <3 <3 <2
i e n <12 <2

72720, n>2.

o THMHIRINZ4A: Real & Ideal DA DI5EAIZIE U
o MiFtMNZ4: Real & Ideal DA DD DT DI iGHNZE L D272\,

o IMEBMNZ e ZHEHAREHIFRD Environment Z Tl. kAl TE 7%
WS WL LA, Real & Ideal D ARITE I RV,
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Secure MPC against Active Adversaries

%%ﬂl]% Pl, ey Pn.

% P ~NDWED AT x € {0,1}*
BEIMNE~D AT B%F @ {0,1}™ — {0,1}".

& P ~OWIT L F(x, ...y xn).

NI A= tt,n(t <n/3)

RIEE : Active, Arn(2 {AC{1,...,n} |#A < t}).

There is an efficient MPC protocol to evaluate any efficiently computable
function F such that the following conditions hold:

o (Perfect Correctness) All honest players receive F(xi, ..., xn) with
prob. 1.

o (Perfect Privacy) Any (statically) active A n-adversary with t < n/3
learns no information beyond {xi}ic4,, and F(x1,...,x,) from
executing the protocol regardless of their computing power and
memory.

v
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REENIVIEEH (active adversary) SR IC AT C

Shamir DR I %2 il > THREBIINECEREF 1T L4 7s MPC GHRE 2 17 9 IR,
HH G DR D & 9 BREZ BRI L 2T vt kv,

o IE[HZ: Dealer (BMED 1AN) Ik W BMF B I N> =T %
By 2 L&, AEGSMERED Y = 72 EOHNIER T 2000
Mz, Lagrange ZIHAMAMETIZ, 2TOY =27 —PIELWw
LxEifRIcEInE NS (IRE - S HDFE),

o Dealer MAIEHFDHLA, t XL F(X) kv = 725 INEIC
Bt 2 20 b Az (FRYSE i) ,
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Reed-Solomon £ 5

(n, t + )-S5 &3, n RouR7 PVZERD t + 1 XIGEr2EHTH
%5, K=Fq OLOMBD g HOHRE) 92, a1,...,ap € K
(aj # ajfori#j) &9 %,

Reed-Solomon (RS) f75

f e K[X], deg(f) <t £ % 2% HAD NELN L RDFF53E
(f(aa),...,f(an))

DEED 6 5846% . (n,t + 1)-Reed-Solomon ff55 &5 9,

e, CRS = {(f(an),...,f(an)|f € K[X] s.t. deg(f) < t}.

(n,t +1)-RS 513 (n, t + 1)
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MR 5D 2 &
@ MRS Clx. K L7 F VRO R bV EETH B DT,

c,c’eC, abekK = ac+ bc’ € C.

2% 0., RSB0 55E,

EEOMELZ2/SE c, c/ & NIV Y) BATUTOEED (5—) 7 b
Ve e ITHLT, &7

c+e#c +¢€
6. 7 D ETIEWRE (T-error correcting) &2,
MIURE S DR NERRE o 12, IEFDORANDFSFED NS v JTHARICEL WV
MRRFS3 D BTIERTRE (BK) B, 7 < ¢ ORAfHE.

@ VEK DNV EBR: wy(v) 2 # of {vi 0 for v =(vi,...,va)}.
v & wllonN Ty JHEEE: dy(v, w) £ wr(v — w).

5 DR/NERE: — oD/ SR T v IREED R/ME.
d = min{du(c,c’)|Vec,c’ € Cst. ¢ # ¢’}
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RS-fF5

Theorem

(n, t + 1)-Reed-Solomon #%@HE"/J\EEE?E En—t (=(nt + 1) AT 5
DOi/NERED B, 225D ETIERRBIR R T < 5t 4 B T DR
KAH,

Proof.

RS FFEFEDS £ = (f(a1), .. . , flan)) TH2 I & ZTUAN,

FEOHH F e CF° = f(x) =0 %M ¢ HUT
7 513, deg(f) <t £V t+1 MU EOBEAHSE F=0. ko,
F(x) = 0 DEAD t WUT <> wy(f) >n—t
SN, FUNERE d = n— t 2HND, S5I2, wy(e) < (n— t)/2 55,
Ve, ¢! € €S, e, e (wy(e), wy(e') < (n—1)/2) = ct+e#c +e.

O

v
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RS- 15 DfEs (2D 1)

Shamir SS DA IEE DY 1/3 Kiii D545 9D Reconstruction D BARR Tk
LEEC

@ i3t f = (f(a1),. .., f(an)) where deg(f) < t and n > 3t + 1.

@ L5—fFEFf=(n,...,ys) =f + e where Wy(e) < t

® Goal: F %5 FIfHT 5

Welch /Berlekamp Algorithm
° Q(X,Y) = h(X)-AX)Y
@ Q(ai,yi)=0fori=1,...,n
@ deg(fo) < 2t and deg(fi) <t
@ f(0)=1
L5 f(X), A(X) 2k, £(X) = 25 £ LTHiJL

Wi(e) <t 2D, n>3t+14%56 DK% f,fi BIFEL. 512 £(X) = 25 %l

=7,
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RS- 15 DfEs (2D 2)

fo, i DFELERER.
yi=flai) + e T e £ 034 tIHDT, fo, fi KD X I ICHFET 2,
B={i|e#0} LB, ThED, #B<t.

(X =
KX = Hﬁ;i(ai))
EBX,
o H(X) = k(X)F(X),
o fi(X) = k(X)
L, A(0) =1, deg(fh) < 2t, deg(fi) <t. THIT, i=1,...,n XL T,
Qv yi) = folcw) — fi(a)yi = k(a,—)(f(a,-) - y,-) —0.
& oT fo, A IFETE,
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RS-f15 D5 (2D 3)

o fo(X) =a+aX+...... + ati2t
@ A(X) =14+ b X+...+ bX*

Q(ai,yi) = folai) — filai)yi =0 fori=1,...,n 025, AT DRMEE 3t + 1 D#E—
RITEAZ ML,

a0
0 1 a]_ PEEEEY PEEEEY a%t _yl _y]_al PEEEEY —ylai
ae
= 1
by
0 I ap - - a%t —Y1 —YnQpn - _Ynag b
t
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RS-£15 s (2D 4)

@ Q(X) = Q(X,f(X)) LEHET 2, T2 deg(Q) <2t.
@ Wy(e)<t &V, yi="f(oy) 2B ESL n—tllid 5,
@ koT, n—tfD () T Q(ai) =0.

@ n>3t+1 kD, deg(Q)<2t<n—t. koT,

deg(Q) =0.
e ko7,
f(X) — A(X)F(X) = 0.
e koT,
F(X) = ﬁl’g;
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