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AKHDHERDONE

© BEENIBEEH (active adversary) XHEICIAIIT T
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REENIVIEEH (active adversary) SR IC AT C

Shamir DR I %2 il > THREBIINECEREF 1T L4 7s MPC GHRE 2 17 9 IR,
HH G DR D & 9 BREZ BRI L 2T vt kv,

o IEiEi7 Dealer (ZIMEFD1AN) 1KY SMF I N2> 2T %
By 2 L&, AEGSMERED Y = 72 EOHNIER T 2000
Mz, Lagrange ZIHAMAMETIZ, 2TOY =27 —PIELWw
ExRARICEIGI NS (R @ sl (BUBRTS)),

o Dealer MAIEHFDHLA, t XL F(X) kv = 725 INEIC
Bt % 7 b Fldi e s (RS @ 450 (BRGE FTRERR S 23 1K) )
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AKHDHERDONE

© AL RERB A Sy (VSS)
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Wt TR R S (VSS)

Ben-Or/Goldwasser/Wigderson [BGW88] @ (t + 1, n)-#aE ATBEFKRES 731 (Verifiable
Secret Sharing) 7734 (n > 3t + 1)

HHY: Dealer D IZFAE 71
[s] = (1, -y 30) = (F(aa), ..., f(an))
ZIEL S FEfrEE 0,

@ Dealer D
Players Pi,..., P,

Perfect Privacy: Dealer 231EME 7% ;4. Dealer DREEH s € K 1X. t ALLT DK
BB Aen 1N L C—YIERE LG 250,

Perfect Reconstruction: VSS /7 AMS AW TZIE (accept) SN izey. EIER

Z}j}ﬂ% Ph17 ey Phn—r Li\ t ﬁo)dqé %%IE:—& f 0)){—(7\ (f(ahl), ey f(ahnit)) % %ﬂ%‘
nyo,

= Jhbb, EEA t+1 AU EOBMEDAT, £72id n AOHITHIEED ¢
ABTEL > TwT, 202 EELZZMENPRBRTE T2 CTHMWE £(0) Z1E

L {EILTE %,
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BGW VSS

Dealer 13, KD X 9 e "ML HEAE (7 V7 412) ES,

Bivariable Symmetric Polynomial

t
F(X,Y)= Z r;JXin where rpg = s,
ij=0

Notes:
o F(aj,aj) = F(aj, ;) for all i, j.
e f(X) £ F(X,0): real sharing polynomial.
@ s = F(0,0): real secret.
o s; = f(aj) = F(a;,0) = F(0,«;): P;'s real share on f(X).
e fi(X) £ F(X,a;): Pi's verification polynomial.
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BGW VSS (Distribution Phase) |

70 b aVEFTH, D D accuse St + 1M EERSRETY B b 2)VIIER S R
flikTrdsb0Ld 5,
@ Dk, s=F(0,0) &L, BEEZHER (X)) = F(X,ai) Z P (i=1,...,n) IZZN
i (EEfET) %5,
Q & P; 3. deg(f;) # t DHfr. (accuse, i, D) % broadcast* L, Step 9 T7'1 2L
PRI ND ETHEIGL 2\,
*: broadcast channel % {ii L C\>7 2%, Byzantine algorithm T broadcast Z9:Bi9 % (n > 3t & b W[fE).
© deg(fi) =t ZMERTE P 13 s5=£(0) & s @EI%@/;T& RET D, %P
&, sj = fi(ay) 2 (WEEET) P (e {1,...,n}\{i}) i
D BFEZ L TeaFIUL 5 = £(0) = F(0, o) = F(aj, 0) = f(a;).
o % P; 1, P; (_j S {1, RN n}\{l}) MHRXRSNTEL Sji WX LT, Sij = Sji THdH
Frv I T5b, HFPIE EONTELs; IKNLT, s #£s £R2DDEFHKAL
Rf, P; 1. (dispute,i,j) % broadcast 3 5%,
D, P;, P; PETIEHEA S, sij = fi(aj) = F(aj, ;) = F(aj, ) = fi(a;) = sji.
@ D %, % (dispute,i,j) IZX LT, § % broadcast 35,
D BIEETHIUE, s = Faj, aj) T2,
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BGW VSS (Distribution Phase) I

Q@ (dispute, i, ) IZW LT broadcast SN 7z §; ., P & P ldZnzh g =s; L
G=s THEDFrr T, bL, HAOLDE HLEVEbhoks, Z
DSE (P £§%) 1. (accuse, i, D) % broadcast L. Step 9 T7'1 2 /L23%
HINng ETHEIGL &,

@ DiE, TNETOLTD (accuse, i, D) IZH LT, £(X) % broadcast § %,
D #EETHIUL, f(X) = fi(X) TH 5.

Q f(X) ?¥ broadcast Sz & &, T ETaccuse LT\ P&, deg(f) =1t &
sii = fi(ai) = fi(ay)
DAL T 20 F = v 7 L, BOLL % F 49U (accuse, j, D) % broadcast T %,

Q INHTD accuse B HET ¢t LT DL, 78 F 23S (accept) S41,
INFETICaccuse Z L7 P b, fi(X) 2F7- B OBEELHA L A% L
f(X) 2 H(X) LBE, 5=1£(0)2ATD> =7 T 5,
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BGW VSS (Reconstruction Phase)

Reconstruction

1EE% n— t(> 2t + 1) ADOSNFE 1%, Reed-Solomon ff5DEZIZ L D |
f(X)ZBILT A5 LDTE, s=f(0) ZHILTE 5,

@ Step 6 THrilaccuse B3 t + 1 DA EIZ7Z2 b 71 b a L )sidiilig 7 X
NaFE, DDIEETHAH) LarrH) L, il tbt+1 AN
LOEEARSINHER T t KLHEK f(X) 23l (BHETHR) Ihd,

o U b andZMINK, DBIEETHA) b)) e, IFAE
BATOBNERT t KEHR F(X) 25 (RESH) S5,
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Perfect Reconstruction

BGW VSS A ZH SN/ L &, RTOIRELSMNE P e HIZ, 5
(FL) t REERX F(X) DFERE () 2> =T ELTHD, £oT,
#H=n—t>2t+1 X Reconstruction THE f(0) 23 ICIEL < It
TE 5,
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EH 1O (D SIEE RS

D DIEETHIUL, IEERSINE P; 1Xdispute 2352 LiddhHh-oTh,
accuse 245 Z L, NIEAZMFOLIZt THSr6, 7uba
WFHICZH I N, & P id, ((X) 20K L. DIZIEEA D

fi(0) = F(0, ;) = F(a;,0) = f(ay) D3R D 32D, O
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T 1D (D BXARIEZEDELE)

D%AIEFEL, C% Step2 & Step 6 T accuse L R WIEEAZSIMEDEL ET S,
Step 6T, 7B FAADBKRT LBEWVE LS, ZDRKET accuse L 7S MMEFDHUIHE 4
t. koT, #C>n—#{ FIEH } —Haccuse > n—t—t=n—-2t>t+ 1

g(X) = Nicfi(X)
ieC
LB, ED P e HIZx LT,
gla)) =D Nicfi(e)
ieC
= ZA;,cﬁ(a;) (At Step 9: fi(aj) = fi(ei) forall i € C, j € H.)
ieC

=1£(0) (deg(f) =t #C=>t+1= £(0).)

:sj'

CIBTH2SMEIZEEIEERDT, deg(f) =t &V deg(g) =t. £-o7T, EEAS
g Py i3l ¢t XEHN g(X) DR g(oy) ZERFFT 5,
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EH 1 DOHEEH (D DA IEE DSE)

FITRD lemma &2 5,

Lemma

A(X),.... (X) € K[X] % p DG K 275 ET 5 t REER,
o1, 0p € KIBHWICERRSMHET S, p>t+1T, &TD
ije{l,....pH ITNLT, fi(ey) = () DBLT BT 2L, 5D
degy(F) =degy(F) =t TH % “ZEHNWLIHK F(X,Y) BEFEEL T,

fi(X)=F(X,a;) forie{l,..., p}

E2 %, J
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p=t+1D5H&

FRZ bV x, i % x=(1,x,...,x)7, wi =1, ai,...,a0)T EERET S, H(X) DRI
BHERETEINIMLE L ETBE A(X)=x"FEER2, pa,.. e Dt +1
RIGR7 PLEBOMTR R FATHD . M2 (pr, ., ) E (E+ 1) x (E+1) D
Van de monde {74722 5 1E0l, ko T, (t+1) x (t+ 1) 79 R=(f,..., fop1)M™*
E¥5E (fA,...,fi;1)) =RM. x> Tfi=Rp;. kbbb

f(X) = x" R where i=1,...,t+1 (1)
fi(ay) = fi(ai) &y fiew) = fi(ai)" = (i " Ragj)" = pi "R pi £
pi" Rui = "R . (2)

N, BTO i je{l,. . t+1}ITRHLTHY DD S, MTRM = MTRTM. M i
EHZ2 S, R=RT. Tk b, “EBOIHLEX F(X,Y)=x"Ry (L7ZL.
y=(LY,....,Y)") PHEELT H(X) = F(X,a)(=x"Rui) £ 5, O
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p > t+1DI

Q={1,...,t+1} T2, i€ QIIKNLTIE, p=t+1DHEADL _EEWNIHLEA
FIX,Y)=x"Ry (R=R") HHELTH(X)=x"Ru; £%%%, ZI T,

fi(ay) = p;" Ruwi = (" Rsi) " = i Ry
g QoA f(X)=x"F LB,

fi(ai) = fi(oy) forall i € Q. (3)
R
[,I,,'Tfj" = p,,-TRp,j for all i € Q. 4)
M= (p1,.. s peg1) ELT, (8) 26 MTF =M "Ruj. MIZIEHIZDT, £ = Rp,;.
koT, (X)) =x"Ru; (j ¢ Q). O
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D DA IEE DG E DA

@ C: Step 2 & Step 6 T accuse L 2 WIEERSMFDES

@ C: Step 2 £7-13 Step 6 T accuse L ZIEELSNEFEDES, Thbb,
H=cuCc.

Step 6T, 7B FAADBKRT LBEWVE LS, ZDRKET accuse L 7S MMEFDHUIHE 4
t. o,

H#C>n—#{ AIEFH } —faccuse >n—t—t=n—-2t > t+1.

Lemma 2 & O, i,je CICHLT, fi(ay) = fi(e) 5. &TD i€ CITHLT,
f(X)=xTRui £7%%, je Cld, £(X) % D » oA, 70 b 2 VDRI Z
H¥2461F

fi(oi) = fi(ay) forall i € Q(C C).
QI COMEED #Q=t+1 42inta, T2Lp>t+1 D56 EFHKRT,
EX)=x"Ru; € C). kb, 7o b arpZHING %5 IEHASMERLEICK
<.

(_~

fi(X) =x"Rui = F(X, ) for all i € H.
k5T, £(0) = F(0,a;) = F(a;,0) = f(a). 0
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Perfect Privacy

D 73 E1E 754, Distribution Phase % 5473 % Z £ T, AIEEDBHEO N
LIEWIE {f(X) = F(X,05) | Pj € Aep} THYH, ZIHh5EHSHINS
P EofE#RIZ Uz sk, BRC D OMEER s 13 —UIRIL R O,

FEHEE 70 balyrs
{fi(X) = F(X, ;) | Pj € At,n} (5)

D tHD t REEROFEREZH2, 51278 b aldrsIEEASMEDLER f(X) D
B fi(qy) (Pi € H, Pj € Arp) OTEBIZE SN2 DY, f(q) = f(oy) TH 225 T TIC
(5) TAREEDMF TV AHERTH 2, YLD D PIEEASAREEDG SN2 HHO4
TTHZH, TDLE s=F(0,0) DERVEDEERNLZDEZ S,
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Theorem 3 D3I |

F(X,Y) % degy(F) = degy (F) = t % 2 M#%HA T,
F(X, ) = F(X, o)) for all P; € A¢,» (6)

BT ET D, An 22655 L, F(X,05) = F(X,05) & DB, F(X, ) BIEAL
D, F(X,Y) ZBRAE DKo 0IETTH S, BT, F(O, 0) . F(0, 0)

3PN TH D ERTT,

g(X,Y) = F(X,Y) = F(X,Y) (7)
LERTD, BTD P € Arp ITHLT, g(X,05) =0 & D,
(HjeAr ne a,-)) 1g(X,Y) BIRD LD, £ g(X, V) BRESHEATH 2 2 L2 EZ
6k\(HEMJX—%U|QXyﬁ%ﬁbﬁooﬂXqukﬁ%%iék\

g(X) = Tlea,, (*52) L3
g(X,Y)=p5-g(X)g(Y)

LFEED, TITABTI—BeKIF, EDLIRETH-THR (6) 2 To,
F(0,0) = s+ B8 1F s icikfFe THMAMEZ L2 2 EMTES, DIE, FX,Y) b
F(X,Y) bERERTER D, WHEHHR s ZREF TRz, O
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[BGW88] M. Ben-Or, S. Goldwasser, and A. Wigderson.
Completeness theorems for non-cyptographic fault-tolerant distributed
computation.
In Janos Simon, editor, STOC '88, pages 1-10. ACM, 1988.
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