[1486S]

G-’ b oo LV

IR 5 —HE
ST PN PN

20204E7 H7H

BRISE—EE (JAIST) 2020 7 A 7H 1/19



AKHDHERDONE

Q <\ F =T 45

BRISE—EE (JAIST) 2020 £ 7 A7 H 2/19



RIF =T 4 GHE

o ZN: Pi,...,P,.

o % P ~DWHED AN x; € {0,1}*

o BLME~DAT] (RHHEH) - BI%F : {0,1}™ — {0, 1}*.

o K P ~NDHIT L F(xy,...,xn). & O—MNICIX, SIEHIT LITED
HMhz322 6T,

e % v 7 —7: Pair-wise private & synchronized.
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BRISE—EE (JAIST) 2020 7 A 7H 3/19



MPC DK (HE(H)

A

o F:{0,1}™ — {0,1}*: ZIEAR G T HER %

o Cr: F %#EMH T 24IHAY A XD AND, OR, NOT THEL X 117 i PR
S

o K: n< #K AR

o Cr DiiEF~D AN b {0,1} Z bc {0,1}CK &£ KDILL
AT,

o AND, OR, NOT Di#ii” — b % K L oiHBEICEHE A 5,

e bAbW < b-b € K.
e bVb < b+b—-b-b K.
e b <—1-beK.
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REBH Y EEF AFAE D LT D Shamir B 7T HL

o ZINHERU n. BEERILt T, n> 3t.

e a—[a: a DWEZH (22 v 1), [BGWSS] i) Z & T, 7u b
DVHZEIE N RRIZIE L < [a] DT T EAMRIEI N D,

o [a] = a a=(f(a1),...,f(an)) ZBEILT 5 & &, WEHEVHITD
7 %IEL R L 7% T Reed-Solomon 5 ®D
(Welch/Berlekamp) 512 & D b & DLIEN £(X) BEILTE 5%,

A

f(aj) =f(aj)+ e st. Wy(e) <t = Reconstruct f(X)
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S DER

[a]i: B a 2%, ZINERITIEL { BMEIME SIS N TE D, a % P MRFFL TWw
2 {RTE,

[alo: #ED a2 1 ATREFL T WiRAE

[a] : #EDYa % 1 ATHREFL T 228 A WO THEL T uis
Pi:a—[ali: P W a ZIEL S WEST 210758 (23y XV ),
Pi:[a]i = a: P D5, f% a 2K BMEICE > 72> = 7 &FEL E LT broadcast L
THIR T 21775,

[ai = a2 &ZNFED a D> = 7% broadcast LT, ®ED a Z#ikT 51754,
Pi:a+[a;; BMEDPEED [a], DY = 7% P ACHEBETED., P a%2#
Z B Tk, SOTRITE D [a]; LWV RBEICH B T EITHEE

TIEED 2D 1/3 KiiThiuE, BGW VSS @ Distribution 1&, [a] ZIEL S 22 v b
L. Reconstruction (3. BARZIEL {79 2L HICTE B DT, EEHOEMAKNZEHRED
—D2ThH 5,
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REENHIBLEEF (active adversary) MR T7#f

CKF78) REBIINBCRS & ZBIIORH L AL 2 & LTd kv kI iflT 5. 2nch
febn OB, 70k ap s PR S, JERORERRR SN b 2 LT
ns,
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REENHIBLEEF (active adversary) MR T7#f

CKF78) REBIINBCRS & ZBIIORH L AL 2 & LTd kv kI iflT 5. 2nch
febn OB, 70k ap s PR S, JERORERRR SN b 2 LT
ns,

@ P;:a—[a: (BGW) VSSIZETH LT, FiE& P THIEL MY 2 21574
Wk Ity 5,
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REENHIBLEEF (active adversary) MR T7#f

(KJist) REENNK S 2 ZBIKEZELELC & L2 TERV X ) HHlT 2, 21T
it ugEE, 7u b arh PRI h, KEZOWEIZFHRSN 70 b 2 VTS
ns,
@ P;:a—[a: (BGW) VSSIZETH LT, FiE& P THIEL MY 2 21574
Wk Ity 5,

0 [a] = a: &LMHEDY a DY = 7% broadcast LT, a #fIn7T 2% & &, MEEINLE
FHHMIEL 2\ = 7% broadcast L CTh ., #ADFTIEFFOEM 2> T, IELL
a %fgﬁj‘%a
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REENHIBLEEF (active adversary) MR T7#f

(KIAi#t) AeBh S 2 ZENKEF LR ELrTERV LI WEHIT 2, Z2NTH
ftbwigaid, 7a b avpo iR n, KEFEOWE RSN T 2 VTS
na,

@ Pi:a—[a]: (BGW) VSSIZEH L T, RiEZk P, THIEL  METHE &2 21374
kKT B,

0 [a] = a: &LMHEDY a DY = 7% broadcast LT, a #fIn7T 2% & &, MEEINLE
FHHMIEL 2\ = 7% broadcast L CTh ., #ADFTIEFFOEM 2> T, IELL
a %fgﬁj‘%a

@ [a],[b] = [a+ b] : MUEED & RIEL L,
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REBIHYBLEEF (active adversary) RS T #f

(KFgl) AEEhSCEEE 2 ZEINKEBEZ LR 2 L L2 TERWE I EHIT 5, 21Ty
fitbz Vg, 7 b alr o iR n, KEZEOWHE IR I N 71 b a LifT
ns,

® Pi:a—[a]: (BGW) VSS ICETH LT, Ril% P, THIEL BN & 2 2137
Wk Ity 5,

0 [a] = a: &LMHEDY a DY = 7% broadcast LT, a #fIn7T 2% & &, MEEINLE
FHDIEL { %2\W¥ = 7% broadcast L T, iR ETIEfFZ o8z, 1EL <
a %fgﬁj‘%a

@ [a],[b] — [a+ b] : FEEM:D & MIREZ L,

° )\ [a] = [Aa] : BMUBMELSRTE L,

BRISE—EE (JAIST) 2020 £ 7 A7 H 7/19



REBIHYBLEEF (active adversary) RS T #f

(KI58h) BEENIBCRE 2 ZEIVKERE LRI 2 L L TE R0 X )Ml 3, 2Ty
bk, 7u b ardr o RN, KEZOMZIIFIREIN 71 b a)L3kiiTE
ns,

® Pi:a— [a]: (BGW) VSS ICZ5HI LT, RiE% P THIEL < A e & 2 217
kKT B,

0 [a] = a: &LMHEDY a DY = 7% broadcast LT, a #fIn7T 2% & &, MEEINLE
FHHMIEL 2\ = 7% broadcast L CTh ., #ADFTIEFFOEM 2> T, IELL
a %fgﬁj‘%a

® [al,[b] = [a+ b] : &MLD& R L,

° )\ [a] = [Aa] : BMUBMELSRTE L,

@ )\ [a] — [a+ A] : Shamir SS % S, [a+ A =[a] + A= (a1 + A,... a3, + A).
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REENHIBLEEF (active adversary) MR T7#f

CKF78) REBIINBCRS & ZBIIORH L AL 2 & LTd kv kI iflT 5. 2nch
febn OB, 70k ap s PR S, JERORERRR SN b 2 LT
ns,

@ Pi:a—[a]: (BGW) VSSIZEH L T, RiEZk P, THIEL  METHE &2 21374
Wk Ity 5,

0 [a] = a: &LMHEDY a DY = 7% broadcast LT, a #fIn7T 2% & &, MEEINLE
FHHMIEL 2\ = 7% broadcast L CTh ., #ADFTIEFFOEM 2> T, IELL
a %fgﬁj‘%a

® [a],[b] = [a+ b] : #EED SIEL L,

° )\ [a] = [Aa] : BMUBMELSRTE L,

@ )\ [a] — [a+ A] : Shamir SS % S, [a+ A =[a] + A= (a1 + A,... a3, + A).

(] [a], [b] — [ab] 7& 83) '5_575’0 ab = Z)\,-,,,a,-b,- f;@‘(‘\ %‘ P,‘ Iz aj, b,' i))% E‘J\_I’J/‘JC:
aib; ZE>TH 5 bRIFUIVIT 2,
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REENHIBLEEF (active adversary) MR T7#f

CKF78) REBIINBCRS & ZBIIORH L AL 2 & LTd kv kI iflT 5. 2nch
febn OB, 70k ap s PR S, JERORERRR SN b 2 LT
ns,

@ Pi:a—[a]: (BGW) VSSIZEH L T, RiEZk P, THIEL  METHE &2 21374
Wk Ity 5,

0 [a] = a: &LMHEDY a DY = 7% broadcast LT, a #fIn7T 2% & &, MEEINLE
FHHMIEL 2\ = 7% broadcast L CTh ., #ADFTIEFFOEM 2> T, IELL
a %fgﬁj‘%a

® [a],[b] = [a+ b] : KD & RIER L,

A [a] — [Na] : MUBMED SRR L,

A [a] = [a+ A] : Shamir SS & Sfij, [a+ A =[a]+ A= (a1 + A,..., a0 + A).

[3]7 [b] — [ab] 7& 83) '5_575’0 ab = Z)\,-,,,a,-b,- f;@‘(‘\ %‘ P,‘ Iz ai, b,' i))% E‘J\_I’J/‘JC:
aib; ZE>TH 6 bR 20,

F#~DANEE Y b ae {0,1} I L AFHIE T A,
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REENHIBLEEF (active adversary) MR T7#f

CKF78) REBIINBCRS & ZBIIORH L AL 2 & LTd kv kI iflT 5. 2nch
febn OB, 70k ap s PR S, JERORERRR SN b 2 LT
ns,

@ Pi:a—[a]: (BGW) VSSIZEH L T, RiEZk P, THIEL  METHE &2 21374
Wk Ity 5,
0 [a] = a: &LMHEDY a DY = 7% broadcast LT, a #fIn7T 2% & &, MEEINLE
FHHMIEL 2\ = 7% broadcast L CTh ., #ADFTIEFFOEM 2> T, IELL
a %fgﬁj‘%a
[a], [b] — [a+ b] : MR o R L,
A [a] — [Na] : MUBMED SRR L,
A [a] = [a+ A] : Shamir SS & Sfij, [a+ A =[a]+ A= (a1 + A,..., a0 + A).
[3]7 [b] — [ab] 7& 83) '5_575’0 ab = Z)\,-,,,a,-b,- f;@‘(‘\ %‘ P,‘ Iz ai, b,' i))% E‘J\_I’J/‘JC:
aib; ZE>TH 5 bRIFUIVIT 2,
o FF~DANZE Y b ae{0,1} 1o L AT HIZN T A0,
= [a(a—1)] = [0] ZEFWHT 2 |

ZoHFREA Y P F VDX [BGWSS] Dz #E LIEIE L 72 [CDN15] IZfE>Tw %,
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@ LaftE 7L
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weEE TV

RHEIZE

RBEOZ7AMINL

BEWBIELEAERREE2
Va X3 .

BRIFFZE—HER (JAIST)

59 &, BEp, BEEEL

ERBTES U R LV,
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saowns QA CHARREEL T
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Environment Security

Environment Z

8 Adversary A/ Simulator S

Parties (Alice, Bob, Charlie), who
execute Protocol

i
e

&D

Ideal Functionality F
*“functionality” of F = *“functionality” of =

— Vaa —~
B B 8 Dummy Parties (Alice, Bob, Carlie)
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Real World

Environment Z X, JRDF ¥ F U5 EREE %, Adversary A%, Z
DEDF FIATHL, HRz Z I8R5,

Adversary A

Environment Z R

Realr 4,z (k, 2)
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Real World (Alice Corrupted)

Environment Z &,

HRDF ¥ 2N ERZTG5, Adversary AL, Z
DEDEFIATHL, 1§

B % Z 12
BHz2THET) Rbbhic

Environment Z

Realr, 4,z (k, 2)

BRIFFZE—HER (JAIST)

B2 %, AlE. Alice® (5% ORI
ek anicsng s,
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Ideal World

Environment Z 1&. RDOF ¥ 26 EHEH %, Simulator S 1, AD
ShzLT, iz Z 152 5,

Simulator S

Environment Z —

4

Idealy 4 7(k, z)
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|deal World (Alice Corrupted)

Environment Z 13, RDOF ¥ 205 EHZES, Sit. Aliced (5%
TOWEEHRZ 2THT) bz baricsmts,

(k,2) > 8 o
\ - _
g « —

Environment Z — I
‘\\ / I """"'"w»,,,,* —~
Idealy 47k, 2) |
S \ —
VAGY

&
&
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e

Real & Ideal D5 % Environment Z 259 T & 227U

R
e
(\4
Bl
o

(k,z) Environment Z

N\
R
P, —
7 —
4 S

EobIZT VR LT
HaER

Adversary A
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Adversary ()

o Passive Adversary (aka semi-honest or honest-but-curious).
o ZENHIKEEH
o IERID 70 bk aip Sl L 223, 7'a b 2 s G HEr 5
IEEASME OWERRZR L) £ T2

o Active Adversary
o HEEHVI IR
o 7B LFaNDLEBL TSRV, IEELSINEDOWEEREME I &
T32LE, TRrtareRRickbowd) LT 5,

o X 51T, static case & adaptive case D3FEFET S,
o static adversary: 70 I 3 VMR E ZEHCAESEDEE I NTW S
o adaptive adversary: 7’0 + 2 VHIZIEERSMNE % corrupt LT, 5%

TOEMENE LICAIEE L LT I ENTES
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HonTwvaEEER

AIEFEE (Adversary 23 corrupt TE 2B MNEED) 120 U 724G H

| Passive | Active w/ broadcast | Active w/o broadcast

fEHiEmLe | <5 <z <z
Wia F12E 4 <3 <3 <2
i e n <12 <2

72720, n>2.

o THMHIRINZ4A: Real & Ideal DA DI5EAIZIE U
o MiFtMNZ4: Real & Ideal DA DD DT DI iGHNZE L D272\,

o IMEBMNZ e ZHEHAREHIFRD Environment Z Tl. kAl TE 7%
WS WL LA, Real & Ideal D ARITE I RV,
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o T TICHIM L 72 BGW [BGWS88] DZ BN EEH 12X T 5 MPC I,
%Sim% ZE D P2P OfEEEME S N, DRy b —2T
f)ﬂ I, corrupt N5 SNNE DED 03 A T b IUXZ B BCEH

R L CERMRNE R TH B,

o [CDN15] IZ5d# 415 MPC (BGW @ 7°'1 t 2 )V DIEIEM) (13,
e 2 & D P2P ORMEEFEME S, FAPIDOXy b7 —27ThH
UL, corrupt SN B SMFHDED 1/3 Adiii T H UL REEN Y BEEE
(adavptively active?) 1Z3%f L TIHRIGRIVEL 2 TH 5,
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[BGW88] M. Ben-Or, S. Goldwasser, and A. Wigderson.

Completeness theorems for non-cyptographic fault-tolerant distributed
computation.

In Janos Simon, editor, STOC '88, pages 1-10. ACM, 1988.

[CDN15] Ronald Cramer, lvan Damgérd, and Jesper Nielsen.
Secure Multiparty Computation and Secret Sharing.
Cambridge University Press, 2015.
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