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@ Generalized Linear Secret-Sharing
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General Adversary Structures

@ Adversary Structure A: A family of subsets of the set of all players
P ={P1,...,P,} that is anti-monotone, i.e., if A€ A, then B € A
for any subset B of A, i.e., BC A.

e An adversary structure is said to be @ if for all A1, A> € @», it holds
that A; U A, C P.
e An adversary structure is said to be Qs if for all A;, Ay, Az € @3, it
holds that A1 @] A2 U A3 g_ P.
@ Access structure I': A family of subsets of the set of all players P that
is monotone, i.e., if A€ T, then B €T for any superset B of A, i.e.,
A C B.

Q2 and Q3 are natural generalizations of the threshold model for t < n/2
and t < n/3.
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Linear Secret Sharing

Linear Secret Sharing (LSS) @ & h —f&IIKEEE [CDN15].

i Me K™D Mo | HHOITRZ b L% m; EEL,
FVBEE ¢ {L,...,m} = {1,...,n}.

X7 MV k= (s,m,...,r)".

HEED (qualified set) Q C P, ie., s #HILTE BHE4,

Dealer X, % s € K #RE DT 272012, B8 n,..., n— K ZEN,
(51,---,5m)" == Mrs 235, si(= mjr,) % Pygy ICHL 2,
Reconstruction S CE 2712, ROFEMH 05,
@ Mg T, ¢(i) € Q LRBITRT ML m; D SR IN7ATH%R LT,
o BTOHEMEN Qe M ITN LT, ug" Mo =3, ycquim = (1,0,...,0) £%%
reconstruction vector ug WFET 5,
@ ug " Mor, =5 & V. Mgr, & reconstruction vector ug 5 WENEILTE 3,
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HEREAS & MERES

P DT EES AL T, Mars DATDY, s D53H LML (ie., H(s) = H(s|Mars)) ®
B, AR MEKES (unqualified set) V9, ROTEHE» S, P OIEIEAIZ. HERK
e, WEREO EL 50,

e :=(1,0,...,0), Im(Mg) := {x"Mqg|x € K"} £ ¥ 3,
Q is qualified <= eq € Im(Mg).

Q is unqualified <= eq ¢ Im(Myg).

QWHEMES, Q(QC Q) bHHKTHY ., ADEHEIKLES, A(AC A) b
B TH 5,

A P BEERESTHIUL, MERESDES% adversary structure A, Z il
DA DELDHEAR% access structure T (FEIBESDESR) LT LI ENTES
o D SS TlF., FEMTHMEMTL R VLEAVEET S, 20X H%SS %
Ramp #1 SS &2 5,
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B 1 DFEEH DT

Ker,(Mg) := {w|Mqw =0} & Mg O right-kernel ZE#KT 5 &,
Im(Mg)(= {x" Mg | x € Kt*1}) = Ker,(Mg)* 23 D 37..

e € Im(Mg) <= Vw € Ker,(Mg), ew = 0.
DD LD, koT,
e ¢ Im(Mg) <= 3w € Ker,(Mg), ew # 0

ecIm(Mg) THIULX, B2 u"Mg=e’n? uDFEHEL T,

u"(Mgrs) =u" Mgrs = ers =s. x> T, Q IZEEIK,

e ZIm(My) THNIE., H% w e Ker,(Ma) DIFEL T, ew #0752 D T,
EED S ITHNLT, ro=r+ 53w B L.

(e-w)

MArs = MArs’

XoT, ADY =7 Mars B s 137, KXo T, AIRXEER,
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AR

[a;ra] = Mra, [b;rp] = Mrp 225, \,pe KITRL T,

Ala; ra] + n[b; rp] = M(Ara + nrp) = [Aa + 1b; Fxa+nb]
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HEA~ (1)

RDEI)ICHEZERT 5,

[ ra] © [b; rp] := (([ai ra])p, @ ([b; rp]) Py, - - - ([a5 ra]) P, @ ([ r6])P,)
22T, ([arl)p, = Mp.ra, Mp. Z Z00Z 1L, P ICELE NS> =7 (BN
7 b)) &, ZRUCHINT 5150 E T 5,

@I, TYVYABET, FIRZ7 PV ae K Be KMIZH LT,
o)), B=P1,...,0m)T, ETBE,
"aﬁﬁm)T € Ke.m

a=(a,..

O(®B:(05151,...,0416m, ...... ,Otgﬁl,..
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T VY VRS

—MIiE, 75 Ae K™, B e KMA 2R LT, RD X IHICER,

8118 s al,,B
A@B: : - : c Kmrﬁxnﬁ.
amB - annB

150 M, € K™ My, € KA (FIR7 V) rae K", e KM L35,
Fuv i My, My DZNZEIUTRIZ PV ET B L

QO Mara @ Mprp = (M, @ Mp)(ra @ rp).
Q (ura) @ (vrp) = (U Vv)(ra @ rp).
DIRD LD, (2) 226, (1) 138 5,
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BB (2)

Mp,ra @ Mp;rp = (Mp, @ Mp,)(ra © rp) = (Mp, @ Mp,;)(rab)
ZZ7T. rp=(ab,r,...)€ KD zq kb,

[a; ra]s © [b; rp]s = [ab; ra @ rple

TIT. SIS EOWMESET, SIE. M=MeMICX>THEICER
SN (7277 L. reconstruction TE A MEIEI LTV 0),
53

b L. ESE S ICHBERES Q DMEET % 7 6. reconstruction vector
uDFLEL T,

u’ ([a; ra]s © [b; rb]s) = uT [ab; ra @ rp]s = ab.
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FSL ] HElE:

Definition

SEA P D, HIFEICL > TTELRNESHS DOEEKREATH D LS
X, TLOME L S 2 FHA] (multiplicative) &9, b L. adversary
structure A IJBS L WEEOEA QEZ A (+ Q el BPEEKEATD
57 61X, S ZEREA] (strongly multiplicative) &9,
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o P %&£ LR D adversary structure A WZxF LT, SRFUARE 3 HL
ST 5,

o (D Qy-adversary structure A \Zxf L T, FEFE O] 7z SRIEREE 380 S
DIFEET 5,

o fEE D Qs-adversary structure A% L T, GRERA] 22 KRR 75
S VHIET B,

BB 7L (replicated secret sharing) 13 LRl & 72§,
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HUE (L)

MBS S DSTEFLT] (multiplicative) £ 3%, S WREWTH L0 5
uT(M® M)(r, ® 1y) = ab & 72 5228t P KT 2 reconstruction vector u € K™ 37
S5, 2. JIN7 bl e=(MM)(ra@r) D i HHDEERLT 3,

Input: [a; ra]s, [b; rb]s.
Output: [ab;r, ® rp)s.
o %’ P; Dy (Mp,.ra) X (Mp,.rb) s —ﬁ]b&:?‘l’%. %l—lj%\ (MP,. 24 Mp,.)(ra X I‘b)
e KD o 27 (BN L) Zu—hLIcfiE 2,
c=(Ma M)(r,®r)
ELZIE, P93 {¢leg)=i ZR—ANVIRFEL TR 2D AL TH B,
o % P BHBD ¢ (6() = i) AT P, Py FICHAHHI L. K51 [0 1 s
(=1,....,m") LwIHREILE S,
@ u” =(u,...,up) ETBHE,

ZUJ[CJ?’cj]S = [Z UjCj;ZUjfcj]s = [ab Zujrcl]

EBBOT, P OB AMEITIZ Y b Y ur | £ RESES
ns,
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