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1 BGW VSS

Ben-Or/Goldwasser /Wigderson Verifiable Secret Sharing 73\ [1] & Z DfEH], Shamir O
#48eCIE, Dealer (VT D) BSIEEABAE. Pi,.... Py 12 flar), ..., flan) BZRETAHE S 1,
AIEER t D n/3 K (n > 3t + 1) THUE, Reed-Solomon 75D (Welch/Berlekamp) 5
& Db EDLIEN f(X) BEILTE, 2N D OWE s = f(0) ’IEL CHEILTE 5,

N

flai) = flay) +e; st. Wg(e) <t == Reconstruct f(X)

L2L, D BPAREETHHAEINEZED Lk, D BIEETH> TOAREETH>TH,
70 b ahZH (accept) I NG EIE, WESHDILTIEL {frbtiTw s X E LT, WE
AIBERNEE T BT A3 D B

BGW VSS @ Reconstruction & Privacy DREHIZ, [2] Z25FICL T35,

1.1 Bivariable Symmetric Polynomial
K 2HBE, XD X9 7 K RO “LEENTLHEAZEZ 5,

t
F(X,Y)= Y r;X'V7 € K[X,Y]  whererg=s,
i,j=0
such that degy (F) = degy (F) =t and, for all 0 < i,5 <t, r;j =7r;;. ®TD 1,5 I
XL T, F(Oéi, Odj) = F(Oéj, Oéi) BHALT 5 2 E IR,

o ay,...,a, € K: 2 THEL 2{4.

e f(X) = F(X,0): D’s real sharing polynomial.

e fi(X) 2 F(X,q;): Pys verification polynomial.

e s = F(0,0): real secret.

o s; = f(ay) = F(e;,0) = F(0,0;): P;’s real share on f(X).

DT, ®ICAELBSMEDESZE Ay L L (# A, =1t). n>3t+1. ko> T, EEASNHED
BB HETDE, #H=n—t>2t+1. £, ARE K & a1,...,a, € K 13> AT 2358
DRFTA=FTHYH, #K >n D, ay,...,a, FETELZETH S,

1.2 Distribution Phase

7a b aVETHd, DD accuse Bt + 1D EELRSREEET R b ) I3iER I URTEIE T
T5HDET S,

1. DI 1.1 ED s =rg &% 2 EBENHLEA F(X,Y) = Zﬁ,jzl ri ; XY %F VLIS



R, Thbb, s=F(0,0). DI, %P (i=1,...,n) CHIHELERX f;(X) = F(X, ;)
z (WHEEET) K5,

. & P ld. deg(f;) #t D¥&r. (accuse, i, D) % broadcast L*1, Step 9 T7'm b 21232

BIns ECHEHIEL 2w,

cdeg(fi) =t ZMERTEL P lds; = f;(0) 2 s DHLDY = 7 ERET 5., D HIAIEZ L

TeRFIUL s; = fi(0) = F(0,0;) = F(,0) = f(ai). % P 1%, si; = filoy) & (%
BET) Py (€ {L,...,n}\{i}) 10%%

B PP (e {1 L ni\{i}) 75”5%6?11“(%?: S WKL T, s =85 TOHIDPF =y

7@‘%0 D B’ AIE% L“Cb)farﬁ'ihbf sij = fi(ey) = Flaj,a;) = F(ay, o) = fi(a;) = sji.
B PAX RSN TET 5, IS L Tlsyj # 85 %5 bDZFEFL 72, P, 13, (dispute, 7, j)
% broadcast 3 %,

D 13, % (dispute,i,j) IS LT, §;; (= F(o,a;)) % broadcast 3%,

6. (dispute,i,j) IR L T broadcast 7 §;; 2. P, & P 3ZNZN 85 = s,;(= fi(ey))

&éuzsﬂ(:f](az))‘fﬁf)éﬁ Frzv 735, L, HODObLDE-H L i bdrolk
5, Z0&M#E (P, £95) 1%, (accuse, i, D) % broadcast L, Step 9 T7'1 + 2 )LH35%Z
HMINzETEELZ,

7. D3, INETORTD (accuse,i, D) IR LT, fi(X) (= fi(X)) % broadcast 33,
8. fi(X) % broadcast X7z L &, T FTaccuse LT Py id, deg(fy) =t &

sji = fi(ai) = filay)
DIRALT 252 F = v 7 L, JEALL %1 1S (accuse, j, D) % broadcast § 5.,

. INETOD accuse BB OET LU TOHRAEIE, 7’02 F 2)VIFZM (accept) ST, TN

TIZ accuse %L?" Pb. fi(X) 2HikASOBEELEA L AL f;(X) 2 fi(X) &8
= 5= fi(0) FHDDL 2T LT B,

FEMR 1 Step 6 THRF accuse #A3t + 1 DA EICZ b 7'v b a v 2u@iflic 7T S nkiriud, D Ik
HTHA) Ehpr) e, 2B e t+1 AL EDIEELRSIMER T t X% f(X) 23
(EoH) s,

FER2 7o brarBREInR, DBREETHA) s ) L, REAZETOSMERT
KL f(X) 23l (BEIH) Shd,

1.3 Reconstruction

S =

1EEZ n —t AOSHEE, Reed-Solomon ff5 DT & D, f(X) Z2HILT 2 2 ENTE,
f(0) 2ILTE %,

2 Perfect Reconstruction

EE 3 BGW VSS A= IN/- L E, 2TOIEERZSNE P, e HIX, % (FALU) t X%
HA (X)) DR floy) 5D, n>3t+1 7T, #H =n—t > 2t +1 X b Reconstruction T

*1 broadcast channel % {4 L TV 7% W iEriE, Byzantine algorithm T broadcast #EB T 2 (n > 3t X b W
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F(0) DMEICIEL { 6T & %,

2.1 D HDIEERSE

D DIEEABAOEN 3 0ifHE# 2 3, D BIFETHIUL, EEASNE P, it dispute %7
52 EEHHSTH, accuse 2T D52 LB\, AELASMEORIZt TH L6, v baliiy
SRS, & P lx, fi(X) 250, D ZIEER729 £;0) = f(a) 29D 7o, W
22 D DAREEDZE

IR, DZ2ATEEET S, TTROEEL lemma 2% 2 5,

Lemma 4 fi(X),...,[,(X) € K[X]| Z pfHDF K 2R LT 2t RLHEA, a1,...,ap € K
FHWICRR5MHET S, p>t+1 T, 2D, 5 {l,...,p} KNLT, fi(oy) = fj(a;) DK
VTBETBE, HD degy(F) =degy (F) =t Th s _EHENHLEHA F(X,Y) BHEEL T,

f'L(X):F(Xvaz) fOI"iG{]_,...,p}
&5,
Claim5 p=t+1®K, Lemma 4 (32T %,

FIR7 bV, s Zxe=(1x,.... 207 py = (1,04,...,a )T LEET S, fi(X) OfREEH

FLETRHRI ML f 2528, fi(X)=aT f; 8D, pa,..., ey DE+1RITERY b
DML 2R PATHD M = (g, ..., pea1) 1E (t+1) x (¢+1) O Van de monde 1751752
SIEAl, koT, (t+ ) x t+ )T R=(f1,..., frs1) ML T2 E (f1,..., fr41) = RM.
£oT fi=Rup;. kbbb

fi(X) = 2" R, wherei=1,...,t+1 (1)
filay) = filai) &o fiai) = filei)” = (" Rug)" = pi" RTps &0,
pi R = pi " R . (2)

TN, BTCDG, el . t+ 1} IR LTHED O 6, MTRM = MTRT M. M ZIERI7Z
5, R=RT. kb, ZABNHLEA F(X,)Y)=2TRy (XL, y=(1,Y,...,Y)T)
DHELT fi(X) = F(X,)(=2"Ru;) £ %%, O

Claim6 p>t+1®K, Lemma 4 IZ377 %,
Q=1{1,....t41} £ ¥, i€ QLTI Claim 5 %5 “ZHENHSER F(X,Y) = 27 Ry
(R=R") #EL T fi(X)=aTRu; £% %, 22T,
filay) = pi " Rws = (p; " Ruws)” = pi” Ry

JEQDEA, [;(X)=aTf; £BL,

fj(Oéi) = fi(aj) for all 7 € Q (3)



RN
Ninj = uiTR[Lj for all i € Q. (4)

M= (p1,...,pey1) LT (4) 226 MTfj = MTRuj. M IZERIZOT, f; = Ruj. £-
T fiX)=2"Ru; (j ¢ Q). O
DT, oz v D BARIEFEOSAOER 3 DitHZ R §,

e (: Step 2 & Step 6 T accuse L ZZWIEEZSINEHEDES
e C: Step 2 £7:1F Step 6 T accuse L ZIEEAZMEDESA, T4abb, H=CUC.

LERTH, TDLE,
Claim 7 Step 6 T, 7B F a3 T LAV, #C >t +1.

Step 6 T, 7B FaABETLEVELLS, ZDORET accuse L S MEFDEIZE % t.
Lo T,

#C >n—H#{ PIEH } —H#Haccuse >n—t—t=n—2t >t+1

IR 2o, O
Step 4 T, i,j € CITHLT, fi(aj) = fi(ag) DIRDZ->Tw3 (=5 DLEIF, Jrtan
TRFARL LI D TODTok), ZORETT R baLBK T LaweE L6, accuse L7
ZMHEIEELZ t NTHL»E, Claim 7 &) #C >t+1Thb, £>T, Lemmad X H, &<
DieCITRLT, “EBHLER F(X,Y) =aTRy BWEELT, fi(X)=xTRu; L%2%,
jECIE. fi(X) % D2 oRIMBA, 70 b 2 LAY 5 7% 513,
fj(ai) = fi(Oéj) for all i € C.
filey) = piTRu; = (ui"Rus)” = p"RTpj = pi" Ry, filaw) = wiTf; £ BT,
Claim 6 & 0. f;j = Ruj. k- <,
fj (X) = =" Ru,; for all j € C

Ik, 7a bt arpi3REING %o EELASMERRICH L T,

fi(X)=x"Rp; = F(X, o) for all i € H

DR DD, F(X,Y) BRHLEEA LD, £:(0) = F(0,;) = F(,0) = f(ei). W

3 Perfect Privacy

EFHE 8 D PILHEZ%HA. Distribution Phase # €795 2 & T, AIEHEDE SN L ERIZ
{f;i(X) =F(X,aj) | Pj € Ay} THY, Z2I00BEHINZL LOBERIT-VZ S50k,
Ffi D OMEREHR s 13 YKL,

FREHE 7 b ards
{f;(X) = F(X,a5) [ Py € An} (5)
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DD t REERDOEHRER 2, 6178+ andy s EEASINEDLER f,(X) DR fi(q;)
(P, € H,, Pj € Ayp) DEBIIHOND D, fi(ay) = filay) THBH 6T T (5) TRIEED
BTV ERTH D, YLD D DBIEELZLAREEPRONI2EBEROETTHLM, TOLEE
aunwﬁﬁ#&w&ﬁﬁma#%x%o
F(X Y) % degy (F) = degy (F) = t 7 2 NI HA T,

F(X, a;) = F(X, a;) for all Pj € A, (6)

BT ET 2, Ay oA2E, F(X,a)) = F(X,0;) £b. D, F(X,Y) ZEAZ DD,
F(X,Y) ZEAZOPEL MO RIETTHS, BT, F(0,0) &, F(0,0) 37 TH25C
R N

9(X,Y) =F(X,Y)—-F(X,Y) (7)

%I, BTO P € A LT, g(X,a;) =0 XD, (HjeAt,n(Y—aj)) 1g(X,Y) B9
Diro, 7 g(X,Y) BHHLEATHS L EELS L, (HEAt (X—aj)> 1g(X,Y) b
0, g(X,Y) DREEEZD L, g(X) = HJEM(X “ﬂ) g

9(X,Y) =p3-g(X)g(Y)

LERED, CITANTI—BEK IR EDLI RIETH>THR (6) 2T, F(0,0) = s+
sICEETHRAMEZ L2 2B TES, DIF, F(X,Y) b F(X,Y) bEHERTHRN 0,
MR s BAEF YRV,
MOEEHETHUE, FX,Y) 27V P MGEALLEED F(0,0) &, K L2—k7 > 5L
THZH, (5) ZWET 2 F(X,Y) 2—FET ¥ ¥ MTRATY, F(0,0) DNMIE K E—K5 >4
Ll B,

1
F(le;r)ED[F(O,O) =s|f;(X)=F(X,a;) for VP; € Ay ,] = F(XE})%D[F(O,O) =] = T
e B
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