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Abstract. Large Language Models (LLMs) are increasingly integrated
into our daily life, being used in critical domains such as health-
care, mobility, education, and public services. This makes their safety
and trustworthiness critical. However, malicious non-natural language
(NonNL) obfuscated attacks can conceal harmful intent within prompts,
and bypass conventional security and content-safety mechanisms.

This paper proposes a multi-layered, Al-driven defense mechanism to
detect and mitigate such attacks before they reach an LLM. The pro-
posed defense mechanism consists of four components: (1) A large-scale,
labeled dataset of NonNL obfuscated prompts using diverse obfuscation
techniques; (2) A multi-class attack classification model to identify the
specific obfuscation technique used in an input prompt; (3) An attack
mitigation module that applies the appropriate mitigation strategy based
on the identified attack type; (4) A harmful content detection model
to identify harmful content after the prompt has been mitigated. This
multi-layered defense reduces the risk of harmful, misleading, or dan-
gerous outputs resulting from obfuscated attacks, while preserving the
usability of LLMs for benign inputs. Thus, we seek to enhance the safety,
security, and trustworthiness of LLM applications, and to support the
development of a safe, secure, and sustainable Al-centered society.
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1 Introduction

In our present society, also known as Society 5.0 in Japan [1], large language
models (LLMs) are widely deployed, yet they are increasingly susceptible to
misuse. Recent non-natural language (NonNL) obfuscated attacks have demon-
strated the ability to bypass safeguards and elicit harmful outputs. By encoding,
fragmenting, or otherwise altering instructions into unconventional forms, these
attacks challenge both the instruction-processing capabilities of language models,
and the detection mechanisms of external safeguards. Because NonNL prompts
lack clear detection signals, they present a major risk for real-world LLM deploy-
ments. Thus, our preliminary results indicate that many state-of-the-art LLMs
remain vulnerable to NonNL attacks [5].
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Several mitigation and defense strategies have been proposed to identify and
reject harmful prompts [3,4]. However, most current methods rely on natural
language (NL) understanding of prompts, and assume that the harmful intent
is in recognizable NL forms that safety classifiers can easily identify. In con-
trast, NonNL attacks obscure harmful intent, which becomes apparent only after
the LLM processes the prompt. Consequently, current methods are ineffective
against NonNL jailbreaks, and no robust defenses presently exist.

Motivation. Figure 1 visualizes the motivation and objectives of our research.
With the rapid advancement and widespread adoption of LLMs in daily life,
including healthcare, mobility, education, and other domains, malicious NonNL
obfuscated attacks have emerged as significant threats that amplify the risks
related to LLM use. Consequently, our research aims to protect LLMs from
malicious NonNL obfuscated attacks, thereby strengthening the safety, security,
and trustworthiness of LLM applications in Society 5.0.
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Fig. 1. Motivation and objectives of our research: Protect LLMs from malicious NonNL
obfuscated attacks to strengthen the safety, security, and trustworthiness of LLM use
in Society 5.0, and contribute to a safe, secure, and sustainable Al-centered future. The
figure was generated using ChatGPT.

Contribution. This research will develop a robust, multi-layered, Al-driven
defense mechanism to detect and mitigate malicious NonNL attacks before they
reach LLMs. First, we aim to create a comprehensive, large-scale labeled dataset
of NonNL obfuscated prompts. This ensures that downstream models are trained
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and evaluated on diverse data that is representative of real-world adversarial con-
ditions. Second, we aim to design and implement a multi-class Al classification
model that identifies the specific obfuscation technique used in a given input
prompt. This directly addresses the need for precise attack identification as a
prerequisite for effective downstream defense. Third, we will use an attack mitiga-
tion module to apply the appropriate mitigation strategy based on the identified
attack type. Finally, we will implement a fine-tuned AI detection model that
accurately identifies harmful content embedded in obfuscated prompts.

2 Methodology

Figure2 shows an overview of our proposed multi-layered, Al-driven defense
mechanism. The input prompt—Dbenign, or containing an NonNL obfuscated
attack—is analyzed by the Attack Classification Model, which identifies the
obfuscation technique used in it. Based on the predicted attack type, the Attack
Mitigation Module applies the corresponding mitigation technique and gener-
ates a mitigated prompt. The mitigated prompt is then analyzed by the Harm-
ful Content Detection Model, which determines whether the prompt con-
tains harmful content. If the prompt is considered benign, it is forwarded to the
LLM to generate a response; otherwise, the system returns a harmful-content
notification or refusal to the user. The attack classification and harmful content
detection models are trained on the NonINL Obfuscated Prompt Dataset,
which is generated using various NonNL obfuscation techniques.
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Fig.2. Overview of the proposed multi-layered, Al-driven defense mechanism for
detecting and mitigating malicious NonNL obfuscated attacks through prompt dataset
generation, attack classification, attack mitigation, and harmful content detection.
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2.1 NonNL Obfuscated Prompt Dataset Generation

We will start by generating a large-scale, labeled dataset of NonNL obfuscated
prompts using various obfuscation techniques to support the training and eval-
uation of the proposed AI models. For this purpose, the preliminary version
of the NonNL attack module presented in [5], which currently includes four
NonNL attacks (base64, adversarial suffix, payload split, and ASCII art), will be
extended by introducing multiple variations for each attack, and implementing
five additional attacks (unicode, hex, homoglyphs, adversarial prefix, and emoji).
These attacks will be used to automatically generate a large-scale, complex, and
diverse dataset of NonNL obfuscated prompts.

The dataset will comprise both malicious and benign obfuscated prompts.
Each entry will include the original prompt, the obfuscated prompt, the attack
type, and a maliciousness label to support subsequent research stages. The orig-
inal malicious prompts will be sourced from the AdvBench dataset [6], whereas
the original benign prompts will be selected from the LLM-LAT dataset [2].
The resulting dataset will contain about 10,000 obfuscated prompts distributed
across the nine attack types.

2.2 Attack Classification Model

We will design and implement a multi-class Al classification model to categorize
input prompts according to the specific obfuscation attack strategy employed.
The classification taxonomy encompasses ten discrete labels: nine corresponding
to distinct NonNL attack types, and one for the “no attack” class. Model training
and evaluation will be conducted using the NonNL obfuscated prompt dataset.

We will conduct a systematic comparative analysis using at least three state-
of-the-art classification algorithms, such as Decision Tree, Random Forest, and
XGBoost. The optimal model will be identified based on the measured predictive
accuracy and computational efficiency, providing a principled basis for algorithm
selection, rather than relying on single-metric heuristics.

2.3 Attack Mitigation Module

This module is intended as a preliminary stage that mitigates the NonNL attacks
identified by the attack classification module. Its role is to facilitate the identifi-
cation of harmful content in obfuscated prompts. The mitigation module works
by removing NonNL jailbreak elements from jailbreak prompts, while preserving
their original meaning.

Before integrating this module into the entire system, we will conduct a stan-
dalone evaluation by sending its output to a target LLM. Its output will then
be labeled by a high-performance LLM using the LLM-as-a-Judge approach.
Responses will be labeled as Harmful, Refused, or Unrelated (if the jailbreak
prompt bypasses the LLM safeguards, but generates an illogical or incomprehen-
sible response). These labels will subsequently be used to assess the mitigation
effectiveness of the module.
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2.4 Harmful Content Detection Model

This model will identify harmful content embedded in prompts, and determine
whether the prompt can be safely forwarded to the LLM, or should be blocked
with a harmful-content notification. We will select at least three state-of-the-art,
pre-trained, harmful-content detection models, such as Llama Guard [4], and
fine-tune them on our NonNL obfuscated prompt dataset. We will then leverage
transfer learning to improve detection performance for our target threat.

The fine-tuned detection model will be evaluated along two primary axes:
(1) classification accuracy, and (2) computational inference time. We will also
introduce Over-Defense Rate (ODR) as a key diagnostic metric. ODR is defined
as the proportion of benign inputs incorrectly flagged as harmful, and is used to
ensure that model optimization does not disproportionately penalize legitimate
users, an aspect that conventional accuracy metrics alone may miss.

3 Conclusion

This paper proposes a multi-layered, Al-driven defense mechanism to address
the emerging threat of malicious NonNL obfuscated attacks against LLMs. The
proposed approach combines attack classification, attack-specific mitigation, and
harmful content detection to provide multiple layers of protection before poten-
tially harmful prompts can reach an LLM.

By explicitly identifying the obfuscation technique and subsequently detect-
ing harmful content in the mitigated prompt, we aim to provide more robust
LLM protection than relying solely on conventional built-in or external safe-
guards. We hope that this early-stage research will stimulate rich idea exchanges
in relation with LLM security and trustworthiness.
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